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Tom ASHBY

From: SZYLAR, Konrad <SzylarK@rba.gov.au>
Sent: Tuesday, 22 November 2022 11:33 AM
To: CI.REFORMS
Cc: Peter ROSEWARNE; TURNER, Grant
Subject: CM: FW: For review: draft - RBA comments on Critical infrastructure risk 

management program consultation [SEC=OFFICIAL]
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Dear colleagues

Apologies for a late reply. We have some comments on these documents related to the RBA’s role under the SoCI 
Act, for your consideration. These are in line with our previously shared comments (refer to  emails of 

 August and  March 2022).

1. Draft Security of Critical Infrastructure (Critical infrastructure risk management program) Rules 2022 (draft 
RMP Rules) – the draft RMP Rules adopt our previously suggested wording for section 6 (which essentially 
specifies the RBA as the relevant Commonwealth regulator for critical payment system assets). Thank you 
for this change.

Please note that the same language could be adopted in paragraph 4(1)(l) (which is intended to ‘switch on’ 
the RMP obligations for critical payment system assets). In particular: 

 Paragraph 4(1)(l) of the draft RMP Rules currently specifies that ‘a critical financial market 
infrastructure asset that is a payment system’ is specified for the purposes of paragraph 30AB(1)(a) 
of the Act. 

 As mentioned in our email in August, (albeit in the specific context of section 6) the phrase ‘that is a 
payment system’ may be too narrow and could be expanded to cover any asset referred to in 
paragraph 12D(1)(i) of the SOCI Act – i.e. an asset that is used in connection with the operation of a 
payment system that, in accordance with subsection (6) [i.e. as prescribed under the rules], is 
critical to the security and reliability of the financial services and markets sector. ). We would that 
paragraph 4(1)(l) of the draft RMP Rules be amended as follows: 

a critical financial market infrastructure asset that is a payment system referred to in 

 
 

  
 

 
 

  
 

 
 

paragraph 12D(1)(i) of the Act;

2. Draft Explanatory Statement – the above point could also be clarified in the final version of the Explanatory 
Statement (see the first and fourth paragraphs under the heading ‘Section 6 Relevant Commonwealth 
regulator – payment systems’ on pages 5 and 6 of the draft Explanatory Statement).

3. Role of RBA – the second paragraph on page 6 of the draft Explanatory Statement includes the following:

Relevant Commonwealth regulators will be responsible for educating and guiding entities towards 
best-practice security management wherever possible, and the RBA are best placed to provide this to 
entities that own and operate payment systems. This will include educating entities and ensuring 
their legislative and administrative obligations are understood; and developing and maintaining 
strong links with entities to promote ongoing best practice.

We have previously raised some questions/concerns around similar language used to describe the RBA’s 
role as the ‘relevant Commonwealth regulator’ for critical payment system assets. We don’t think this 
paragraph is consistent with the responsibilities the RBA would have as a ‘relevant Commonwealth 
regulator’, and suggest it be deleted.



 
 

 
 

 
 

 
 

 
 

 

4. Guidance material – the wording in paragraphs 30 and 35 could be tightened up to clarify the limited scope 
of RBA’s powers in relation to the payment systems under the SoCI Act, along the lines of:

The Reserve Bank of Australia is the relevant Commonwealth regulator in relation to the Risk Management 
Program obligation of the responsible entities for prescribed payments systems.

More than happy to discuss if you have any questions.

Kind regards

| Domestic and Payments, FMI | Payments Policy Department 
RESERVE BANK OF AUSTRALIA | 65 Martin Place, Sydney NSW 2000 
p: +61 2 9551 8529 | w: www.rba.gov.au
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From: CI.REFORMS [mailto:CI.REFORMS@homeaffairs.gov.au]  

 

The Reserve Bank of Australia acknowledges the Traditional Custodians of Australia and we pay our respects to their 
past, present, and emerging Elders.

Mo Tu We Th Fr 
🏢     🏢/🏠 🏠 🏢 🏢/🏠

Sent: Wednesday, 5 October 2022 4:16 PM 
To: CI.REFORMS <CI.REFORMS@homeaffairs.gov.au> 
Subject: TRIM: Critical infrastructure risk management program consultation [SEC=OFFICIAL] 
 

⚠ EXTERNAL EMAIL: Do not click any links or open any attachments unless you trust the sender and know the 
content is safe. 

entity has a board, council or other governing body, the annual report must be approved by the board, council or 
other governing body. 

astructure risk management program. If the 

entity for one or more critical infrastructure assets to have, and comply with, a critical infrastructure risk 
management program (new Part 2A of the Act). A period of consultation, lasting for a minimum of 28 days, is 
required before this can take effect. For this obligation, the Minister intends to undertake consultation for 45 days 
from Wednesday 5 October 2022 until Friday 18 November 2022. 
 
The purpose of a critical infrastructure risk management program is to do the following for each of those assets:  

a) identify each hazard where there is a material risk that the occurrence of the hazard could have a relevant 
impact on the asset; 

b) so far as it is reasonably practicable to do so—minimise or eliminate any material risk of such a hazard 
occurring; and  

c) so far as it is reasonably practicable to do so—mitigate the relevant impact of such a hazard on the asset. 
 
A responsible entity must give an annual report relating to its critical infr

the Minister for Home Affairs (the Minister) may require the responsible 

 

OFFICIAL 

Dear critical infrastructure stakeholders,  
 
Thank you for your ongoing collaboration with the Department of Home Affairs in relation to the Security of Critical 
Infrastructure Act 2018 (the Act). As you will know, the Security Legislation Amendment (Critical Infrastructure 
Protection) Act 2022, which received Royal Assent in April 2022, amended the Act to establish an enhanced 
regulatory framework for the protection of Australia’s essential critical infrastructure assets. 
 
Risk Management Program consultation  
Under the enhanced regulatory framework, 


