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Glossary

ACIC —Australian Criminal Intelligence Commission.
ACSC—The Australian Cyber Security Centre.

ASIC — Aviation Security Identification Card.

ASIO — Australian Security Intelligence Organisation.

AusCheck—Backgroundcheckingservices forsecurity-sensitive critical infrastructure sectorsin
Australia. AusCheck currently undertakes background checks for the aviation and maritime security
identification cards (ASICs and MSICs), the national health security scheme, and checks for Major
National Events. AusCheck background checking is alsobeingproposed as a part of establishinga
Naval Shipbuilding and Sustainment Identity Card (NSSIC) scheme for the Osborne Naval Shipyard
(ONS)in South Australia undera separate rule underthe SOCI Act.

Business critical data— has the meaningfoundin section 5 of the SOCI Act
C2M2 —Cybersecurity Capability Maturity Model.

Cyber and informationsecurity hazards — The sections of the RMP rules that relate to cyber and
informationsecurity hazards.

Cyber frameworks —One of 5 outlined frameworks (oranequivalent framework) listed inthe Security of
Critical Infrastructure (Critical i nfrastructure risk management program) Rules (LIN 22/018) 2022
(RMP Rules) that critical infrastructure assets must comply with within 18 months of the RMP Rules
becominglegislation.

Cyber Reporting—Mandatory Cyber Incident Reporting. The Part 2B obligation under the SOCI Act.
DISER — Department of Industry, Science, Energy and Resources.

DITRDC - The Department of Infrastructure, Transport, Regional Development, and Communications and
the Arts.

Government Assistance —Ministerial powers of last resort that allow the Minister to authorise the
Secretary (or a delegate) to assistin preventingor stopping a significant cyber incidentin cases
wherean entity cannotor will notactand mayincludeinformationgathering, action directions or an
intervention request.

Grace period —The period of time between the RMP Rules becoming | egislation and compliance day for
the relevant obligation. Thereis no legal expectationto comply with the obligation during this
period, although preparations are strongly encouraged.

IACS — industrial automationandcontrol systems.
IGIS — Inspector General of Intelligence and Security.

ISO — International Organization for Standardization. An independentinternational body that regulates a
series of internationally recognised and domestically adopted standards.

ISMF — Information Security Management Framework

IT - InformationTechnology.

Material risk rules—The sections of the RMP Rules that relates to material risk.
MSIC — Maritime Security Identification Card.

MNE - the Major National Events security model. Asimilar model is proposed for use with the Aus Check
Trusted Insider Check scheme.

OT- Operational Technology.
Part 2 — The Register of Critical Infrastructure Assets.

Part 2A —The risk management program.

DRAFT Risk Management Program Guidance

OFFICIAL



CONSULTATION DRAFT v1

Part 2B—- MandatoryCyber Incident Reporting.

Personnel security hazards —The sections of the RMP Rules that rel ate to personnel security hazards,
including the requirement for ongoing checks of critical workers.

Physical security and natural hazards —The sections of the RMP Rules that relate to physical security
and naturalhazards.

PSOs— Positive securityobligations. Three obligations that may be applied to asset classes of critical
infrastructure underthe SOCI Act using the Application Rules or the RMP Rules

PJCIS — Parliamentary Joint Committee on Intelligence and Security.

Relevant impact —has the meaning foundin section 8G of the SOCI Act.

SCRI - Supply ChainResilience Initiative.

Supply chain hazards — The sections of the RMP Rules that relate to supply chain hazards.
SLACIAct 2021 —the Security Legislative Amendment (Critical Infrastructure) Act 202 1.

SLACIP Act 2022 —the Security Legislative Amendment (Critical Infrastructure Protection) Act 2022.
SOCI Act — the Security of Critical Infrastructure Act 2018.

Switch-on—the datethatthe rules foran obligation become legislation and the grace period
commences.

TISN — The Trusted Information SharingNetwork. Asecure, non-competitive online environment for
industry and Government to collaboratein and across sector groups. Further information on the
TISNis available here: TISN engagement platform (cisc.gov.au).

The ANU Rules —the Security of Critical Infrastructure (Australian National University) Rules (LIN
22/041)2022, a legislative instrument written undersection 9 of the SOCl Act that prescribes the
Australian National University as a critical infrastructure asset.

The Application Rules —the Security of Critical Infrastructure (Application) Rules (LIN 22/026) 2022, a
legislative instrument outlining the captured asset classes forthe Part 2 (Register of Critical Assets)
andthe Part2B (Mandatory Cyber Incident Reporting) obligations and the associated grace periods.

The Centre —the Cyber and Infrastructure Security Centre.

The Definition Rules —the Security of Critical Infrastructure (Definitions) Rules (LIN 21/039) 2021, a
legislative instrument that further defines critical infrastructure assets captured by the SOCI Act.

The Department—The Department of Home Affairs.
The Minister —the Minister for the Department of Home Affairs.

The principal legislation —the piece of legislationthat enables thelegislative instruments, in this case
the SOCI Act. It may alsobe used in connection with other legislationsuch as the
TelecommunicationsAct 1997, whichis the principal | egislation for the telecommunications
amendments.

The Secretary—the Secretary for the Department of Home Affairs.
The Register —The Register of Critical Infrastructure Assets. The Part 2 obligation under the SOCI Act.

The Rules—theseareall thelegislative instruments enabled by the Security of Critical Infrastructure Act
2018.

The RMP — Therisk management program, alsoknownas the Part 2A obligation under the SOCI Act.
This refersto the RMP Rules as they relate to Part 2A of the SOCI Act.

The RMP Rules — the Security of Critical Infrastructure (Critical infrastructure risk management program)
Rules (LIN22/018) 2022, a draft | egislative instrument outlining the requirements for compliance
with the Part 2A (risk management program) obligation under the SOCI Act.
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TSSRs — the Telecommunications Sector Security Reforms. These reforms, also knownas the
Telecommunication and Other Legislation Act 2017 amends the Telecommunications Act 1997 to
establish a regulatoryframework to better manage the national security risks of es pionage, sabotage
and foreigninterference to Australia’s telecommunications networks andfacilities.
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Frequently Asked Questions

General

This section covers frequently asked questions on the Security of Critical Infrastructure Act 2018 (the SOCI Act)
and Risk Management Program.

Act, rules and reforms

1. Why hasthe Government undertaken reforms to support the security of Australia’s critical infrastructure?

Disruptions to critical infrastructure can have serious i mplications for business, governments and the
community, affecting security of resources, supply and service continuity, and damaging economic
growth. They could also have detrimental effects on business reputationand financial viability.

Over the2020-21 period, the Australian Cyber Security Centre responded to over 1630 cyber incidents,
with around one quarter of these impactingentities associated with Australia’s critical infrastructure.

Over the pastyear theworld has seen theimpact of disruptions to criticalinfrastructure:

o IntheUnited States, theransomware disruptionto Colonial Pipeline affected fuel distribution,
caused widespread panic, economic harm, and impacted food security by reducing point of
contactavailability for consumers.

o Cyberattacks by malicious actors seeking to exploitand profit fromthe COVID-19 pandemic have
targeted critical infrastructure assets, with total disregard forthe costto the community and the
essential services thatare provided by these assets.

Risks to critical infrastructure are not limited to cyber:

o0 InAustralia, COVID-19 caused drasticimpacts to the supply chainfor foodandgroceries.
Australia’s food security was harmedas essential goods were unable to be transported to point of
contactfor consumers. Flooding nationally compounded theseissues, closing major roads,
transportroutesandtrainlines.

o International geopolitical turmoil is also likely to have flow-on impacts to our critical
infrastructure, including impacts on availability and price of fuel, ora decrease inglobal grain
production.

o The early-2022floods and rain systems in Queenslandand New South Wales arelikely to continue
to impactfood and grocery supply inthe coming months. Crops have experienced a shorter
plantingseasonwith increased growth stress causing decreased yields and decreased nutrients,
especiallyin grains. Health servicesintheregionmay seeanincreasein injuries, mosquito-borne
diseases andinfections dueto the floodwaters and resulting environmental changes. There may
alsobeflow-on effects to the health system from the impact to food and groceries.

2. Where can | find information on the Security of Critical Infrastructure reforms?

Information onthereformsis available on the Cyber and Infrastructure Security Centre website at
https://www.cisc.gov.au/changes/overview.

The full text of the Security of Critical Infrastructure Act 2018 (SOCI Act) is available on the Federal
Register of Legislation at: https://www.legislation.gov.au/Details/C2022C00160.

The Security Legislation Amendment (Critical Infrastructure) Act 2021 (SLACI Act 2021) as passed both
by Houses of Parliament, canbe found on the Federal Register of Legislation website at: Security
Legislation Amendment (Critical Infrastructure) Act2021. The explanatory memoranda can be found on
the APH websiteat
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bld=r6
657
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o The Security Legislation Amendment (Critical Infrastructure Protection) Act 2022 (SLACIP Act 2022)as
passed both Houses, canbe found on the Federal Register of Legislation website at: Security Legislation
Amendment (Critical Infrastructure Protection) Act 2022. The explanatory memoranda can be found on

the APH websiteat

https://www.aph.gov.au/Parliamentary Business/Bills_Legislation/Bills_Search Results/Result?bld=r6

833.

e Avisual summary of thechanges under thecritical infrastructure reforms, and how they relate to each

other, is included below:

Government Assistance
“Cyber Security Crisis Response”

11 Critical
Infrastructure Sectors

22 Critical
Infrastructure Asset
Classes

Positive Secu
Obligations

Systems of
LELEN
Significance

Enhanced
Cyber Security
Obligations

Systems of National Significance (SoNS) area
significantlysmaller subset of critical
infrastructure assets thatare mostcrucial to the
nation by virtue of their interdependencies across
sectors and potential for catastrophic cascading
consequences to other critical infrastructure
assetsand sectorsifdisrupted.

Enhanced Cyber Security Obligations may apply
which will require a SoNS to:

1. develop, updateand complywith a cyber
security incidentresponse plan;

2. undertake cybersecurity exercises to build
cyber preparedness;

3. undertakevulnerabilityassessments;and

4. providesystemsinformation

3. Howare critical aviation and port assets covered?

11 Critical Infrastructure Sectors: communications;
data storage or processing; financialservices and
markets; energy; healthcare and medical; higher
education and research;foodandgroceries;
transport; space technology; defenceindustry

22 Critical Infrastructure Asset Classes that may be
subjectto positive security obligations:

Positive Security Obligations mayinclude:

1. Requirementto provide operationaland
ownership information to the Register of critical
infrastructure assets. (commenced 8 April 2022,
grace period to 8 October2022 —7 October for
Telco assets underthe Telecommunications Act
1997)

2. Mandatory Cyber Security Incident Reporting
(compliance now in force)

3. Requirementto have, develop and maintain a risk
management program (pending consultation)

* Rulestocreatebaselinesecurity standards—
cyber and information; personnel; supply
chain; physicalandnatural

*  Entities mustidentify and mitigate ‘material
risks’ thathavea substantial impacton the
availabilityreliability andintegrity of a critical

Government Assistance has commenced and applies
toall critical infrastructure sectors and assets. It
enables governmentto assistin the defence of critical
infrastructure assets from cyber securitythreats, in
light of their criticality to the socioeconomic stability,
defence, and nationalsecurity of Australia.

o The Departmentis currently considering how the targeted critical infrastructure reforms for the
aviation and maritime transport sectors will fitinto the broader critical infrastructure, and aviationand
maritime security agenda of the new Government.

e Currently, someobligations applyto criticalaviation and portassets underthe SOCI Act, as outlinedin

paragraph10.
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4. How are critical telecommunications assets covered?

The Departmentis working closelywith the Department of Infrastructure, Transport, Regional
Development, Communications andthe Arts (DITRDCA) on devel oping amendments through the
Telecommunications Sector Security Reforms (TSSR) and Telecommunications Act 1997 to regulate
critical telecommunications assets. These willregulate equivalent positive security obligations to those
found under the SOCI Act (i.e. Risk Management Program) using this existing legislation and regulatory
framework.

Anticipated amendments to the Telecommunications Actarelikelyto include a strengthening of the
TSSR provisions to align them to those required by other critical infrastructure assets underthe SOCI
risk management program obligations.

Critical telecommunications assets will continue to be covered under the SOCI Act for the purposes of
Systems of National Significance, Enhanced Cyber Security Obligations, and Government Assistance
measures.

See the Telecommunications Sector Security (TSS) page on the Cyber and Infrastructure Security Centre
website for moreinformation.

General information

5. What s a ‘critical infrastructure asset’?

Division 2 of the SOCI Act provides definitions forthe 22 critical infrastructure asset classes.

The Security of Critical Infrastructure (Definitions) Rules (LIN 21/039) 2021 (the Definition Rules) outline
further parameters to these definitions where applicable.

Critical infrastructure assets alsoinclude assets privately declared by the Minister for Home Affairs (the
Minister)under section 51 of the SOCI Act; or, prescribed, by | egislative i nstrument, by the Minister
under section 9 of the SOCI Act. Those assets privately declared are kept confidential. Legislative
instruments are published on the Federal Register of Legislationandare publicly available.

6. What s a ‘responsible entity’?

A ‘responsible entity’ isanindividual or organisation whoowns or operates a critical infrastructure
assetandmay have obligations under the SOCI Act and associated Rules.

The definition of ‘responsible entity’ differs foreachasset classand canbefound atsection12Lof the
SOCI Act.

7. | don’t believe my asset is actually ‘critical’. How do | clarify my obligations?

The definitions foreachcritical infrastructure asset were devel oped through extensive consultation
with industry and experts withinand outside of government with theintent to captureall assets critical
to thesecure operation of Australia’s key sectors.

You should contactthe Cyber andInfrastructure Security Centreif your assetis captured under the
SOCI Actand associated Rules, and youdo notbelieveitshould be considered a critical infrastructure
asset.

While the Cyber and Infrastructure Security Centre will take into consideration submissions from
industry thatan assetis non-critical, only the Ministeris empoweredto make a determination thatan
assetisnon-critical.

Section 9(2) of the SOCI Act allows the Minister, viaa rule, to prescribe that a specified assetis nota
critical infrastructure asset.

DRAFT Risk Management Program Guidance
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8. Will entities that operate critical infrastructure assets need to inform third party holders of data that they are
affected by the SOCI Act?

e Yes,inaccordancewith SOCI Act section 12F(3), ifyou area responsible entity andyou use a data
storage or processing service provider for your commercially-provided business critical data, you must
takereasonable steps to tell themthatyou are operating a critical infrastructure asset.

e Areasonablestep might be for the responsible entity to discuss why the datais considered business
critical with third party data holders in order to explain the associated riskthat disclosure of this
information could entail.

Your obligations and the risk management program under the SOCI Act

9. What is the risk management program obligation?

e Part2AoftheSOCI Act sets outtherequirementto adoptand maintaina critical infrastructure risk
management program, and provides the | egislative framework to allow the Minister to ‘switch on’ the
obligation.

e The draft Security of Critical Infrastructure (Critical infrastructure risk management program) Rules (LIN
22/018)2022 (the RMP Rules) will s pecify requirements with which a critical i nfrastructure risk
management program mustcomply.

e The matters thatan entity must consider when developing their riskmanagement programissetoutin
paragraphs (d) - (i) of subsection 5(2) of the RMP Rules. These matters include whether the program
has established and maintained a process for identifying:

o the operational contextforcritical assets
o interdependencies between critical assets

o critical positions includingpersons responsible for the risk management program, persons
responsible for minimising or eliminating risks and persons responsible for reviewing the
program.

e Further matters include whether the program contains principles of a reasonable risk management
methodology and whether the program describes the circumstances in which the entity will review the
program.

10. If my critical infrastructure asset is required to comply with the RMP Rules, do | need to comply with any other
p ositive security obligations?

e Possibly. Acritical infrastructure asset may have multiple positive security obligations (PSOs) under the
SOCI Act. These may include:

o The Register of Critical Infrastructure Assets (Part2). More informationcan be found here.
o Mandatory Cyber Incident Reporting (Part 2B). Moreinformationcan befound here.
o Therisk management program (Part2A)

e Beforean obligationcan applyto an asset, the Minister must make Rules outlining the obligations, and
the assetclasses to whichthe obligations will apply.

0 The Security of Critical Infrastructure (Application) Rules (LIN 22/026) 2022 (the Application Rules)
outlinespecificasset classes thatare required to comply with the Mandatory Cyber Incident
Reporting and the Register of Critical Infrastructure Assets ReportingRequirement. These Rules
cameinto effecton 8 April 2022.

o Thedraft RMP Rules outline asset classes covered by the Part 2A riskmanagement program
obligation.

1 The RMP Rules and the switch-on of this obligationare subject to the approval of the Minister.

DRAFT Risk Management Program Guidance
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o The PSOs apply to specific asset classes under the SOCI Act, as outlined inthe following table:

Sector Asset Class et of il Mooy Ofbr aragemens
Program
Broadcasting Yes Yes Yes
Communications Domain Name Systems Yes Yes Yes
Telecommunications No” No” No”
Data Storage or Processing Data Storage or Processing Yes Yes Yes
Defence Industry Defence Industry No No No*
Electricity Yes? Yes Yes
Energy Market Operator Yes Yes Yes
Energy
Gas Yes’ Yes Yes
Liquid Fuels Yes Yes Yes
Banking No Yes No

Financial market
Infrastructure (excl. No Yes No

Payment System Operators)
Financial Services and Markets

Insurance No Yes No
Payment Systems Yes Yes Yes
Superannuation No Yes No
Food and Grocery Food and Grocery Yes Yes Yes
Health Care and Medical Hospitals Yes Yes Yes
Higher Education and Research Education No Yes No
Space Technology No defined Asset Class No No No
Aviation No Yes No
Freight Infrastructure Yes Yes Yes
Transportation Freight Services Yes Yes Yes
Public Transport Yes Yes No
Port Yes’ Yes No
Water and Sewerage Water Yes? Yes Yes

A Telecommunications assets will comply with Register from 7 October 2022 and Cyber Reporting from 7
July 2022 underthe TelecommunicationsAct 1997. TSSR obligations maybe enhanced to equivalent to
RMP obligations under amendments to the Tel Act

1 The Ministerfor Home Affairs is considering making a specific rule under the Security of Critical
Infrastructure Act 2018 (SOCI Act) declaringthe Osborne Naval Shipyard a criticalinfrastructure
asset, pending formal consultation.

2 This requirement already applies under the Security of Critical Infrastructure Act 2018

11.1f | operate a critical infrastructure asset under the RMP, do any other Rules apply to my asset?

e Possibly. If your business operates a critical i nfrastructure asset, you will be required to comply with
the SOCI Act,and anyRules made underthe Actthatapply to yourasset.

o To date, Rules madeundertheSOCI Actinclude:
1. Security of Critical Infrastructure (Definitions) Rules (LIN 21/039) 2021

o These Rules further define or refine the critical infrastructure asset definitions for each
assetclass provided inthe SOCI Act.

DRAFT Risk Management Program Guidance
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2. Security of Critical Infrastructure (Application) Rules (LIN 22/026) 2022

o These Rules specifyasset classes that are required to complywith the Mandatory Cyber
Incident Reporting andthe Register of Critical Infrastructure Assets Reporting Requirement.

3. Security of Critical Infrastructure (Australian National University) Rules 2022 (LIN 22/041)
2022

o TheseRules prescribeundersection 9, thatthe Australian National University is considered
a critical infrastructure asset under the SOCI Act.

All Rules enabled by the SOCI Act can be found on the Federal Register of Legislation.

12.What is a ‘critical infrastructure risk management program’?

»n i

Note: this question refers to the terms “relevantimpact”, “so farasitis reasonably practicable” and “material
risk”, these are defined inthe following sections of this document.

The criticalinfrastructure risk management programis intended to uplift core security practices that
relate to the management of criticalinfrastructure assets. Itaims to ensureresponsible entities take a
holisticand proactive approachtoward identifying, preventing and mitigating material risks fromall
hazards.

Section 30AH of the SOCI Act defines a critical infrastructure riskmanagement program.

A critical infrastructure riskmanagement programis a written programthatapplies to theresponsible
entity for a critical infrastructure asset. It mustidentify each hazardwherethereis a material risk that
the occurrence of that hazard couldhave a relevantimpact on the asset, a nd comply with
requirements (if any) as specified intherules.

Sofarasitisreasonably practicableto do so —the riskmanagement program must also minimise or
eliminate any material risks of a hazard occurringand mitigate the relevantimpact of sucha hazardon
the asset.

Responsible entities are required to establish, maintain, and comply witha critical infrastructure risk
management programto managethe ‘materialrisk’ of a ‘hazard’ occurring, whichcouldimpactthe
availability, integrity or confidentiality of the criticalinfrastructure asset.

Responsible entities must manage risks by meeting the following principles -based outcomes:

o Effective governance—Through thecritical infrastructure risk management program, as defined
in section 30AH of the SOCI Act, under section30AG, entities will be requiredto provide an annual
reportto the relevant Commonwealth regulator or the Secretary. Thereportdoes notneed to
contain thefull riskmanagement program, but mustbe sufficientto assuretherelevant
Commonwealth regulatoror the Secretarythatthe program remains up to date and appropriate.

o Identify material risks —Responsible entities have a responsibility to take an all-hazards approach
when identifying risks that may affect the availability, integrity, reliability and confidentiality of
their critical infrastructure asset.

o Mitigate risks to prevent incidents —Responsible entities will be required to consider risks to their
entity and establish appropriate risk mitigation strategies to managethoseriskssofar asis
reasonably practicable. Risk mitigation should consider both proactive risk managementas well as
establishingand managing processes to detectand respondto threats as they are being realised
to preventtherisk fromeventuating.

o Minimise the impact of realisedincidents —Responsible entities will be required to have robust
proceduresin placeto: mitigate, sofarasitis reasonably practicable, theimpactshoulda hazard
materialise, and recover from thatimpact as quickly as possible

- Mitigations couldinclude enhanced cyber security controls, background checking of critical
personnel, having back-ups of key systems, ensuring adequate stock on hand in case of a
disruption, installing redundancies for key inputs, out-of-hours processes and procedures, and
the ability to communicate with affected customers, clients and agencies.
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The Cyber and Infrastructure Security Centre Factsheet on the risk management program canbe found
at: https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cisc-factsheet-risk-
management-program.pdf

Material risks

13.Whois responsible for determining if a risk is a material risk?

Responsible entities for critical infrastructure assets areresponsible for determiningif a riskis a
material risk. Responsible entities for critical infrastructure assets must consider all relevant material
risksto theirbusiness.

In order to meaningfully upliftsecurityandresilience, itis vital that responsible entities review their
risk management programon a regular basis and take reasonable steps to ensureitis keptup to date.
This ensures risk is being continually assessedand managed by the entity ratherthantakinga ‘setand
forget’ approach to risk management.

14.When s arisk a ‘material risk'?

The SOCI Actrequires responsible entities to adopt and maintaina critical infrastructure risk
management program. The purposeis to ensure thatresponsible entities identify each hazardwhere
thereis a material risk thatthe occurrence of that hazard could have a relevantimpact on the asset;
andsofarasitisreasonably practicableto do so, minimise or eliminate the material riskof such a
hazardoccurring, and mitigate therelevantimpact of such a hazard on the asset.

Responsible entities musttake a principles-based approach to identifying the risks to the critical
infrastructure asset.

Whileresponsible entities should take a broad approach to identifying material risk, the RMP Rules
provideinstances of material risks that must be considered; namelyrisks that:

o impactAustralia’s social or economicstability, defence, or national security;
o will resultin majorinterruptions to theasset’s function;
o resultinsubstantive loss of access to, or the manipulation of a critical component of the asset;

o areintroduced dueto thestorage, transmissionor processing of sensitive operational information
outside Australia;

o resultfromremote access or interference with critical operationaland information technology
systems;or

o arisefrom other material risks identified by the responsible entity as affecting the functioning of
the asset.

Responsible entities are responsible for determiningif a riskis a material risk and should consider the
likelihood of a hazard occurring, and therelevantimpact on the asset or a critical component of the
assetifahazard wereto occur.

The Rules maystate thatthe taking of specified action, minimises or eliminates any material riskor
mitigates therelevantimpact of a specified hazard on the critical infrastructure asset for the purposes
of the critical infrastructure riskmanagement program.

15. What is an example of a material risk?

Some examples of a material riskcould be:

o thesubstantivelossof accessto or deliberate or accidental manipulationof a critical component
of the assetsuchasthe position, navigation and timing systems impacting provision of a service or
functioning of the asset; or

o animpactresultingfromthestorage, transmission or processing of sensitive operational
information outside Australia.
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Hazards which would have a significantimpact but areincrediblyimprobable, or hazards thatare highly
likelybutwill have aninconsequential impact, are unlikelyto be considered material risks. For example:

o Acriticalinfrastructure assetthatis hundreds of kilometres inland would not be required to take
steps to mitigate the significant physical impact of a tsunami on the asset.

o Criticalinfrastructure assets operated withinor below the stratosphere would not need to
mitigate the significant physical impact of space debris on the asset.

In contrast, theimpact of a highly virulent, global pandemic on the availability of workforce, supply
chain, andday-to-day operations of a critical infrastructure assetis anexample of an unlikely event
with a significant but mitigatable impact. In this instance, the event could be assessed as a material risk
and wouldneed to beaddressed ina critical infrastructure risk management program.

16. Will material risk differ between entities?

Yes. Responsible entities willneed to takeinto consideration and recognise the specificcontextin
which their business operates. This maybe by size, maturityand/orlikelihood of anincident occurring
to determinetheir material risk and relevantimpact.

Entities should assess and mitigate risks as far asis reasonably practicable for their circumstances.

17.What is sensitive operational information?

Sensitive operational information is information about the asset that, if shared outside of the
organisation, could be used to manipulate the business, creatingnegative outcomes.

For an asset specified intheRMP Rules, sensitive operational informationincludes, butis not limited to:
o layoutdiagrams;

o schematics;

o geospatial information;

o configurationinformation;

o operational constraints or tolerances information; and

o datathatareasonable personwould consider confidential or sensitive about the asset.

Information thatis alreadyin the publicdomainoris used to provide services to the public, including
geospatial information, is not sensitive operational information.

18. What does ‘so far as it is reasonably practicable’ mean?

Responsible entities within the operating context of their business will need to consider whatis
‘practicable’ for theirbusiness. ‘So far asitis reasonably practicable’ allows entities an opportunity to
determine how they address material risk and relevantimpactin relation to their business size,
maturity and income.

For example, the RMP Rules do not contemplate thata small business compared witha large business
will undertake the same measures to consider minimising or eliminating material risk, due to their
differing operational context.

The Cyber and Infrastructure Security Centre will take this into consideration when evaluating
responsible entities’ critical risk management program, and not hold every entity to the same
standards, understanding the diversity of industry.

Responsible entities should seek to minimise or eliminate material risk whereitis reasonably
practicableinorderto securetheir critical infrastructure asset.
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Minimising and mitigating relevant impacts

19.What is a ‘relevant impact’?

Section 8G of the SOCI Act defines relevant impact of a hazard or cyber security incident on a critical
infrastructure asset as theimpact (whether direct or indirect) on the availability, integrity, reliability
and confidentiality of information about the asset, informationstored intheasset (ifany) and, if the
assetis computerdata, the computer data.

Forinstance, therelevantimpact of a ransomware attackon a majortelecommunications service
provider could be that the telecommunications provider is taken offline or is unable to service
customer demand, leaving millions of customers without regular service.

o Thisamountsto a ‘relevantimpact’ because the availability and reliability of the asset has been
compromised.

o Aransomwareattack may also involve anunauthorised access to the systems of the service
providerwhichcould directly resultin a compromise to the confidentiality of information held in
its data centre, resulting in animpact on businesses ability to trustin the integrity of the data held
inthatfacility.

The relevantimpact of a flashflooding event, in contrast, may have flow on effects to food and
groceries and hospitals by cutting off supply chains between primary producers or distribution centres,
and supermarkets or hospital point-of-care locations.

o Thisamountsto a ‘relevantimpact’ because the availability and reliability of goods provided by
these chains has been compromised.

o Theintegrity of freight services and freight infrastructure has also been compromised inthis
scenario through damageto road and rail, preventing goods from beingtransported effectivelyto
both major and rural centres.

20.How do you describe relevant impact for availability, integrity, reliability and confidentiality?

Availability of an asset is how accessible and usable the critical infrastructure assetis for authorised
users or consumers wheneveritis needed or required.

Integrity of an asset is thecritical infrastructure asset’s capacity and ability to function efficiently,
effectively and accurately and maintain the completeness of its data or information.

Reliability of an asset is thecritical infrastructure asset’s capacity andability to performits functions
consistently and dependably, without failure, over an extended period of time.

Confidentiality of an asset is the criticalinfrastructure asset’s capacity andability to protect
informationfrom disclosure to unauthorised parties and preserve authorised restrictions on
informationaccess and disclosure, including protecting personal privacy, proprietary and any other
informationthatcould impact the critical infrastructure asset.

21.Howdo I minimise or eliminate relevant impacts?

Responsible entities will be res ponsible for developing ways to minimise or el iminate any materialrisk
of a hazardoccurring, and mitigating the relevantimpact of such a hazard on the asset.

Businesses arebest placed to determine ways to best minimiseimpact. The Cyber andInfrastructure
Security Centre does notintend to provide specificguidance or direction on how to mitigate relevant
impacts or material risks at this time.

The Cyber and Infrastructure Security Centre will continue to activelyassist business to understandthe
risk environment through sector specificrisk advisories and providing updated threatinformation
through the Trusted Information Sharing Networkon a regular basis.
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22. Implementation Timeline for the Risk Management Program

Timeframe Requirements

Rulescommence | Begin developing a risk managementprogramin line with Part 2A of the SOCI Act and the
RMP Rules.

Begin identifying material risks, andthinking about the steps needed to minimise the risk
of the hazards occurring, and mitigate the consequences should they occur (material risk
rules).

In sixmonths Have and complywith a riskmanagement programinline with Part 2A of the SOCI Act and
the RMP Rules, including by:

e Outliningintheriskmanagement program, the specified material risks that
affecting a critical infrastructure asset. Take steps to minimise therisk of the
hazards occurring (likelihood) and mitigate the consequences (impact) should
they occur (material riskrules)

e Establish and maintain a process or system to minimise, mitigate or eliminate the
relevantimpacton the assetarising from the following (as outlined in the RMP
Rules):

o Cyber and informationsecurity hazards

o Personnel security hazards

o Supply chain hazards

o Physical and natural hazards
Within Ensurethatthe risk management programincludes details of how the responsible entity
18 months? complies with atleast one of the following standards and frameworks:

e The Australian Cyber Security Centre’s Essential Eight Maturity Model at maturity level
one;

e ASISO/IEC27001:2015;

e The National Institute of Standards and Technology (NIST) Framework for Improving
Critical Infrastructure Cybersecurity;

o The Cybersecurity Capability Maturity Model (C2M2)at Maturity Indicator Level 1;

e Security Profile 1 of the Australian Energy Sector Cyber Security Framework; or

e anequivalentframework.

Note: Thelatestversion of these standards and frameworks should be considered,
regardless of thelanguageinthis document or the Rules. Section 30AN and 30ANA of the

SOCI Act provide for theincorporation by reference of these documents as in force from
time to time.

2 The 18 month timeframe for compliance with a cyber frameworkis the total period afforded to
responsible entities under the draft RMP Rules. This takes into account the 6 month grace period
and an additional 12 months. The 18 month period is for compliance with a cyber framework only.
All other isthe date from the switch-on of the obligation and the entering of the RMP Rules
requirements must beincludedin the responsible entity’'s RMP within 6 months.
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23. If my business has assets captured by mulkiple sectors, do | have to complete multiple critical infrastructure risk
management programs?

If your business is the responsible entity for one or more critical infrastructure assets youmustadopt
and maintain a critical infrastructure risk management program that applies to these assets.

You could developa single risk management program that covers all of your assets, including risks
uniqueto each of theassetclasses.

24.Canregulators request responsible entities to provide their full risk management program?

The Secretary mayrequest critical infrastructure riskmanagement program documents from time to
timeas a partofits monitoring and compliance responsibilities.

Under Section 37 of the SOCI Act the Secretarymay, by noticein writing givento the entity, require the
entity to produce documents, suchas a critical infrastructure risk management program.

Relevant Commonwealthregulators specifiedin the Rules are granted certain powers underthe
Regulatory Powers (Standard Provisions) Act 2014 including but not limited to monitoring powers,
investigation powers, civil penalty orders, infringement notices and enforceable undertakings.

25.Howdo | know if | am sufficiently managing risks?

The Cyber and Infrastructure Security Centre strongly recommends that responsible entities for critical
infrastructure assets workto secure their operations to the highest practicable standard.

The conditions setin the SOCI Actand RMP Rules are a baseline only. Entities shouldlook to
incorporate security upliftinto their business as usual and business continuity plans. Businesses could
alsojointhe Trusted Information Sharing Network (TISN) and engage with the nationalcritical
infrastructure community to helpachieve risk and resilience uplift. Furtherinformation on the TISNis
available here: TISN engagement platform (cisc.gov.au).

26. |s there a template for the risk management program?

No. You may develop a critical infrastructure risk management programinthe formatthatis suitable
for your business and its operationalneeds.

27.Does an entity need to demonstrate third-party audit or certification to comply with the risk management
program?

No. An entity is notrequired to be certified oraccredited as ‘in compliance’ to be complyingwith their
obligations under the SOCI Act.

Entities mayconsider undertaking third-party certification and auditing to ensure that their obligations
areappropriatelyfulfilledandassets are appropriately protected; however, thisis nota requirement
for compliance with the Part 2A of the SOCI Act or the RMP Rul es.

The Department does not suggest that responsible entities attempt to certifyagainst frameworks that
do notalready have certification or auditing capabilities inplace.

28. What level of detail do | need to include in my critical infrastructure risk management program?

A critical infrastructure risk management program must comply with requirements s pecified inthe
RMP Rules. All material risks to the asset, andtheir mitigation must be addressed so far asis reasonably
practicable.

The level of detail in arisk management programis determined by theindividual entity, and will
requiretheapproval of your board, councilor other governingbody if you have one.
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29. What if my business already complies with a requirement under the rules? Do | have to develop another risk
management program or implementa new process?

No. The Cyber and Infrastructure Security Centreis committed to allowing responsible entities the
flexibility to decide how they discharge their obligations. Res ponsible entities can provide evi dence that
they already comply withtherules asacomponent of theirrisk management program. For example, if
a stategovernmentregulatorrequires anentity to maintaina risk management programfor cyber,
personnel, supply chain and/or physical security hazards, the responsible entity wouldreferenceitin
their critical infrastructure risk management program.

In someinstances, critical infrastructure assets willbe covered by subsections 30AB (4), (5) and(6) of
the SOCI Act. Entities covered by these subsections will only be required to submitan annual report
under Part2AA of the SOCI Act.

Reporting

30. What is the annual report?

Under subsection30AG(2) of the SOCI Act, responsible entities must provide an annual report rel ating
to its critical infrastructure risk management program as evidence that the entity is meeting relevant
obligations.

In mostcasestheannualreportwill be submitted to the Department asthe relevantregulator.
However, if thereis a relevant Commonwealth regulatorthat has functions relating to the security of
your assets, thereport willneed to be submitted to them. For example, the Reserve Bank of Australiais
the relevant Commonwealth regulator for payment systems operators3.

If the entity has aboard, council or other governing body, theannual report must be approved by the
board, council or other governing body.

If the entity does nothave a board, councilor other governingbody the annual report maybe
submitted by the companydirector or other authorised company officer.

If a hazard has cause a significant relevantimpact to one or more critical infrastructure assets the
annualreportfor theresponsible entity mustinclude a statement thatidentifies the hazard, evaluates
the effectiveness of the programin mitigating the impact of the hazard, andanyamendments made to
the program following the hazard.

31.Doesevery board, council or other governing body member need to sign?

No. Responsible entities have the discretion to manage by theirboard, council or governing body as
bestsuits theirbusiness and operational needs.

For example, a responsible entity may decide thata majority vote to approve therisk management
programissufficient, following quorum rules for their organisationand provided the decision is noted
by the organisation. Another responsible entity maydecide that every member of their council must
sign a documentapproving the risk management program.

32.What is the ‘approved form’ that | am required to deliver my annual report in?

Paragraph 30AG(2)(e) of the SOCI Actrequires annual reports regardingrisk management programs to
be submitted in theapproved form.

The Cyber and Infrastructure Security Centre will release this form prior to the risk management
program obligations cominginto effect.

3 Subjectto theapproval of the Minister.
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33.When do | need to submit my annual reportto my regulator?

Under 30AG(2) of the SOCI Act, responsible entities must submit a reportto therelevant
Commonwealth regulator within 90 days after the end of the financial year.

34.How s the Department minimising duplicate regulation and reporting?

When the Minister specifies requirementsinrules made for the purpose of the Risk Management
Program, the Minister is obliged to consider, amongst other things, existing regulatory systems of the
Commonwealth, a state or a territory thatimpose obligations on responsible entities.

The Departmentwill continue to work to avoid duplicating obligations on entities in cases where a class
of assetsis alreadysubject to a regulatory regime that comprehensivelyaddresses the same outcomes
as theSOCI Act.

o Thesereforms were developed to address gapsincritical infrastructure security protection at
both stateand territory and federal level, as well as withinindustry. At time of writing, no state or
territory regulatoryscheme appropriately covers the all-hazards approach required under the
SOCI Act.

In some cases, responsible entities maybe subject to existing regulation that only partially addresses
the outcomes of this legislation.

o Toavoida situation where an entity is required to deliver two separate risk management
programs, the principles-basedrules allow responsible entities flexibility to determine how they
deliver a riskmanagement program that wouldachieve allof the outcomes of thereforms.

o Forexample,ifyouarea responsible entity devel oping a riskmanagement programyou may
decidetoincorporate existingregulatory compliance measures into your risk management
program by reference.

Regulators

35.Whois my sector’s regulator?

Cost

The Department will be the default regulatorfor the all elements of the security of critical
infrastructure reforms, including Risk Management Program obligations.

The Minister may specify analternative regulatorthrough therules. At present, itis onlyintended that
the Reserve Bank of Australia operate as the relevant Commonwealthregulator for payment systems
operators forthe RiskManagement Program.

36. What funds are available for businesses to implement these critical infrastructure reforms?

At this stage the Government does notintend to provide funding to entities to implement and/ comply
thesereforms.

All businesses will benefit from an uplift of security and resilience across critical infrastructure sectors,
through enhanced reliability, continuity and security in the networks, systems and services they relyon,

and the enhanced partnership with governmentthese reforms, supported by the Trusted Information
Sharing Network, will provide.

Mostaspects of the RMP Rules will be extensions of standard business as usual risk management
practices.

Government will aim to minimise costs and avoid regulatory duplication, to ensure that entities who
takesecurity seriously are notata commercial disadvantage.
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Other Commonwealth, and State and Territory requirements

37.Do Ineed to continue to comply with Commonwealth, State and Territory regulatory standards or similar that
have similar obligations or objectives, such as licence conditions?

Yes. If you are a responsible entity, you will need to continue complying with Commonwealth, state and
territory regulations in addition to the RiskManagement Program obligations. These reforms are
designed to address gapsinexisting legislationand do notreplace or supersede existing
Commonwealth, state and territory obligations.

Actions undertakenby responsible entities to comply with existing Commonwealth, state and territory
obligations may assist with meeting riskmanagement program requirements.

38.1 am required to align with Commonwealth, state or territory requirements for a certain hazard covered by the
Rules. Is this sufficient for a risk management program?

Compliance with anotherregulatory framework does not necessarilymean thatanobligation is
discharged underthese reforms.

Responsible entities must continue to complywith all relevant Commonwealth, state and territory
requirements. Those requirements could be used as evidence of compliance with obligations under the
RMP Rules and Part 2A of the SOCI Act.

If you arecurrently requiredto do something thatis equivalent to your requirements under the RMP
Rules, referring to this Commonwealth, state or territory requirements is sufficient to the extent thatit
fulfils the obligationto establish and maintain a process or system to minimise, mitigate or eliminate
the relevantimpacton theasset arising from certainhazards.

Regulation, compliance and penalties

Compliance posture

39. What is the Cyber and Infrastructure Security Centre’s approach to monitoring and compliance?

The Cyber and Infrastructure Security Centre Compliance and Enforcement Strategy (2022) outlines the
Cyber and Infrastructure Security Centre’s approachto regulation. Wherever possible, the Cyber and
Infrastructure Security Centre will work in partnership with regulated entities to ensure they
understandandareable to manage theirown risk.

The Cyber and Infrastructure Security Centre recognises that both educative and enforcement
mechanisms are necessary to provide an effective andflexible regulatorysystem that does not
unnecessarily impede the operations of regulated entities. The Cyber and Infrastructure Security
Centre may usea number of regulatory options to address non-compliance, including: educationand
engagement, corrective action plans and enforcement orders.

Should entities be foundto be non-compliant, the Cyber and Infrastructure Security Centreaims to
work with themin thefirstinstanceto better understand their circumstances and ensure thatentities
havethe knowledge and educationthey need to appropriatelycomply withanyobligations.

40. What are the compliance timeframes?

Oncethe RMP Rules comeinto effect, there will be a period of time whereresponsible entities are not
required to comply withan obligation. Thisisreferred to as a ‘grace period’.

o 6 months from ‘switch-on’ (or 6 months from first day of operationfor new operators), with an
additional 12 months to comply with the chosen cyber framework/standard.

- Compliance with personnel hazards, supply chain, and physical and natural hazards, and risk
mitigation for cyber andinformation security hazards, must be demonstrable by the end of
the 6 month grace period.
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- Entities must provideanannual report within 90days of thefirst end of financial year after
compliance dayfor theriskmanagement program obligation. If the end of the financial year
falls withinthe 6 month grace period, entities should provide theirannual reportatthe
beginning of the following financialyear.

Penalties

41. Are individuals liable for Risk Management Program penalties?

No. Civil penalty provisions inrelation to the Risk Management Program framework relate only to the
actions of responsible entities, notindividuals.

The 2022 amendments introduce a range of civil penalties for non-compliance with the SOCI Act,
including failure to adoptand maintain a risk management program, failure to comply, review, and
updatea risk management program andfailureto makean annual report.

Civil penalties range up to 200 penalty units.

Currently, one penalty unitis $222.

Information use and protected information

This is a brief introduction to protected information as it relates to the RMP obligation. Further advice can be
found in the Use and Disclosure of Protected Information fact sheet and the draft document Protected
Information Guidance Material.

42.What is ‘protected information’?

Protected informationis defined in section5 of the SOCI Act. Relevantly, itincludes a document or
informationthat:

o Is(orisincludedin)acritical infrastructure risk management programthatis adopted by a
responsibleentity;

o Is(orisincludedin)anannual reportrelating to theriskmanagement program obligation;

o Isobtainedbya personinthecourse of exercising powers, or performing duties or functions,
under the SOCI Act.

Penalties for unlawfully disclosingprotectedinformation canbe up to 120 penalty units, 2 years
imprisonment, or both.

An entity is authorised to use and disclose protected information under Division 3, Part4 of the SOCI
Act to certain peoplein certain circumstances. In general, anentity is authorised to disclose protected
informationfor the purpose of ensuring compliance with their obligations under the SOCI Act.

As longas the entity can identify a relevant purpose under one of theauthorisations in Part4 and
whererequired discloses to one of the specified entities, an entity is authorised to disclose that
information.

The Secretary (ora delegate) mayalsodisclose protected information to certain specified persons and
government officials under Division 3, Part 4 of the SOCI Act.

43.When can protected information generally be disclosed?

In general terms, the authorisationundersection 41 of the SOCI Act enables the use and disclosure of
protected information by an entity for the purposes of exercising powers or performing functions or
duties underthe SOCI Act, or ensuring compliance withthe SOCI Act.

Example: Protected information of a criticalasset may need to be shared with contractors, consultants

and government bodies where the entity must adopt, maintain, complywith, review or update a
critical infrastructure risk management program under Part 2A of the SOCI Act.
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e An entity willalso beauthorised to disclose protected information that relates to itself if the disclosure
is madetoa Commonwealth, state or territory minister with the res ponsibility for regulatory oversight
ofthe relevantcritical infrastructure sector, or a member of their staff, or the head of anagency (or
staff member) administered by the Minister (section43E(1) of the SOCI Act). The disclosure mustbe for
the purposes of enabling or assisting the personto exercise their powers or performthe person’s
functions or duties.

44.Who should | contact if | have questions about protected information?

e |fyouareanentity,includinga business,and you believe you have a need to make a record of, or use
or disclose protected information, you can contact the Cyber and Infrastructure Security Centre at
enquiries@CISC.gov.au.

o Further detailson this process can befound in the Protected Information Guidance Material.
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Risk Managementin Practice

The RMP Rules requireresponsible entities to address risks across four hazard vectors: cyber and information,
personnel, supply chain and physicaland natural. The following FAQs have been chosen to assist organisations
to assessthese hazards in their risk management programs.

Cyber and information security hazards

45.1 have my own cybersecurity policies in place. Do | still have to comply with one of the frameworks specified in
the RMP Rules?

e Yes.The rules requireyouto comply with a framework including conditions (if any), to ensure that
thereis a baselinelevel of cybersecurity across all critical infrastructure assets.

46. What are the cyber and information security hazards frameworks in the RMP Rules?

e Under the RMP Rules responsible entities must comply witha framework contained in one of the
following documents or an equivalent. Responsible entities shouldensure thatif they chosean
equivalent frameworkthey justify the use of this framework.

o Essential Eight Maturity Model published by the Australian Signals Directorate —a maturity
assessmentthatsets out cyber riskmitigation strategies for organisations to implement to meet
their identified target maturity level. The Essential Eight was designed to protect Microsoft
Windows—based internet-connected networks and itis aligned with C2M2.

o ASISO/IEC27001:2015 —Information Security Management Systems —a standard that s pecifies
the requirements for establishing, implementing, maintaining and continuallyimproving
informationsecurity management systems within the context of the organisation. It also includes
requirements for the assessment and treatment of information security risks tailored to the needs
of the organisation.

o Framework for Improving Critical Infrastructure Cybersecurity published by the National Institute
of Standards and Technology of the United States of America —a framework that sets out
standards, guidelines and practices for owners and operators of critical infrastructure to
implementto manage cybersecurityrisks according to their unique risk profile, to meetan
identified implementationtier. It was designed to protect theinformationsecurity systems of
governmentagencies.

o Cybersecurity Capability Maturity Model published by the Department of Energyof the United
States of America—a maturity assessment that provides tools to evaluate, implementand
manage cybersecurity practices associated with information technology (IT) and operations
technology (OT) assets. It was originallydesigned for the US energy sector. Itis aligned with the
NIST Cybersecurity Framework.

o The 2020-21 AESCSF Framework Core published by Australian Energy Market Operator Limited —
a cyber-security maturityand uplift capability assessment model, designed for the Australian
energy sector. Itisaligned withC2M2 andreferences standards suchas |[EC 27001.

e Inaddition to the frameworks listed, the Department recommends that res ponsible entities investigate
the below frameworks and standards when devel oping their critical infrastructure risk management
program. This list will be updated over time.

o Organisations utilising operational technologyshould considerimplementing the |IEC 62443 series
— Industrial Automation and Control Systems (IACS) Security —a series of standards for addressing
and mitigating currentand future security vulnerabilities in industrial automationand control
systems. This standard is broadly aligned with 1ISO270001.
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47.Does an entity need to demonstrate certification against a cybersecurity framework to be in compliance with
therule?

No. An entity will be considered to be complying with a cybersecurityframework/standard if they are
following and adhering to the chosen framework/standard ingood faith.

An entityis notrequired to be certified or accredited as ‘incompliance’ with the chosen
framework/standard forthe purposes of the riskmanagement program, although itis noted that some
entities mayalready be ‘in compliance’ withthe ASI1SO/IEC 27001 standardas part of theirexisting
business requirements.

The Department recommends, but does not propose to require, responsible entities undertake third-
party certification and auditing where anappropriate andexisting certification process exists.

The Departmentdoes not suggest thatentities attempt to certify against frameworks that do not
already haverecognised certification or auditing capabilities in place.

48. What constitutes ‘an equivalent framework’?

Equivalent frameworks must at least meet the cyber securitylevels provided by the other specified
frameworks/standards.

Responsible entities should be able to justifyto their board, council or other governing body that the
cybersecurity framework/standard chosen meets or exceeds the level of cybersecurity protection
afforded by the frameworks outlined in section 7(4)(b) of the RMP Rules.

The Cyber and Infrastructure Security Centre recommends that any frameworks chosen should be
promulgated by a government (such as with the United States Cybersecurity Capability Maturity
Model) or international organisation (suchas the International Organization for Standardization)
wherever possible.

The Cyber and Infrastructure Security Centre recommends responsible entities justify their equivalency
intheir critical infrastructure risk management program.

The acceptability of one state or territoryframework does not, by default, mean that other frameworks
(such as cyber security requirements) are functionally equivalent. Res ponsible entities should assess
their existing cyber security standards against the framework/standard s pecifiedin the RMP Rules, not
any other state or territory requirement.

49.Do my IT systems need to meet the same cyber security frameworks/standards as my OT systems?

Entities should applythe same security standards to their IT systems ifthose I T systems support critical
infrastructure asset operations.

For example, ifan entity uses cloud-based asset and works software to dispatch crews to repairits
network, then that cloud-based asset and works system should have the same security controls applied
becauseitisessential to the deliveryof the function of the entity.

Entities must fully implementanycontrolsoutlined in their chosen framework /standard for both
informationandoperational technology.

Itis strongly recommendedthatalsoyou seek specificadvice foranyoperational technologysystems
used for your criticalinfrastructure asset as hostile actors have been shownto be ableto exploit both
ITand OT vulnerabilities, particularlywhen these systems are not siloed.
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Personnel hazards

General information

50.What is a ‘critical worker’?

A critical worker is defined insection 5 of the SOCI Actas anindividual, who isanemployee, intern,
contractoror subcontractor of the responsible entityfor a critical infrastructure a sset to which Part 2A
applies (critical infrastructure risk management programs) whose absence or compromise would
preventthe proper functionof theasset or could cause significant damage to theasset, as assessed by
the entity, and theindividual has access to, or control and management of, a critical component of an
asset.

In practice, this couldinclude roles suchas Chief Information Security Officer or Control Room Operator
or workers such as IT administrators with full and unrestricted administrator rights and access to the
systems (sometimes referred to as ‘god-mode’ or ‘unlimited’ access).

The Cyber and Infrastructure Security Centre believes thatentities are best placed to understandthe
criticality of their operations and employees. Businesses willbe ultimately res ponsible for this
assessment.

51.What is a malicious insider?

Malicious insiders are individuals suchas employee, employees, intern, contractor or subcontractor, or
anyoneformerlyengagedin these roles who have |l egitimate access to your systems anddata, but use
thataccessto destroydata, steal data or sabotage your systems.

Itdoes notinclude well-meaning staff whoaccidentally put your cyber security atrisk or s pill data.

52. Will the rules relating to personnel hazards apply to both new and existing employees?

Yes. Itis theresponsibility of each entity to determine how to implement these rules withintheir own
operations, consideringcontracts and enterprise agreements as appropriate.

53. Whose responsibility is it to manage personnel security hazards for short-term employees, such as
subcontractors and contractors hired for shutdowns and closures?

Responsible entities mustimplement methods to ensure the security of short-term employees,
including subcontractors and contractors. Responsible entities are best positioned to devel op these
methods within their own businesses.

Itis theresponsibility of each entity to manage personnel, regardless of their length of employment.

o Forexample, short-term contractors must be held to the same standard as permanent employees
filling similar positions.

54.What standards and frameworks are recommended?

The Department recommends that responsible entities investigate and consider the bel ow-listed
standards when developing theirrisk management program. This list will be updated over time.

o AS4811—-EmploymentScreening
o HB323-EmploymentScreening Handbook.
o HB167 (Security Risk Management)

o The InformationSecurity Management Framework (ISMF) Part 10 —Workforce Management
Security.

o AS/NZSISO/IEC 27002 —Informationtechnology —Security techniques —Code of practice for
informationsecurity controls—‘Human Resources Security’.
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o AS 8000-FraudandCorruptionControl.

AusCheck and Ongoing Background Checks

The AusCheck Branchinthe Department of Home Affairs is proposing a specific treatment of trusted-insider
risksin Australia’s security-sensitive critical infrastructure sectors through a new Critical Infrastructure Trusted
Insider Check. The new scheme has notyet been formally endorsed by the Government therefore the following
reflects the proposed design for AusCheck’s service delivery to new criticalinfrastructure stakeholders.

55.Wh o needs to undertake an AusCheck background check?

The RMP Rules require thata responsible entity for a critical asset manage therisks theircritical
workers mayrepresentto thatasset.

Responsible entities may elect to conduct AusCheck background check under their critical risk
management program.

Itis nota legislative requirement thatthese checks are done under the AusCheck scheme. Itis the
advice of the Department that checks provided by external providers should be approximately
equivalentto the proposed AusCheckbackground check.

56.Where can | find more information about AusCheck?

Further informationcan befoundat https://www.auscheck.gov.au/.

Note: the framework for AusCheck background checking was released for consultation along with the
Risk Management Program rules. A copy of the framework is available here. We encourage you to
review the framework and consider providing a submission before formal consultation concludes on 4
November2022. Feedbackprovided onthe framework will inform future amendments to the AusCheck
Regulations 2017 andthe final AusCheck background checking process.

57.What is included in an AusCheck background check?

If a responsible entity adopts the AusCheck scheme, ongoing checks mustinclude:
o anidentity-verification checkundertaken by the Department;

o0 anationalsecurity assessment conducted by the Australian Security Intelligence Organisation
(ASI0);

o anAustralian criminal historycheckundertaken by the ACIC, with any history assessed by the
Departmentagainst specified ‘security-rel evant’ offence criteria; and

o animmigration andright-to-work check undertaken by the Department.

58. What will the assessment criteria be for an AusCheck background check?

AusCheck organises and coordinates the national security assessment conducted by ASIO in accordance
with Part IV of the Australian Security Intelligence OrganisationAct 1979.

o ASIO national security assessments are not character checks andfactors such as criminal history,
dishonesty or deceitareonly relevantto ASIO’s adviceifthey are linked to national security
threats including:

1. espionage;

2. sabotage;

3. politically motivated violence;

4. promotionof communal violence;
5

. attackson Australia’s defence system; or
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6. acts of foreign interference.

o IfASIOissuesan adversesecurity assessmentaboutsomeone, that personwill beadvised, and
they can appeal the assessment throughthe Administrative AppealsTribunal.

e AusCheck organises andcoordinates a criminal historystatement of findings usinginformation
collected by the ACIC. ACIC collects thisinformation from Australia’s federal, stateandterritory
criminal history data bases AusCheck takes the ACIC findings and filters them through to the
responsible entity as a category of offence®.

59. 0 ne of my staff has been convicted of a relevant offence. Am | required to terminate their employment?

e Theonus isontheresponsible entity to assess whether anemployee poses a material risk based on
AusCheck or other ongoingcheckadvice, and undertake any actionto minimise, mitigate, or eliminate
thatrisk.

o Forexample,actioncouldinclude reassignmentto another area of the business, dual
authorisation, or restricted duties. Such strategies must be outlined as part of the entity’s risk
management program.

e Pleasenotethatresponsibilities of employers underthe Fair Work Act 2009, Work Healthand Safety
legislation, or any relevant laws must still be followed. An employee who is subjectto action asaresult
of an employer’s background check, AusCheck or otherwise, is protected by all existing rights at work,
such astherightto appeal a decision with the Fair Work Tribunal.

60. How longis an AusCheck background check valid for?

e Under existingschemes, an AusCheck background check is currently valid for 2 years. The Department
is proposingto apply the same duration of validity for an AusCheck background check for critical
infrastructure.

61.How long does an AusCheck background check take to complete?

e OnaverageAusCheck finalises 80 percent of background checks within 2 weeks of receiving the
applicationfromthe organising body.

e Someapplications may takelongerto process depending on the complexity of the applicant’s s pecific
circumstances. Delays to processing times can be caused by inaccurate or incomplete information
providedatthetime of application and otherfactors beyondour control, suchas a need to obtain
courttranscripts.

62. How much will an AusCheck background check cost?

e Actual costs fornew criticalinfrastructure operators required to comply withthe RMP rules will be
confirmed during the co-design process for the AusCheck Regulations.

e Forreference, an AusCheckbackground check for the aviation and maritime security i dentification
(ASICand MSIC)schemes have historically cost approximately $92.50°.
63. What will the outcome of the AusCheck background check look like?

e Responsible entities will receive anadvice outcome which will listany offences thatreachthe
thresholds.

4 The proposed ruleincludes a list of proposed offences (Schedule 1).

5 This is currently under review, and any costs forthe CITIC will align withanychanges made to other
schemes.
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e Information provided througha backgroundcheckis boundby the Privacy Act 1988. If the responsible
entity requires furtherinformation orassessment this may need to be obtained from the personof
relevance.

o AusCheckwillnotissuea physical card, or require employers to issue a physical card to demonstrate
thata person has completed an AusCheck background check.
64. Are there ongoing Personnel Hazard obligations after receiving an AusCheck background check or other

background check?

e Yes.Under 8(2)(b) of the draft RMP Rules, responsible entities must assess, on an ongoing basis, the
suitability of a critical worker to have access to the critical components of the asset.

e Responsible entities should determine how this |ooks for their critical infrastructure asset.

65. What privacy provisions are in place to protect AusCheck background check applicants?
e Ifan AusCheckbackgroundcheck identifies thata person:
o hasanadversenational security assessment by ASIO; and /or

o has befoundto havebeen convicted of Critical Infrastructure securityrelevant offences
(proposed new Schedule 2) of the AusCheckRegulations 2017; and /or

o nothavea legalrighttoworkin Australia;and/or

e Thatperson’semployerandtheresponsible entity (where different) will be provided with general
adviceonly to helpthem manage the associated risks inalignment with the entities risk management
program.

e Intheinterests of personal privacy, where ACIC has returned documents of relevant offences AusCheck
provides thesefindings to the responsible entity onlyas a category of offences against the schedule of
security relevant offences®.

e Personal details submitted by the applicant to AusCheckwill not be provided to theiremployer without
their consent.
66.Some of my critical workers have an Australian or foreign government security clearance. Do they still need to
undertake an AusCheck background check or other background check?

o No. Under 8(2)(b) of thedraft RMP Rules, responsible entities must assess, on anongoing basis, the
suitability of a critical worker to have access to the critical components of the asset.

e Provided thatthis subsection is met through ongoing clearance, there is no requirement to undertake
an addition background check.

e Wherea responsible entity determines thatanAustralian security clearanceis a suitable form of
background check, they may choose to use this checkas theirprincipal vetting control. Thereis no
obligation to undertake an official security clearanceif theresponsible entity does not deemitis
necessary to mitigate their material risk.

Supply chain hazards

67.How far down a supply chain do | have to consider?

e |tis theresponsibility of each entity to determine how ‘far down’ the supply chainitchooses to
considerrelevant when determiningsupplychain hazards.

6 The proposed ruleincludes a list of offence (Schedule 1).
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Responsible entities should consider the likely relevantimpact a business may have on the entity’s
operational functionand risk to s upply chainwhen deciding how fardowna supplychainto consider.

The Department encourages responsible entities to have collaborative discussions with theirrelevant
goods andservices providers regarding plans to manage riskand potential impact on the supplier.

Under the RMP Rules, responsible entities’ criticalinfrastructure risk management programs must have
processes or system to minimise, eliminate, or mitigate the following risks:

0 unauthorised access or exploitation

o misuseofaccesstothesupplychainbyan authorised provider

o sanctionsoftheassetdueto supply chainissues

o threats tosupply chain personnel, products services and supply chain intellectual property
o highriskvendorsandanyfailure of any entity’s suppliers and providers

These categories have been provided to ensure entities areable to determine what they need to
considerto sufficientlyreducerisks to their supply chains andtheir operational continuity.

The Department of Industry, Science, Energy and Resources (DISER) |eads the Supply Chain Resilience
Initiative (SCRI). Through thisinitiative, DISER works with industry to build an understanding of supply
chainsfor critical products andidentify options to address vulnerabilities. Further information on the
SCRIis available here.

68. What is a ‘high risk vendor’?

A highriskvendorisanyvendor that by nature of the product or service they offer, has a significant
influence over the security of an entity’'s system.

An example of a risk may bethata vendor maybe subject to adverse external interference due to poor
security controls. This meansthevendormay transfer unreasonablerisk to an entity’s systems.

69. What standards and frameworks are recommended for supply chain hazards?

The Department recommends that responsible entities investigate and consider the bel ow supply chain
frameworks and standards when developing their riskmanagement program.

This listwillbe updated overtime. Entities are not required to be certified againstany of these
frameworks to complywith this rule.

Note: The following documents are referred to in such a way that some or all of their content constitutes guidance or

requirements. For dated references, only the edition cited applies. For undated references, the latest edition ofthe
referenced document (including any amendments) applies.

o ISO/IEC27036—Securing supplier relationships.
o 15028000 —Specificationfor security management systems forthe supply chain.

o 15028001 —Securitymanagementsystems for the supply chain —Best practices for implementing
supply chainsecurity, assessments and plans —Requirements and guidance.

o 15028002 —Securitymanagement systems for the supply chain —Development of resilienceinthe
supply chain—Requirements with guidance for use

o Australian Cyber Security Centre —Identifying Cyber Supply Chain Risks.

o National Institute of Science and Technology —NIST Special Publication 800-161 —Supply Chain
Risk Management Practices for Federal Information Systems and Organizations.

o NationalInstitute of Science and Technology —NISTIR 8276 —Key Practices in Cyber Supply Chain
Risk Management: Observations from Industry.

o (UK) National CyberSecurity Centre —Supply Chain Security Guidance (12 Principles).
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Physical and natural hazards

70. What are physical security hazards and natural hazards?

Physical security hazards include the unauthorised access, interference, or control of critical assets,
other than those covered by cyber and information security hazards, including where persons other
than critical workers act, through malice or negligence, to compromise the proper functionof the asset
or causesignificant damage to the asset, as assessed by the entity.

o Theseareimpactson theentity’s physical environmentandcould include occurrences suchas
breakinginto a facilityor a restricted area, theft of materials or computer assets, damageto or
sabotage of physical equipment, or unauthorised operation of a control centre.

Natural hazards include bushfires, floods, cyclones, storms, heatwaves, earthquakes, tsunamis or
health hazards (suchasa pandemic).

o Thesearenatural phenomenathat may have a negativeimpact on humans oranimals, the
environment, facilities or equipment. Natural hazards include severe weather and health hazards,
which have the potential to pose a significant threat to human health and safety, property, critical
infrastructure, and national security. Natural disasters occur both seasonallyand without warning,
subjecting the nationto frequent periods of insecurity, disruption, and economicloss. Natural
hazardevents can be classifiedintotwo broad categories: geophysical and biological.

- Geophysicalnatural hazards could include earthquakes, heat waves, bushfires, floods,
drought, high winds andsevere storms.

- Biological hazards caninclude pandemics and diseases, including those generated by or
related to the operation of anasset, suchas sewerage.

Physical and natural hazards do not need to be declared disasters by the Government to be considered
material risks.

The Cyber and Infrastructure Security Centre intends that res ponsible entities will evaluate their
operating environmentand consider what physical and natural hazards would be applicable to their
unique operatingenvironment.

71.Howdo | mitigate against physical and natural security hazards?

To mitigate against physicaland natural hazards, consider the following types of measures:

o Lockingdown industrial control systems, including cameras, fire alarm panels from access
privileges andonsite security;

o contingency planning emergency exercises and simulations;

o De-clusteringofkey assetsi.e.spreadinginfrastructure across multiple sites and maintaining
backup infrastructureto increaseresilience.

72.Do lhave to consider all possible physical and natural hazards to my asset?

Onlysofarasisreasonablypracticable. Notall physicalandnatural hazards are of equal likelihood or
consequence. Responsible entities must consider theirassets’ individual circumstances when
evaluating hazards.

Not all hazards will require mitigation to the samelevel; for example, an asset located in the Blue
Mountains wouldlikely consider bushfires ata different risk level to an assetlocated ina metropolitan
area.

You shouldconsider how physical and natural hazards mightindirectly affect your operations, including
impacts on supply chains.
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73.What is a ‘critical site’?

e Afcritical site’is the partof thecritical infrastructure asset thatis a site or part of a critical
infrastructure asset of critical importance to the function, performance and/or ongoing viability of the
critical infrastructure asset. This should be identified by an entity's resilience, operations, or

engineering departmentand acknowledged or approved by an entity’s board (or other governing
body).

e Sites should beassessed on a case-by-case basis; what maybe a critical site for one responsible entity
may notreach thethresholdfor anotherentity. The criticality of a site willbe determined by what
impacttheloss orimpairment of the site or part of a critical infrastructure asset would haveon a
critical infrastructure asset.

o Forexample, two responsible entities for critical el ectricity assets may hold two premises a power
stationanda commercial front office. One responsible entity may be able to influence operation
of their power station from the commercial front office and deems both premises to be critical
sites. In contrast, the other responsible entity may decide that their power station is a critical site
buttheir commercial front officeis onlyused for paperworkandengagementand is therefore not
a critical site.
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Consultation and feedback

74. What formal consultation mechanisms are available for the critical infrastructure risk management program?

Subsection30AL(2) of the SOCI Act provides that, before makingor amending the RMP Rules, the
Minister must publish a notice on the Department’s website setting out the draftrules andinviting
persons to make submissions to the Minister about the draftrules duringa minimum 28day
consultationperiod.

The Minister mustalso give a copy of the notice to each First Minister (whichis defined in s ection 5 of
the SOCI Actto mean the Premier of a State, or the Chief Minister of the ACT or the NT).

The Minister may extend this periodshould they deemitappropriate.
Details forhow to make submissions will alsobe published on the website.

In accordance with section30AL(4)(a) and (b) of the SOCI Act, these consultation requirements do not
applyifthe Ministeris satisfied thatthereisanimminent threatthata hazardwill have a significant
relevantimpacton a critical infrastructure asset or thata hazard has had, or is having, a significant
relevantimpacton a critical infrastructure asset.

o Asignificantimpactis one where both the critical infrastructure asset used in connectionwith the
provision of essential goods and services; andtheincident has materially disrupted the availability
of the essential goods or services delivered by a critical infrastructure asset —such as a critical
cyber security incidentimpacting an el ectricity asset’s operational technology whichimpacts the
generation, transmission, or distribution of el ectricity.

o Arelevantimpactis onethatimpacts the availability, integrity, reliability or confidentiality of your
asset—suchasa cyber security incidentimpacting a bank’s corporate networkin a manner that
could expose information about the asset but notimpact the provision of banking services.

75.How can| provide general or consultation-specific feedback to the Cyber and Infrastructure Security Centre?

The Department welcomes feedback on reforms to the SOCI Actatanytimeto
ci.reforms@homeaffairs.gov.au.

76.What future consultation is planned?

The period of consultationfor the draft RMP Rules will be 45 days, longer thanthe 28 days or more
providedforintheSOCI Act.

Consultation will involve engaging industrythrough the Trusted Information Sharing Network, town
halls, q & a sessions, roundtables, bilateral meetings, emails and updates to the Cyber and
Infrastructure Security Centre website.

The Cyber and Infrastructure Security Centre will continue to provide support to entities in developing
their risk management programs after the consultation period, through the Trusted Information
Sharing Network, Cyber and Infrastructure Security Centre website and through guidance materials
including case studies.
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Useful resources

This section provides a list of resources to consider when implementing a risk management program.

Security of Critical Infrastructure reforms

Information on thereformsis available on the Cyber and Infrastructure Security Centre website at: Critical
Infrastructure (cisc.gov.au)

The full text of the Security of Critical Infrastructure Act 2018 is available on the Federal Register of
Legislationat: Security of Critical Infrastructure Act 2018 (l egislation.gov.au)

The full text of the Security Legislation Amendment (Critical Infrastructure) Act 2021 is available on the
Federal Register of Legislationat: Security Legislation Amendment (Critical Infrastructure) Act 2021

o The SLACI Bill 2021 as passed by both Houses of Parliament, and explanatory memorandum
(including revisedandsupplementary explanatory memorandum) as introduced into the House of
Representatives canbe found on the APH website at: Security Legislation Amendment (Critical
Infrastructure) Bill 2021

The full text of the Security Legislation Amendment (Critical Infrastructure Protection) Act 2022 is available
on the Federal Register of Legislationat: Security Legislation Amendment (Critical Infrastructure Protection)
Act 2022

o The SLACIP Bill 2022 as passed by both Houses, and the explanatory memorandum (including
revised, supplementaryandaddendum explanatory memorandum) as introduced into the House
of Representatives can befoundon the APH website at: Security Legislation Amendment (Critical
Infrastructure Protection)Bill 2022

Information on legislative instruments enabled by the principal legislation (the SOCI Act), is available of the
Federal Register of Legislationat: https://www.legislation.gov.au/Series/C2018 AO0029/Enables

Information on the Definition Rules is available of the Federal Register on Legislationat: Security of Critical
Infrastructure (Definitions) Rules (LIN 21/039) 2021 (legislation.gov.au)

Information on the Australian National University Rules is available on the Federal Register of Legislationat:
Security of Critical Infrastructure (Australian National University) Rules (LIN 22/041) 2022
(legislation.gov.au)

Information on the Part 2B Security of Critical Infrastructure (Application) Rules (LIN 22/026) 2022 is

available on the Federal Register of Legislation at: Security of Critical Infrastructure (Application) Rules (LIN
22/026)2022 (I egislation.gov.au)

Cyber and Infrastructure Security Centre information

Cyber and Infrastructure Security Centre’s Compliance Strategy: Critical Infrastructure Centre Compliance
Strategy (cisc.gov.au)

The Department welcomes feedback on reforms to the Security of Critical Infrastructure Act 2018. Please
email Cl.reforms@homeaffairs.gov.au

You can contactthe Cyber and Infrastructure Security Centre at: enquiries@CISC.gov.au

Cyber and information security hazard frameworks

e Essential Eight Maturity Model published by the Australian Signals Directorate —a maturity
assessmentthatsets out cyber riskmitigation strategies for organisations to implement to meet their
identified target maturity level. The Essential Eight was designed to protect Microsoft Windows—based
internet-connected networks and itis aligned withC2M2.

e ASISO/IEC27001:2015—Information Security Management Systems —a standard that specifies the
requirements for establishing, implementing, maintaining and continually improving information
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security management systems within the context of the organisation. Italso includes requirements for
the assessment andtreatment of information securityrisks tailoredto the needs of the organisation.

e Framework for Improving Critical Infrastructure Cybersecurity published by the National Institute of
Standards and Technology of the United States of America —a framework that sets out standards,
guidelines and practices for owners and operators of critical infrastructure to implement to manage
cybersecurity risks according to their unique risk profile, to meetan i dentified implementation tier. It
was designedto protect theinformationsecurity systems of government agencies.

e  Cybersecurity Capability Maturity Model published by the Department of Energyof the United
States of America—a maturity assessment that provides tools to evaluate, implement and manage
cybersecurity practices associated with informationtechnology (IT)and operations technology (OT)
assets. Itwasoriginallydesigned for the US energy sector. Itis aligned with the NIST Cybersecurity
Framework.

e The 2020-21 AESCSF Framework Core published by Australian Energy Market OperatorLimited —a
cyber-security maturity and uplift capability assessment model, designed for the Australian energy
sector. Itisaligned with C2M2 andreferences standards suchas |EC 27001.

General cyber and information security standards and guidance

ACSC Small Business Cyber Security Guide: https://www.cyber.gov.au/acsc/small-and-medium-
businesses /acsc-small-business-guide)

ACSC Know how to spot phishing (scam) messages: https://www.cyber.gov.au/acsc/view-all-
content/campaign/know-how-spot-phishing-scam-messages

NAB Cyber Safety Training for Businesses: https ://www.nab.com.au/about-us/security/cyber-safety-
training-modules

ACCC’s Small Business Education program —Scams: https://www.accc.gov.au/about-us/tools-res ources/cca-
education-programs/small-business-education-program/scams

ACSC Information Security Manual: https://www.cyber.gov.au/acsc/view-all-content/ism

ASIC Cyber Resilience: https://asic.gov.au/regulatory-resources/digital-transformation/cyber-resilience/

ACSC Step-by-step guides: https://www.cyber.gov.au/acsc/small-and-medium-businesses/step-by-step-
guides)

ACSC Securing your business tools: https://www.cyber.gov.au/acsc/small-and-medium-
businesses /securing-your-business-tools

ACSC Quick wins: https://www.cyber.gov.au/acsc/small-and-medium-businesses/quick-wins)

ACCC Scamwatch: https://www.scamwatch.gov.au/

ASIO Outreach: https://www.outreach.asio.gov.au/

ASIO Think Before You Link: ASIO - Think before you link - Online networking guide

ACSC Annual CyberThreat Report, 1 July2020to 30 June 2021 https://www.cyber.gov.au/acsc/view-all-
content/reports-and-statistics/acsc-annual-cyber-threat-report-2020-21

ACSC ReportCyber Portal: https://www.cyber.gov.au/acsc/report

Physical and personnel security standards and guidance

ACSC Guidelines for Physical Security: https://www.cyber.gov.au/acsc/view-all-content/advice/guidelines-
physical-security

Protective Security Policy Framework for the personnel security framework of the Australian Government:
https://www.protectivesecurity.gov.au/

AS 4811 —Employment Screening: https://store.standards.org.au/product/as-4811-2022
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Supply chain security standards and information

e Department of Home Affairs Critical Technology Supply Chain Principles

e CISCProtecting your critical infrastructure asset from foreign involvement risk

General risk standards and information

Note: The following documents are referred to in such a way that some or all of their content constitutes
guidance orrequirements. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

e /SO 31000—Risk Management—Guidelines—provides principles, a framework and a process for managing
risk.tcan beusedby any organization regardless of its size, activity or sector.

e AS/NZS SO 31000—Risk management—Guidelines —gives guidance on managing risks faced by
organisations which can increase the likelihood of reaching business objectives, improve the ability to
identify risksandallocate resources to tackleissuesinanystage.

e HB327-Communicatingandconsultingaboutrisk —provides guidance to individuals and organisations to
understand communication and consultation when managing risk.

e |SO Guide73 —Risk Management—\Vocabulary—provides the definitions of genericterms related to risk
management. Itaims to encourage a mutual andconsistent understanding of, anda coherentapproach to,
the description of activities relating to the management of risk, and the use of uniform risk management
terminology in processes and frameworks dealing with the management of risk.

e |SO/TR31004—Risk management—gquidance forthe implementation of ISO 31000 —provides guidance for
organisations on managing risk effectively by implementing 1SO 31000. Itis notspecificto any industry or
sector, or to any particulartype of risk, andcan be a pplied to all activities and to all parts of organisations.

e Australian Disaster Resilience Handbook Collection Handbook 10 —is a collection of resources devel oped
and reviewed by nationalconsultative committees representing a range of state andterritory agencies,
governments, organisations andindividuals involved in disaster resilience. The Collection is sponsored by
the Australian Government Attorney-General’s Department.

e Third United Nations World Conference on Disaster RiskReduction (WCDRR) (2015) Sendai Framework for
Disaster Risk Reduction 2015-2030—applies to therisk of small-scale and large-scale, frequentand
infrequent, sudden andslow-onset disasters caused by natural or man-made hazards, as well as related
environmental, technological and biological hazards and risks. It aims to guide the multi-hazard
management of disaster riskin developmentatall levels, as well as withinand across allsectors.

e Cybersecurity & Infrastructure Security Agency —ICS-CERT Alerts —provides general critical infrastructure
fromthe Cybersecurity and Infrastructure Security Agency.

o Defencelndustry SecurityProgram - managed by the Defence Industry Security Office, this program
supports Australian businesses to understandand meet their security obligations when engaging in Defence
projects, contracts andtenders.
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https://www.homeaffairs.gov.au/reports-and-publications/submissions-and-discussion-papers/critical-technology-supply-chain-principles
https://www.homeaffairs.gov.au/nat-security/files/cic-best-practice-guidance-supply-chains.pdf
https://www.iso.org/iso-31000-risk-management.html
https://www.standards.org.au/standards-catalogue/sa-snz/other/ob-007/as--iso--31000-colon-2018
https://www.standards.org.au/standards-catalogue/sa-snz/publicsafety/ob-007/hb--327-2010
https://www.iso.org/standard/44651.html
https://www.iso.org/standard/56610.html
https://knowledge.aidr.org.au/resources/handbook-publications-collection/
https://www.preventionweb.net/files/43291_sendaiframeworkfordrren.pdf
https://www.preventionweb.net/files/43291_sendaiframeworkfordrren.pdf
https://us-cert.cisa.gov/ics/alerts
https://www.defence.gov.au/security/industry

