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Department of the Premier and Cabinet 
response to the National Data Security 
Action Plan: Discussion Paper – a call 
for views 
1. What do you consider are some of the international barriers to data security uplift? 

The data security legal and policy space is multi-faceted and ever-changing, reflective of the 
rapidly evolving and dynamic landscape. Internationally, bilateral and multilateral agreements 
govern data flow, which largely depends on the security measures in place. Different 
extraterritorial security requirements globally and ‘technology sprawl’ make it difficult to 
establish a common taxonomy to uplift data security.  

Consolidating data security measures and standards worldwide while attempting to balance 
data security with agility in an ever-changing technical landscape presents an extremely 
complex challenge. Data security is far-reaching, and there is an ever-increasing need for a 
whole-of-economy approach. 

2. How can Australian Government guidance best align with international data protection 
and security frameworks? Are there any existing frameworks that you think would be 
applicable to Australia’s practices (e.g., the European Union’s General Data Protection 
Regulation)? 

In addition to the European Union’s General Data Protection Regulation, there are various 
comparable international data protection and security frameworks with extraterritorial scopes, 
such as Brazil’s Lei Geral de Proteção de Dados and South Africa’s Protection of Personal 
Information Act. 

The Australian Government could simplify guidance to better support agencies to follow 
existing data protection and security frameworks. More broadly, the Australian Government 
could promote a unified approach such as a common taxonomy for data security across 
jurisdictions and Commonwealth agencies.  

3. What additional guidance or support from Government would assist you to meet a 
principles-informed approach to data security? How would this be delivered best to 
you? 

Existing frameworks, such as the Information Security Manual and Commonwealth 
Government’s Protective Security Policy Framework (PSPF), already provide agencies and 
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jurisdictions with extensive data security guidance (see Q14). This material could be simplified 
using targeted plain language to better support agencies to provide clearer guidance. 

The inaugural Data Strategy for South Australia 2022-2025 (DSSA), which is in final draft, 
has security as a key theme, and it seeks to support and increase awareness of data security 
principles across government on how agencies manage data holdings to share information 
safely and securely. The initiatives under the strategy work to align with the Office of the 
National Data Commissioner (ONDC) to build confidence in the use of public sector data, 
enhance integrity and transparency when sharing public sector data, and serve the public 
interest by promoting better availability of public sector data. This will all be further supported 
with the development of additional guidance and provision of further support to aid agencies 
in the implementation of the South Australian Cyber Security Framework (SACSF) as part of 
Government of South Australia’s ICT, Cyber Security and Digital Government Strategy 2020-
2025. 

The SACSF is a core part of the South Australian Protective Security Framework (SAPSF) 
which was developed to provide South Australian public sector agencies with protective 
security policy requirements across the protective security domains of governance 
(GOVSEC), information (INFOSEC) (which includes Information Communication 
Technology), personnel (PERSEC) and physical (PHYSEC) security.  The SAPSF was 
developed to closely align with the PSPF which means that South Australian Government 
agencies can more easily access Commonwealth Government information and resources. 
The South Australian Government is keen to continue to engage with the Commonwealth 
around common definitions/standards and a shared understanding of the value of policy 
alignment. 

4. How could Australian legislative and policy measures relating to data security be 
streamlined to better align with your obligations in international jurisdictions? Does 
variation in international approaches create hurdles to your effective participation in 
the global market? 

a. What obligations are you most commonly subjected to from international 
jurisdictions? 

N/A 

5. Does Australia need an explicit approach to data localisation? 

The location of data should be a risk-based decision wherever possible. The exception would 
be in relation to areas already covered within existing legislative and policy instruments. 
Further work could be done to provide clarity on these arrangements.  

6. How can data security policy be better harmonised across all jurisdictions? What are 
the key differences between jurisdictions that would impact the ability to implement 
standardised policies/are there any areas of policy that could not be standardised? If 
yes, why? 

The Australian Government has a complex web of legislation and policy on data security ‘best 
practice’, which could be harmonised and reinforced through education and tailored guidance 
material. A common taxonomy for data security would also provide jurisdictions with a clear 
and consistent direction. 
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Currently, there are many Commonwealth agencies working in this space (as noted on pages 
12 and 15 of the discussion paper). Without a unified approach to data security policy, the 
messaging becomes unclear, and agencies may duplicate efforts, which often imposes a 
burden on jurisdictions.  

Data security is also not special in this regard; jurisdictions will each have differing approaches 
that are intended to best meet the needs of their jurisdiction. Focusing on specific areas where 
there needs to be commonality (e.g., taxonomy) would be beneficial and may drive more 
harmony between approaches. 

There exists significant variation between jurisdictions in the protection of information and 
data. This manifests in very different legislative frameworks between jurisdictions. Achieving 
consistency and commonality will remain a key challenge given the difficulty in amending the 
myriad of different legislative approaches.   

7. Who is currently responsible for ensuring consistent and commensurate uplift of local 
government data security and how can this be strengthened? Do you think 
responsibilities should be shared across more bodies, or shifted elsewhere entirely? 

In the South Australian context, responsibility for local government data security lies with 
individual councils. Local Government Information Technology South Australia (LGITSA) is 
an independent organisation that provides leadership and advocacy on behalf of information 
technology and information management professionals working within the local government 
sector in South Australia. LGITSA’s membership includes a majority of councils in SA and as 
part of their LGITSA Cyber Security Strategy 2021-2024, the organisation has developed the 
LGITSA Cyber Security Framework which is a risk-based standardised security framework 
providing guidance to councils on security controls for their information, personnel, and 
facilities. 

The South Australian Government through the Department of Premier and Cabinet (DPC) 
provided support to LGITSA in the development of the framework, which aligns with the South 
Australian Government’s Protective Security Framework and the Commonwealth’s Protective 
Security Policy Framework. DPC continues to work with LGITSA and the local government 
sector on further initiatives including building a cyber aware culture within local government 
through the development of an education and training program, improving monitoring and 
testing regimes for early identification of cyber security threats through the cyber security uplift 
program, and building resilience and responsiveness through streamlined cyber threat 
notifications and intelligence. 

8. What are the main challenges currently faced by industry as a result of inconsistent 
data security practices between all levels of Government, including municipal 
governments? 

South Australia has consistent security practices embedded in the South Australian Protective 
Security Framework and South Australian Cyber Security Framework, which provide tailored 
guidance and resources for the South Australian Government context. However, given the 
complex legislative, regulatory and policy environment surrounding data security, there is a 
high risk of uncertainty about how certain elements apply and how different practices align. 
The lack of even basic elements such as an agreed common taxonomy would only further 
this. The consequence of this uncertainty is that the timely sharing of information is impeded.  
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9. What steps could your business take to better understand the value of the data they 
process and store? Do businesses have sufficient awareness of their data security 
obligations? 

At present, businesses do not always have adequate awareness of the data they hold or the 
ability to assess its value. Inconsistent data management practices across agencies, skills 
gaps, and a lack of funding to improve data management create an inability to process and 
store data effectively. Agencies are sometimes unaware of the extent of their data holdings 
and have not effectively catalogued and classified their data to realise its true value. This 
means the value of data is often overlooked and not understood.  

A common taxonomy to catalogue and categorise data with subsequent quality assessment 
will empower agencies to realise the true value of their data. To support agencies, key 
foundational actions of the DSSA include developing a data maturity model, data quality 
assessment tool, and data catalogue. Once these actions are implemented, businesses will 
be able to leverage publicly available tools to process and help realise the value of their data.  

In terms of data security obligations, there is growing appreciation across businesses of the 
importance of data security to their organisation. Some businesses however report being 
uncertain about how to manage risks associated with data. While the focus must remain on 
these risks, further guidance on how to apply controls in a suitable manner to achieve the 
desired outcome is needed. This is especially true for entities that are starting from a low 
maturity base and as a result display considerable hesitancy about fully leveraging the value 
of their data holdings.  

10. How can the Australian Government further support your business to understand the 
value of data and uplift your data security posture? 

The Australian Government should support jurisdictions in their efforts to develop data 
strategies and data security policies. Commonwealth support will help organisations and 
jurisdictions better understand the value of data and uplift their data security posture in a 
timely manner. For example, the DSSA will develop guidelines, case studies, training and 
research on data quality, maturity, best practise, use and valuation methodologies to address 
underlying data management issues. This will help organisations realise the value of their 
data as an asset, in alignment with the purpose of the ONDC to establish institutional 
arrangements for sharing public sector data. 

11. Does your business appropriately consider data security risks in their supply chains? 
Is there sufficient public information provided by Government to help your business 
identify these risks? 

Supply chain and third-party risk management need to be a fundamental component of any 
comprehensive security program. Further information and support, or greater simplification 
of the information already provided (refer to Q14), may assist in improving maturity in this 
area. 

12. Should there be overarching guidance on securing data for businesses of all sizes, or 
is it important to provide guidance based on a company’s size? For example, a ‘size’ 
threshold). 

Security decisions need to be informed by good risk management practices. A one size fits 
all approach should be avoided. Existing legislative and guidance material provide guidance 



 

Page 5 of 6  
 

OFFICIAL: Sensitive  

OFFICIAL: Sensitive  

applicable to businesses of all sizes. For example, the Information Security Manual provides 
specific guidance on securing data based on risk, and the Australian Privacy Principles 
(APPs) provide organisations with the flexibility to tailor their personal information handling 
practices to their business models and the diverse needs of individuals. 

13. Are there any limiting factors that would prevent Australian industry and businesses 
from effectively implementing an enhanced data security regime? 

To implement an enhanced data security regime, a range of underlying issues need to be 
addressed in industry, businesses, and government, including a poor risk culture, inconsistent 
data management practices, skills gaps, poor awareness of data holdings, a lack of 
organisational support from leaders, and a lack of funding to improve data management 
practices. 

14. Does the Australian Government currently have sufficient public information for 
consumers and citizens on data security best practice? How can we make that 
information more easily accessible, usable, and understandable? 

The Australian Government already has a complex web of legislation and policy on data 
security ‘best practice’, which can be difficult for consumers and citizens to navigate and 
understand. A factsheet or webpage provided by the Commonwealth Government that 
consolidates the following would be beneficial: 

• The Commonwealth legislative framework on data and security protection in the 
Archives Act 1983, Privacy Act 1988, Security of Critical Infrastructure Act 2018, 
Foreign Acquisitions and Takeovers Act 1975, and the recently passed Data 
Availability and Transparency Act 2022.  

• Overseas data frameworks with extraterritorial scope. 
• The Protective Security Policy Framework, Information Security Manual, and 

Consumer Data Rights. 
• General Security Agreements. 
• Other government mechanisms guiding consumers and citizens including: 

o Policies and Guidance from the Australian Cyber Security Centre, Office of 
the Australian Information Commissioner. 

o The Data Centre Facilities Supply Panel. 
o Australian Data Strategy. 
o Hosting Strategy and Hosting Certification Framework.  

 
Education sessions would also provide consumers and citizens with a better understanding 
of the security policy landscape and resources. More broadly, this could also be incorporated 
into the education system to educate future generations about security. 

15. Should there be enhanced accountability mechanisms for government agencies and 
industry in the event of data breaches? How else could governments and industry 
improve public trust? 

Public trust could be improved through greater transparency of data management. Efforts to 
improve public trust should be carefully balanced with the need for data sharing. 
Overemphasis on penalties and breaches may inadvertently create a culture of hesitancy and 
overprotection, causing unnecessary cultural barriers to data sharing.  
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For more information: T +61 (8) 8429 4627 
Michael Guy, Principal Policy & Projects Officer E Michael.Guy2@sa.gov.au 
Office for Data Analytics, Department of the 
Premier and Cabinet 

W dpc.sa.gov.au 
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