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Executive Summary
1.

The Law Council of Australia welcomes the opportunity to make this submission on
the Discussion Paper on the Reform of Australia’s Electronic Surveillance Framework
(‘Discussion Paper’). This initial consultation process is an important opportunity to
develop the fundamental design principles for a new Electronic Surveillance Act
(ESA) in a participatory manner, in advance of the drafting of proposed legislation.
The Law Council looks forward to working with the Department of Home Affairs, and
other stakeholders, on this important law reform initiative over the next two years.

Guiding principles for a new Act
2.

The Law Council generally supports the relevant conclusions and recommendations
of the Comprehensive Review of the Legal Framework of the National Intelligence
Community (‘Richardson Review’ or ‘Comprehensive Review’).

3.

The Law Council agrees with the view of the Richardson Review that the ‘patchwork’
of existing Commonwealth electronic surveillance legislation conferring powers on law
enforcement agencies and the Australian Security Intelligence Organisation (ASIO) is
overly complex, inconsistent in several instances, and based on outdated
assumptions about information and communications technology. Fundamental
redesign is needed, in preference to ongoing incremental amendments in the nature
of ‘patching’ specific, pressing issues identified through operational activities. 2

4.

The Law Council supports most of the guiding principles articulated by the
Richardson Review, in recommendations 76-132, for the design of a new ESA. In
particular, the Law Council supports:
•

the position of the Richardson Review that, while there may be scope for
consolidation of existing warrant types, there should be no single warrant
providing wholesale authorisation for agencies to use all forms of electronic
surveillance in relation to a single target, at their discretion, and without
requirements for external authorisation of individual forms of surveillance; 3

•

recommendations directed to the objective of maximising clarity and
technological neutrality in definitions of key terms (particularly the key concept
of a ‘communication’); 4

•

recommendations directed to consistently and clearly incorporating thresholds
of necessity and proportionality into the authorisation criteria for all electronic
surveillance powers; 5

•

recommendations directed to the principle of ‘oversight by design’ (embedding
of the conditions for effective oversight in the design of surveillance powers
themselves) together with making complementary amendments to oversight
agencies’ statutory functions and powers as needed; 6 and

•

recommendations directed to consolidating and simplifying the large number
of secrecy offences and permitted disclosure provisions ‘splintered’ across
existing legislation. This includes appropriate safeguards, particularly creating

Richardson Review, Unclassified Report, Vol 2, (December 2019), Chapter 26, especially p. 259 at [26.115][26.116], pp. 266-267 at [26.147]-[26.156] and recommendation 75.
3 Ibid, recommendation 76.
4 Ibid, 258-259 at [26.112]-[26.114]; 367-370 at [29.3]-[29.20] and recommendations 75 and 109.
5 Ibid, 282-284 at [28.4]-[28.15] and recommendation 80.
6 Ibid, recommendations 128-132.
2
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distinct offences for ‘insiders’ and ‘outsiders’ (the latter incorporating harm
based elements, in relation to the likely or actual effects of disclosure). 7

Key issues addressed in this submission
5.

This submission sets out the Law Council’s views on all seven substantive powers set
out in the Discussion Paper, with a particular focus on the following broad issues:
•

Part 3 (‘how can information be accessed?’) which contains a proposal to
amalgamate different warrant types (which are presently categorised
according to the technical method of collection) by adopting a new organising
principle, based on the type of information sought in relation to a particular
offence (in the case of law enforcement warrants) or security threat (in the
case of ASIO);

•

Part 4 (‘when will information be accessed?’) which covers key
authorisation thresholds and processes; and

•

Part 5 (safeguards and oversight) focusing particularly on matters relevant
to the oversight functions and powers of the Commonwealth Ombudsman in
relation to law enforcement agencies.

6.

The commentary in this submission is necessarily high-level and preliminary in
nature. As a general position, the Law Council has no strong ‘in principle’ objections
to the overarching legislative design approaches advanced in the Discussion Paper.
However, it offers various suggestions on matters of detail, and is likely to further
refine its views on such matters as consultations progress. These matters principally
concern safeguards in applicable authorisation thresholds and processes.

7.

One further matter of detail addressed in this submission concerns the potential
expansion of the agencies able to access telecommunications data, noted in Part 1 of
the Discussion Paper. This submission conveys views provided by members of the
Law Council’s Business Law Section (Taxation Law Committee), which register those
members’ concerns about the potential inclusion of the Australian Tax Office (ATO) in
the access regime for the purpose of protecting the public revenue against serious
financial crime. The Taxation Law Committee does not consider that a compelling
case has been established to demonstrate the necessity of such an expansion. It
would prefer to retain the existing model, under which the ATO cooperates with other
criminal law enforcement agencies that are authorised to access telecommunications
data, such as the Australian Federal Police (AFP) and the Australian Criminal
Intelligence Commission (ACIC), in connection with the investigation of serious
financial crime in the nature of tax fraud.

Part 1: Who can access information?
8.

7

The Law Council offers two, high-level observations on the matters covered by
questions 1-4 of the Discussion Paper. These observations focus collectively on:
•

the agencies which are permitted to access communications information and
data (covering matters relevant to questions 3 and 4); and

•

prohibitions on unauthorised access to communications information and data
(covering matters relevant to questions 1 and 2).

Ibid, recommendations 116-124.
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Agencies permitted to access information and data
9.

Questions 3 and 4 in the Discussion Paper seek stakeholder views on whether
additional agencies should be permitted to exercise electronic surveillance powers.

10.

The list of additional agencies and powers under consideration at page 17 of the
Discussion Paper includes, among others, the ATO. It is proposed that this agency
should be empowered to access telecommunications data for the purpose of
protecting public revenue from serious financial crimes.

General observations
11.

This part of the Law Council’s submission provides views on the specific proposal to
include the ATO in relation to telecommunications data. The Law Council is further
considering its position in relation to other agencies which might also be included. As
a general position, the Law Council emphasises the importance of:
•

establishing the necessity and proportionality of each agency having direct
access, as distinct from relying on information-sharing and cooperative
arrangements with law enforcement agencies which already have access
powers. This should include consideration of the potential impacts of
recommendations of the Richardson Review to improve existing permitted use
and disclosure provisions in relation to electronic surveillance information
(which could potentially obviate the need to confer direct access powers);

•

carefully examining the uses to which that agency may put the relevant
information, within its specific governing legislation, to ensure that there are no
unintended or oppressive consequences arising from either mandatory or
discretionary secondary use provisions. In general, the Law Council is not
supportive of proposals to confer direct access powers upon agencies which
would use that information in civil proceedings;

•

assessing the proportionality of privacy and other impacts on affected
individuals (not necessarily limited to investigative targets) as a result of those
individuals being exposed to multiple collection powers, which are invested in
multiple agencies; and

•

maintaining Parliamentary control over the agencies invested with direct
access powers (ideally via a positive approval requirement, via the passage of
primary legislation).

Proposal to confer direct access powers on the ATO
12.

The Discussion Paper notes that this extension was supported by a previous inquiry
of the Parliamentary Joint Committee on Law Enforcement (PJCLE) into financial
related crime (2015), 8 and the Inspector-General of Taxation’s (IGT) review into the
ATO’s fraud control management (2018). 9

13.

The Law Council’s Business Law Section (Taxation Law Committee) wishes to
provide the following views on this suggestion. The Taxation Law Committee notes
that the IGT review report recommended, at [7.1], that the Government ‘consider a
broad review of the current arrangements for interagency collaboration for combating
tax fraud’ and, relevantly, ‘permitting the ATO to use telecommunication interception
information obtained in joint investigations of prescribed taskforces in raising

8
9

PJCLE, Report on the Inquiry into Financial Related Crime, (September 2015).
IGT, Report on the Review into the ATO’s Fraud Control Management, (June 2018).
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assessments for those who are subjects of such investigations’. This appears to fall
short of recommending direct access to telecommunications data by the ATO.
14.

The Taxation Law Committee notes that the PJCLE’s report in 2015 recommended
that, ‘subject to appropriate safeguards including adequate privacy and oversight
arrangements, the government designate the ATO as a 'criminal law-enforcement
agency' under the Telecommunications (Interception and Access) Act 1979 (Cth)
(TIA Act), for the purpose of protecting public finances from serious criminal activities
such as major tax fraud.’ The Taxation Law Committee holds concerns that the
evidence and submissions presented to the PJCLE on this matter, as cited in the
report at [3.8]-[3.9] appeared to support enhancements to existing data-sharing
arrangements, not the direct conferral of powers on the ATO.

15.

The Taxation Law Committee further notes that the case study at page 18 of the
Discussion Paper comments that conferral of power on the ATO to access
telecommunications data ‘would support, or, in some cases, potentially replace
expansive, resource intensive and intrusive physical surveillance operations’. The
Discussion Paper further comments, at page 18, that ‘ATO experience demonstrates
that that telecommunications data would also be a critical tool in excluding noninvolved individuals from lines of inquiry, or in establishing a relationship between an
original person of interest being investigated (for example, tax fraud) and a larger
group of individuals committing serious criminal offences (such as large scale fraud
against the Commonwealth)’.

16.

The Taxation Law Committee is concerned that the ATO is not constituted as a
criminal law enforcement agency analogous to a police force, and may lack the
internal controls in operations training to deal with these expanded powers. It notes
that the IGT report referenced in the Discussion Paper highlights these limitations.

17.

The Taxation Law Committee also notes that the ATO is not a prosecuting agency for
fraud, which is the purview of the Commonwealth Director of Public Prosecutions
(CDPP) supported by the Australian Federal Police (AFP). It considers that, as an
assessing and collecting agency, the ATO can, in effect, assess and force taxpayers
to ‘disprove’ the assessment. The Taxation Law Committee is concerned that the
necessity of conferring power on the ATO to directly access telecommunications data
has not been established. The Taxation Law Committee considers that the present
system, whereby the ATO can request the assistance of a criminal law enforcement
agency, such as a police force, should remain in place. Indeed, implementation of the
recommendations of the Richardson Review for the simplification of secondary use
and disclosure provisions in relation to electronic surveillance information may obviate
the need to confer direct access powers on the ATO.

18.

The Taxation Law Committee further comments that aspects of the ATO’s existing
functions may be incompatible with the conferral of broader investigative powers akin
to those of a criminal law enforcement agency. In particular, the Taxation Law
Committee notes that the ATO is not in a position to disregard information coming to
its attention. Regardless of usual principles of privilege, confidence, or propriety,
information must be used by the Commissioner for the purpose of ascertaining the
correct income tax position of those affected. This is because section 166 of the
Income Tax Assessment Act 1936 (Cth) directs the Commissioner to do so. 10

This section provides that, ‘from the returns, and from any other information in the Commissioner’s
possession, or from any one or more of these sources, the Commissioner must make an assessment of’ a
taxpayer’s taxable income, amount of tax payable and the total of their offset refunds. (Emphasis added.)
10
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19.

The Taxation Law Committee considers that the abovementioned provision already
has surprising implications, in that the ATO is not bound by the Harman undertaking
in litigation (being an implied undertaking to the court that documents obtained as a
result of the compulsory processes of the court will only be used for the purposes for
which they were disclosed, and will not be used for a collateral or ulterior purpose). 11
Additionally, the ATO appears obliged to use information provided to it in breach of a
third party’s obligation of confidentiality. 12 Where documents outside the scope of a
warrant allegedly come to the attention of the ATO during execution of that warrant,
the ATO is nevertheless entitled to act on such documents. 13

20.

The Taxation Law Committee considers that, in the circumstances, where the ATO
has peculiar powers and obligations in relation to information that it receives, which
do not fit easily within a law enforcement framework, it is both unnecessary and
productive of further uncertainty to give the ATO wider powers enabling it to directly
access telecommunications data. Rather, the Taxation Law Committee considers that
the ATO should continue to utilise existing cooperative arrangements with law
enforcement agencies.

Prohibitions on unauthorised access
21.

Questions 1 and 2 of the Discussion Paper concern the scope of existing prohibitions
on the use of electronic surveillance, unless specifically authorised. This includes, for
example, the prohibitions in sections 7 and 108 of the TIA Act in relation to
interception, as well as offences in the Telecommunications Act 1997 (Cth)
(Telecommunications Act) and Criminal Code Act 1995 (Cth) (Criminal Code).

22.

However, as the Discussion Paper notes at page 13, the Surveillance Devices Act
2004 (Cth) (SDA) does not contain an equivalent, uniform prohibition on the use of
surveillance devices unless specifically authorised under that Act. This reflects that
such prohibitions are set under State and Territory surveillance device legislation.
Problematically, the prohibitions are not uniform across all State and Territory laws.

23.

The Discussion Paper notes the 2014 recommendation of the Australian Law Reform
Commission (ALRC) that the Commonwealth should enact a single statute to
regulate the use of electronic surveillance devices, thereby replacing existing State
and Territory laws and achieving national consistency via the Commonwealth
‘covering the field’ with respect to electronic surveillance laws. 14 However, the
Discussion Paper appears to indicate, at page 15, that a different approach is
preferred, in view of the magnitude of the task of implementing the ALRC’s
recommendation, and the complexity it would add to the task of developing a new
ESA.

24.

In particular, the Discussion Paper proposes that the Commonwealth will work with
States and Territories to harmonise the new framework with State and Territory
legislation. This appears to denote an intention to pursue a model national law
initiative, whereby the governments of each polity agree to introduce equivalent
legislation to their respective Parliaments.

25.

While the Law Council would ideally prefer to see full implementation of the ALRC’s
recommendation for a single Commonwealth Act, it appreciates the practical

La Mancha Africa 2021 ATC 20-809.
Donoghue (2015) 237 FCR 316.
13 Advanced Holdings (2020) 281 FCR 149.
14 ALRC, Serious Invasions of Privacy in the Digital Era, (Report 123), (June 2014), recommendation 141.
11
12
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constraints in doing so, which could significantly delay the finalisation of a new ESA,
including the modernisation of other electronic surveillance powers.
26.

Accordingly, the Law Council is supportive of measures which would achieve the
broad objective of improving national consistency in relation to prohibitions on the use
of surveillance devices, as well as the applicable authorisation frameworks for the
exercise of surveillance powers. The Law Council is supportive of the Commonwealth
playing a leadership role in engaging and negotiating with States and Territories on
this aspect of the electronic surveillance reforms.

Part 2: What information can be accessed?
Key concepts
Communication
27.

The concept of a ‘communication’ is the cornerstone of the existing framework in the
TIA Act for intercepting and accessing content and information. In particular, it is used
as the basis for a general prohibition on interception, unless authorised in accordance
with the requirements of the TIA Act. 15

28.

Currently, a ‘communication’ is defined in section 5 of the TIA Act as including a
conversation or message (or any part thereof) in any form (including but not limited to
speech, music, other sounds, text, data, visual images, signals, or any combination).

29.

As the Richardson Review found, this definition is significantly outdated, because it
does not clearly encompass the wide range of information and data that is presently
transmitted electronically. 16 The Discussion Paper suggests, at page 22, that there is
a need to cover the following kinds of information:
•

electronic conversations and messages between people;

•

a person’s activities on the internet, such as web-browsing and the use of nonmessaging applications on a smartphone;

•

electronic documents, files, images or other content created by a person, even
if they are not sent to another person or saved to a cloud storage account;

•

interactions between persons and a machine, such as a chat-bot;

•

interactions or signalling information between machines, such as signals sent
between devices on the internet of things like smart home security systems;
and

•

emerging technologies like machine learning, artificial intelligence and
information derived from quantum computing.

30.

Questions 5-7 of the Discussion Paper seek stakeholder views on a proposal to
amend the definition of a communication to cover the above (and any other)
categories of information. The Law Council is broadly supportive of the proposed
expansion of the definition of a ‘communication’ in the manner proposed.

31.

As a general observation, a more expansive definitional approach is preferable, given
that the concept of a ‘communication’ is the subject of a general prohibition on

TIA Act, section 7.
Richardson Review, Unclassified Report, Vol 2, (December 2019), 256-257 at [26.103] and 258-259 at
[26.112]-[26.113].
15
16

Electronic Surveillance Reforms: Submission on Discussion Paper

11

access, unless this is specifically authorised under the relevant statutory process.
However, the Law Council notes that, to ensure technological neutrality, the definition
will need to focus on the substance of the information, not the specific means by why
it is transmitted or otherwise communicated.
32.

Additionally, the Law Council queries whether the term ‘communication’ would remain
an accurate description of the types of information listed at page 22 of the Discussion
Paper. Some of that information does not appear to clearly involve an interaction
between two entities (whether human or otherwise) such as data held on a cloud
server, or otherwise in a computer, and this may also be the case for emerging
technologies such as information derived for quantum computing. It may be
preferable to focus on the concept of information or data, and if necessary, its
transmission.

Content v non-content information
33.

Questions 8-10 of the Discussion Paper concern the present distinction in the TIA Act
between the ‘content’ of a communication (being the meaning and substance of a
communication, such as the words used in an oral conversation or text exchange)
and other information informally referred to as ‘non-content information’ (being
information about a communication, such as the time at which a call was made, its
duration and participants).

34.

This distinction is significant in terms of the mechanisms and thresholds for
authorisation for lawful access under the TIA Act and, in particular, whether a warrant
or an internal authorisation is needed. It is also significant in terms of the regulatory
obligations imposed on the communications industry, especially as regards
mandatory data retention (which is limited to non-content information, presently
described in the TIA Act as telecommunications data).

35.

As the Discussion Paper notes, at page 24, the distinction and its legal implications
under the TIA Act are premised on an assumption that ‘non-content information’
about a communication is, by its nature, necessarily less intrusive to personal privacy
than the content of a communication. This assumption is dubious in the contemporary
environment. Non-content information, particularly when collected in high volumes
over an extended period of time, can potentially disclose highly sensitive matters
about a person’s activities, movements, associations and personal attributes and
affairs. Accordingly, the Law Council cautions that the mere status of information
concerning a communication as ‘non-content information’ should not be taken to
automatically justify lower levels of authorisation or authorisation thresholds, as
compared to those applicable to ‘content information’ in relation to a communication.

36.

To this end, as a starting point, the Law Council would support the suggestion in the
Discussion Paper, at page 25, to further consider the possible adoption, or adaption,
of the definitional approach taken in the Investigatory Powers Act 2016 (UK) (IPA). 17
This includes both a clearer distinction between content and non-content information,
together with a further distinction between different types of non-content information,
with different authorisation levels applying to those different types. 18 The Law Council
would be interested to hear operational agencies’ views on whether there would be
any anticipated practical shortcomings if this aspect of the UK framework were
adopted, and how they might be addressed, if adapted to the Australian context.

17
18

IPA, section 261.
Ibid, sections 70-71 and Schedule 4.
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‘Live’ v ‘stored’ communications
37.

Question 12 of the Discussion Paper seeks stakeholder views on whether the existing
distinction in the TIA Act between ‘live’ and ‘stored’ communications should be
retained, with the result that a separate warrant is needed to access the same
communications content, depending on whether it is intercepted while passing over
the telecommunications network, or accessed (via the telecommunications carrier
rather than locally from the end user’s device) after it has passed over.

38.

The Law Council appreciates the reasons underlying the proposals in the Discussion
Paper to reduce the number of discrete warrant types, by replacing the current focus
on the specific technical mode of collection with a new organising principle. The new
organising principle is directed to the substance of the information sought to be
collected, in relation to a specified offence (in the case of law enforcement warrants)
or a specified security matter (in the case of ASIO warrants).

39.

The Law Council understands, from pages 34-35 of the Discussion Paper, that the
three new warrant types would focus on:
•

gaining access to the content of private communications, covering the
activities of interception of telecommunications, accessing stored
communications, remotely accessing data held in a computer, and the use of
optical and listening surveillance devices (with consistent thresholds and
levels of authorisation but, potentially, with some specific conditions and
limitations for specific collection techniques as necessary);

•

gaining access to information about communications, covering access to
communications data (potentially with tiered authorisation thresholds and
processes for sub-categories of different types of data); and

•

tracking the location and movements of a person, covering the use of
tracking devices.

40.

For the reasons explained in the comments below on Part 3 of the Discussion Paper,
the Law Council considers that there is merit in developing a new organising principle,
along the lines of the proposal noted above. In particular, there is merit in
amalgamating the regulatory distinction between live and stored communications and,
instead, focusing the authorisation framework and criteria on the substance of those
communications.

41.

However, the Law Council cautions that the development and implementation of such
a new organising principle would necessitate the inclusion of several additional
statutory safeguards. These are discussed in detail in the Law Council’s response to
Part 3 of the Discussion Paper. In short, the Law Council emphasises that the most
important safeguard is that there should be no material lowering of existing statutory
authorisation thresholds or levels of authorisation. Rather, as a general working
principle, any amalgamation of existing warrant types should tend towards applying
the highest applicable threshold from among the current warrant-based powers as a
default. The contemporary appropriateness of each element of those higher
thresholds can then be examined. 19

See further: Richardson Review, Unclassified Report, Vol 2, (December 2019), 269 at [27.4]. ‘The
Australian Human Rights Commission submitted that there should be no “levelling up” of powers or “levelling
down” of rights protections for the sake of consistency or administrative efficiency. We agree. Consistency for
the sake of consistency is not desirable’.
19
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42.

Similarly, any amalgamation of existing, discrete warrant types should not reduce
existing authorisation levels for electronic surveillance powers. In particular, it should
not result in the replacement of any existing external authorisation requirements (as is
presently the case for interception, stored communications, remote computer access
and surveillance device warrants) with a model of internal ‘self-authorisation’ within
agencies (as is presently the case for accessing telecommunications data). The Law
Council understands that there is no policy intent for a new ESA to substantially
reduce existing thresholds and authorisation levels and welcomes this assurance.

43.

The Law Council also considers that it would be appropriate for a new ESA to require
warrant applications to specify whether the form of collection is intended to be via
‘live’ interception or accessing stored communications (or both), to the extent that this
is known at the time the application is made.

44.

This requirement would ensure that the issuing authority is in the best possible
position to ascertain and assess the necessity and proportionality of privacy and other
impacts (including on third-party non-suspects) of the proposed surveillance, in the
circumstances of individual warrant applications.

45.

This could include, among other factors, the identification and assessment of potential
risks of ‘over-collection’ outside the scope of the warrant, arising from the particular
form of technical collection in the relevant investigation; and the likely effectiveness of
proposed mitigation or minimisation strategies to prevent or reduce such risks and
their impacts (including, but not limited to, privacy intrusions).

Communications service providers
46.

Question 13 of the Discussion Paper seeks stakeholder views on a proposal to
expand the range of Australian communications providers who would be subject to
regulatory obligations under a new ESA. (Existing obligations include requirements to
comply with interception warrants, maintain interception capability plans, and retain
and disclose telecommunications data.)

47.

The Discussion Paper notes, at page 28, that the TIA Act presently only covers
telecommunications carriers and carriage service providers. However, a much wider
range of electronic communications is now carried or facilitated by providers who do
not fall within the definition of a carrier or carriage service provider. For example, the
TIA Act does not cover providers of ‘over the top’ messaging applications (for
example, social media platforms or secure messaging apps), which are connected to
carriage services (such as the internet) operated by carriers or carriage service
providers.

48.

The Law Council notes that, in contrast, the International Production Orders (IPO)
regime in Schedule 1 to the TIA Act applies the term ‘prescribed communications
provider’ to cover a much wider range of entities involved in the entire electronic
communications supply chain. 20 (This definition was implemented for the purpose of a
statutory framework implementing bilateral and multilateral agreements with other
countries, for reciprocal cross-border access to electronic communications by each
country’s law enforcement agencies. It is effectively the Australian equivalent of the
United States’ CLOUD Act.)

49.

Consideration could be given to the application of the same or a similar definition to
domestic surveillance powers of Australian law enforcement and intelligence
agencies. As a starting point, however, it would be incumbent on the proponents of

20

TIA Act, Schedule 1, clause 2.
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such a proposal to justify the necessity and proportionality of adopting each category
of entity covered by the definition of a ‘prescribed communications provider’. This
would require detailed consideration of potential regulatory impacts on each type of
provider, in consultation with communications industry participants.

Regulation of surveillance devices
50.

Question 14 of the Discussion Paper seeks views on the proposal at page 31 to redesign the authorisation framework for the use of surveillance devices. This proposal
seeks to move away from creating discrete warrant types which are categorised
according to the particular surveillance device proposed to be used, and to focus on
the nature of the information sought to be collected.

51.

In particular, the Law Council understands that the proposal under consideration
would regulate the use of optical surveillance and listening devices as part of
warrants directed to accessing the contents of private communications, for the
purpose of investigating a specified offence (in the case of law enforcement warrants)
or a specified security matter (in the case of ASIO warrants). The Law Council
understands that tracking devices would be the subject of a separate warrant type.

52.

As noted above, Law Council does not object, in principle, to considering the new
design approach, recognising that there can be considerable overlap in the
information able to be obtained under each existing device-specific warrant.

53.

However, the Law Council draws attention to its detailed comments below on the new
organising principles, in its response to Part 3 of the Discussion Paper. Those
comments identify several essential safeguards which would need to be incorporated
into a warrant framework based on this new organising principle. These safeguards
are directed primarily to authorisation thresholds and levels.

Part 3: How can information be accessed?
54.

Questions 15 and 16 of the Discussion Paper seek stakeholder views on options to
simplify the current framework for the issuance of electronic surveillance warrants,
primarily by consolidating the range of existing warrants, which are presently divided
according to the technical method of access sought to be utilised (such as the
interception of telecommunications, the use of particular types of surveillance
devices, and remotely accessing data held in a computer).

55.

The above questions invite stakeholder views on the potential adoption of a different
organising principle, being the type of information being sought in relation to a
particular suspected offence or security threat. The Discussion Paper suggests, at
pages 34-35, that the relevant information types could comprise:

56.

•

the content of private electronic communications;

•

location and tracking based data; and

•

records of information about communications, such as metadata.

The Discussion Paper further notes, at page 35, that the ESA could prescribe the
matters which must be addressed in applications for each new warrant type. It notes
that these matters could include a requirement to specify the anticipated mode or
modes of technical collection, to the extent that they are known at the time.
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57.

The Discussion Paper further identifies, at page 35, the possibility for a new ESA to
delegate legislative power to make rules which prescribe further requirements, to the
extent that there is a need to stipulate technology specific requirements, which are
susceptible to becoming outdated.

Streamlining existing warrant types
58.

The Law Council is supportive, in principle, of the proposal to streamline the existing
warrant types. There is merit in the reasoning of the Richardson Review, as
summarised at pages 33-34 of the Discussion Paper, which identified significant
instances of overlap between the existing warrant types available to agencies as a
result of technological change.

59.

This includes as a result of technological convergence, whereby a single electronic
communication platform or device (such as a smartphone) deploys a range of
different methods of electronic communication, each of which presently requires a
separate warrant type to access the same information, depending on the particular
technical method by which it is transmitted or received (which may or may not be the
deliberate choice of the person sending or receiving the communication).

60.

For instance, if a person uses a smartphone to send a text message:
•

If that message is sent over an Australian telecommunications network (which
includes the internet) it could be intercepted in ‘real time’ as it is sent and
received utilising a telecommunications interception warrant.

•

Alternatively, either a computer access warrant or a surveillance device
warrant (authorising data surveillance) could be obtained to monitor ‘real-time’
activity on the phone, such as typing messages, or viewing text or images on
the screen.

•

However, if there is a need to access that text message after it has passed
over the telecommunications network:
-

a computer access warrant would be required to exfiltrate the relevant
content, as stored on the smartphone itself or on a cloud storage
account connected with the device; or

-

a stored communications warrant could potentially be obtained to access
the message from the relevant telecommunications carrier or carriage
service provider, rather than the local copy stored on the smartphone
itself or in an associated cloud storage account. (For example, if the
local copy has been deleted or is not accessible in intelligible form
because of encryption which is unable to be removed).

61.

The Law Council considers that there is logic in the suggested demarcation of three
warrant types— namely, the content of private communications, tracking location and
movements, and information about communications—in relation to a specified offence
(in the case of law enforcement warrants) or a specified security threat (in the case of
ASIO warrants). The Law Council concurs with recommendation 76 of the Richardson
Review that there should not be a single warrant type, which provides blanket
authorisation of all forms of surveillance, in relation to a specified target.

62.

However, the Law Council expresses four general cautions in relation to the
development of this design approach, which are outlined below.
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Offences in respect of which electronic surveillance warrants can be issued
63.

First, in relation to law enforcement warrants, it will be necessary to further consider
the appropriate organising principle for the designation of offences in respect of which
electronic surveillance warrants can be issued, as was recently noted by the PJCIS in
its review of the (then) Surveillance Legislation Amendment (Identify and Disrupt) Bill
2021 (SLAID Bill) 21 and in recommendations of the Richardson Review. 22

64.

The Law Council comments further on this matter in its response to Part 4 of the
Discussion Paper, dealing with the topic of when information can be accessed.

Managing the risk of potential unintended ‘net widening’ of information captured
65.

Secondly, the Law Council considers that it will be important to consider whether the
designation of these three warrant types, with a view to avoiding duplication and
promoting technological neutrality, could result in a ‘net widening’ of the types of
information or data able to be collected under the authority of an electronic
surveillance warrant.

66.

For example, could this approach lead to ‘tracking data’ being expanded to cover data
captured from sources such as toll points, speed cameras or swipe card readers or
other authentication points in privately owned buildings? Some of the Law Council’s
members who practise in criminal law (both prosecution and defence) understand that
such data would not currently be considered to be tracking data. In their experience, it
is generally obtained via consent of the data owner, or by subpoena or search
warrant, rather than being obtained covertly under an electronic surveillance warrant.

67.

While the Law Council does not categorically oppose ‘net widening’, it is important
that this outcome is deliberate and its necessity and proportionality are specifically
justified. It is also important that the applicable issuing criteria for electronic
surveillance warrants, particularly those authorising the tracking of a person’s location
and movements, are capable of enabling the issuing authority to accurately and
thoroughly assess the necessity and proportionality of proposed access to any
broader types of data which are not currently within the scope of the existing warrant
types.

Effective devolution of authority to the persons executing a warrant
68.

Thirdly, it is conceivable that a reduction in the existing number of warrant types could
mean that more decision-making authority will be effectively devolved from the
issuing authority to the persons executing a warrant. That is, it will fall to the persons
executing a warrant to determine whether a particular proposed form of surveillance
is within the scope of the broad authority conferred under the warrant. The issuing
authority would not be required to specifically approve particular collection methods at
the point of issuing a warrant.

69.

This creates a risk that the issuing authority may not have sufficient oversight or
visibility of the specific technical collection activities which are ultimately carried out
under an electronic surveillance warrant targeting content information.

70.

The Law Council acknowledges that provisions requiring warrant applications to
specify the proposed technical collection methods, to the extent known at the time the
application is made, may go some way towards managing this risk. However, there

21
22

PJCIS, Advisory Report on the SLAID Bill,, (August 2021), recommendation 12.
Recommendations 87 and 89.
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would be a residual risk that materially different surveillance methods might be
identified after the warrant is issued, which the issuing authority had not specifically
contemplated when issuing the warrant. In these circumstances, the issuing authority
would not have had an opportunity to consider those methods when assessing
matters of necessity and proportionality, and when determining whether to impose
any specific conditions on the warrant.
71.

The Law Council notes that the risks arising from such potential ‘net widening’ are not
necessarily insurmountable. However, they would need to be managed via the
inclusion of various statutory safeguards. Illustratively, safeguards could usefully
address the following matters:
•

limiting the maximum duration of warrants, with a view to creating regular
intervals for independent authorisation of surveillance activities via the expiry
of warrants. (In this way, if a particular method is not identified in the initial
warrant application, and if there is a need for the surveillance to continue
beyond the limited duration of a warrant, that method could be specified in an
application for a subsequent warrant);

•

variation or ‘revalidation’ requirements: the prescription of statutory ‘trigger
points’ which impose an obligation on agencies to apply to an issuing authority
for the variation or ‘revalidation’ of a warrant to obtain specific authorisation for
a particular surveillance method, if the proposed method differs materially to
the statement provided in the original warrant application of the intended forms
of surveillance at the time of application;

•

reporting: the imposition of post-warrant reporting obligations, which require
agencies to identify the specific technical surveillance methods deployed
under the authority of the warrant. This should be supplemented by further
requirements for warrant applications seeking the effective ‘renewal’ of an
expired warrant (via the issuance of a further warrant in the same terms) to
supply particulars of the technical surveillance methods deployed under the
previous warrant;

•

issuing authorities: setting the statutory qualifications and other eligibility
conditions for the persons who are able to be appointed as issuing authorities
at a level that is commensurate with:
-

the complexity of the factual assessment they are required to undertake;

-

the highly intrusive and generally covert nature of the powers they are
asked to authorise; and

-

the need for the public to have the utmost trust and confidence in the
integrity of the authorisation process.

For this reason, it remains the strong preference of the Law Council for this to
be limited to judicial officers of superior courts, appointed in their personal
capacities; and
•

oversight: broadening the scope of ex post facto oversight of law
enforcement warrants, and, in particular, the conferral of a flexible, standing
inspection function on the Commonwealth Ombudsman in relation to the
performance of functions and exercise of powers under or in relation to the
ESA. This would confer a greater degree of discretion on the Ombudsman to
determine the timing, priority and subject-matter of inspections. (This matter is
discussed below in response to Part 5 of the Discussion Paper.)
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Delegations of legislative power
72.

Fourthly, the Law Council recognises the practical utility of delegating legislative
power to prescribe more detailed, technology specific requirements for the issuance
and execution of individual warrant types under the new ESA. This could go some
way towards ensuring that there is precision, clarity and certainty in the scope of
powers, while also minimising the risk that the primary legislation may become
outdated because it is based on point-in-time technology-specific assumptions.

73.

The Law Council notes that section 241 and Schedule 7 of the Investigatory Powers
Act 2016 (UK) (IPA) makes provision for the issuance of binding ‘codes of practice’ in
relation to particular types of surveillance and information being targeted. 23 A similar
approach could be considered in the Australian context.

74.

However, the Law Council emphasises the importance of precision in the scope of
any provisions of a new ESA which delegate legislative power; transparency in the
content of instruments made under the exercise of delegated legislative power; and
mechanisms to maintain Parliamentary control and accountability (not merely
visibility) in relation to the exercise of delegated legislative power.

75.

Ideally, the relevant rules would be made via legislative instruments, which would be
subject to Parliamentary disallowance. There would also be value in the inclusion of
provisions setting down consultation requirements and processes in relation to the
development of rules, as is the case in Schedule 7 to the UK’s IPA. 24

76.

The Law Council also considers that compliance with requirements specified in such
subordinate legislation should be a condition precedent to the power to grant an
electronic surveillance warrant, and the exercise of authority under a warrant. These
requirements should not merely be administratively binding on agency staff executing
warrants, in that adherence is expected as a condition of their employment, and noncompliance could attract Ministerial censure, reputational damage, or adverse
comments in an investigation or inspection report of an oversight body. 25

Part 4: When will information be accessed?
Thresholds for accessing the content of communications
77.

Question 17 seeks stakeholder views on a proposal to harmonise legislative
thresholds for covert access to content, where those powers are considered to be
functionally equivalent to each other (namely, telecommunications interception,
accessing stored communications, gaining remote access to data held in a computer,
and using optical surveillance and listening devices).

78.

This proposal would implement recommendations 86-87 and 89 of the Richardson
Review, which are as follows:
•

Recommendation 86—ASIO warrants: In the case of ASIO warrants, it is
proposed that warrants could be issued if the Attorney-General (whose role as
issuing authority is proposed to be retained) is satisfied that:

The relevant Codes of Practice are published at: https://www.gov.uk/government/publications/investigatorypowers-act-2016-codes-of-practice.
24 IPA, Schedule 7, Clauses 4 and 5.
25 Cf the Minister’s Guidelines to ASIO, (August 2020), which are made under section 8A of the ASIO Act and
are administratively binding on ASIO, rather than a legal precondition to the exercise of its powers.
23
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•

•

-

a person is engaged in, or is reasonably suspected of being engaged in,
or of being likely to be engaged in, activities relevant to security; and

-

the exercise of powers under the warrant in respect of the person is
likely to substantially assist ASIO in obtaining intelligence in respect of a
matter that is important in relation to security.

Recommendation 87—law enforcement warrants: In the case of law
enforcement warrants, it is proposed that the issuing authority (who would
remain an externally appointed person) could issue a warrant only if they are
satisfied of the following matters:
-

a person has committed, or is reasonably suspected of committing, or of
being likely to commit, an offence that is punishable by a maximum of at
least five years’ imprisonment; and

-

the exercise of powers under the warrant in respect of the person is
likely to substantially assist the agency in the investigation of the
offence.

Recommendation 89—penalty thresholds for law enforcement warrants:
In the case of law enforcement warrants, the five-year maximum penalty
threshold for ‘relevant offences’ outlined in recommendation 87 should be the
general rule. However, there should be scope for individual offences to be
included as exceptions to that general rule, provided that they are punishable
by a maximum penalty of at least three years’ imprisonment, and the use of
surveillance powers is necessary to effectively investigate the offence.

79.

The Discussion Paper notes, at pages 40-41, that offences which are to be
exceptions to the general rule of a five-year penalty threshold are likely to be
specified explicitly in the new ESA.

80.

It also notes, at page 40, that those exceptions will ‘generally be limited to offences
with a threshold of at least three years’ imprisonment’. However, the Discussion
Paper also indicates that is expected that certain offences, which carry a lower
penalty threshold, will also be proposed for inclusion. These are identified, at page
41, as including certain computer-related offences in Division 478 of the Criminal
Code, which are punishable by a maximum penalty of two years’ imprisonment.
These offences cover unauthorised access to, or modification of restricted data that is
held on a computer, or on a computer disk, or on another storage device (sections
478.1 and 478.2).

81.

The Discussion Paper further indicates, at page 41, an intention to apply an additional
issuing criterion for surveillance warrants issued in connection with the investigation
of these ‘exceptional’ offences which fall short of the five-year penalty threshold. The
suggested additional criterion is that ‘there is no practical way of collecting the
relevant information without using electronic surveillance powers’.

Harmonisation proposal: interception, stored communications, computer access,
listening and optical surveillance
82.

Subject to the two provisos detailed below, with respect to safeguards, the Law
Council does not object, ‘in-principle’, to the proposal to align issuing thresholds for
these warrant types, on the basis that they are all directed to accessing the contents
of private communications.

83.

The Law Council recognises the conclusion of the Richardson Review that the nature
of the information being targeted (that is, the contents of electronic communications)
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is likely to be the same, or substantially similar, but the specific technical mode of
collection differs. This includes differences in the mode of collection based on the
particular point in time at which the information is collected—that is, in ‘real time’ while
in transmission, or after it has been sent to its destination.
84.

As noted above in relation to Part 3 of the Discussion Paper, the Law Council accepts
that existing statutory distinctions based solely on the technical mode of collection are
out-of-step with contemporary communications technology, and in particular, the
convergence of multiple technologies in a single platform or device to perform the
same functions for ‘end users’.

85.

However, the Law Council cautions that any proposal for the alignment of thresholds
for ‘functionally equivalent’ collection methods must be accompanied by two key
safeguards:
•

alignment must not result in a reduction of existing thresholds, in the nature of
‘levelling down’ in the pursuit of standardisation as a perceived ‘good’ in and of
itself; and

•

recommendation 80 of the Richardson Review must also be implemented in
relation to these new warrant types (which the Law Council notes the
Government has committed to do). Namely, electronic surveillance should
only be authorised where it is necessary for, and proportionate to, the
purposes of an investigation. The Law Council considers that there should be
explicit issuing criteria of necessity and proportionality for these warrant types.
This is particularly important in the context of adopting a five-year penalty
threshold as the general rule. Many offences involve conduct which can range
from trivial to very serious and still come within the definition of an offence.
That a maximum penalty at a certain level exists for conduct does not, of itself,
justify the intrusions involved in the execution of surveillance warrants.

86.

The Law Council also considers that an explicit issuing threshold of necessity and
proportionality, in line with recommendation 80 of the Richardson Review, should
require the individual assessment of the impacts of the particular proposed collection
technique or techniques (as identified at the time of the application) in the
circumstances of the relevant investigation. This would include an assessment of
anticipated impacts of those particular collection methods on the privacy of the target
and others.

87.

An omission of these matters from the statutory decision-making framework in
relation to the issuance of warrants would be contrary to some foundational principles
of privacy and data protection. (Namely, personal information, including sensitive
personal information, includes information or opinions about an individual or relating
to an individual, directly or indirectly, regardless of the form of that information and
whether it is location data, data or metadata. Such information can be about or relate
to individuals that are either identified or identifiable. 26)

Penalty threshold for law enforcement warrants
88.

The Law Council acknowledges that the Government has accepted recommendation
89 of the Richardson Review, which preferred a maximum penalty threshold of five
years’ imprisonment, as the general rule, over a higher penalty of seven years (being

26 Privacy Act 1988 (Cth), section 6 (definition of ‘personal information’). See further: General Data Protection
Regulation (EU), 2016/679, Article 4 (definition of ‘personal data’).
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the current threshold in the TIA Act for interception, in relation to a ‘serious
offence’). 27
89.

The Law Council would prefer to see a higher penalty threshold established as the
general rule. However, it also acknowledges the finding of the Richardson Review
that the existing legislative approach to defining ‘serious offences’ in respect of which
telecommunications interception warrants can be issued has led to significant
complexity. (The definition of a ‘serious offence’ in section 5D of the TIA Act applies a
seven-year penalty threshold and then creates extensive exceptions for various
offences with lower maximum penalties.) 28

90.

The Richardson Review noted that, for this reason, the definition of a ‘serious offence’
in section 5D of the TIA Act runs to some seven pages. In addition to its length, it is
difficult to follow, because in some parts, it is prescriptive of the penalty threshold or
specific offences with lower maximum penalties. However, in other parts, it takes a
thematic approach, which is descriptive of broad types of wrongdoing without
particularising offences. 29

91.

To this end, if the general rule for the maximum penalty threshold is to be set at five
years’ imprisonment, the Law Council considers it essential that two matters are
addressed in the new ESA. These are discussed below, and concern:
•

Parliamentary control over exceptions; and

•

a higher issuing threshold for warrants investigating ‘exceptional offences’
(being those which have a penalty threshold of less than five years’
imprisonment).

Parliamentary control over exceptions
92.

The Law Council agrees with the comments of the Richardson Review, at [28.123],
that the Parliament should retain ultimate control over the offences which are included
as exceptions to the general rule prescribing a five-year penalty threshold.

93.

Ideally, those exceptions would be specified in primary legislation, so that positive
Parliamentary approval is required, via the passage of amendments to primary
legislation, rather than the delegation of legislative power to make instruments
specifying those exceptions.

94.

As the Richardson Review noted, at [28.123], there may be scope to apply
appropriate drafting techniques to avoid the need for constant amendments to the
new ESA. This could include prescribing exceptional offences on a thematic basis.

95.

In this regard, the Law Council notes that the issuing authority would determine
whether individual suspected offences which are specified in a warrant application fell
within thematic categories of offences prescribed in the ESA. In addition, the
Parliament would scrutinise the proposed thematic categorisation prior to the
enactment of any proposed amendments. The Law Council would support a practice
of routinely referring those proposed amendments to the PJCIS for inquiry and report,
in addition to the work of other standing legislative scrutiny committees of the
Parliament, particularly the Parliamentary Joint Committee on Human Rights and the
Senate Scrutiny of Bills Committee.

TIA Act, paragraph 5D(2)(a).
Richardson Review, Unclassified Report, Vol 2, (December 2019), 309 at [28.103] and 313 at [28.121].
29 Ibid, 313 at [28.121].
27
28
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96.

If, however, the ESA ultimately delegates legislative power to prescribe exceptions
via legislative instrument, as is alluded to at page 40 of the Discussion Paper, then
those instruments should be subject to Parliamentary disallowance. While this is not
the Law Council’s preferred option, consideration could be given to additional
safeguards including:
•

delegating a legislative power to the Governor-General to make regulations
rather than statutory rules (which are made by the Minister, and generally do
not require approval via the Executive Council);

•

deferred commencement until the expiry of the sunset period, so as to
maximise legal certainty for law enforcement officials and others;

•

conferring the PJCIS with a specific statutory review role in relation to those
instruments to advise the Parliament in relation to the exercise of disallowance
powers. This would be additional to the functions of the Senate Delegated
Legislation Committee and Parliamentary Joint Committee on Human Rights.
It would have the advantage of enabling the PJCIS to take classified evidence,
such as evidence of particular operations in which the need for proposed
exceptions was identified; and

•

including in the relevant provisions of the new ESA various statutory
conditions precedent to the exercise of delegated legislative power, including:
-

explicit requirements to consult on a proposed instrument. This could be
expressed as a legal precondition to the valid exercise of the power, in
contrast to the general exhortation to consider undertaking ‘appropriate
consultation’ under section 19 of the Legislation Act 2003 (Cth)
(Legislation Act). (The latter provision also states that non-adherence
to the obligation does not invalidate an instrument); and

-

an explicit requirement that the delegated legislative power may only be
exercised if the responsible Minister for the ESA certifies to the
Governor-General (as the person issuing the regulations) that the
responsible Minister is satisfied, on reasonable grounds, that the
inclusion of the offence is necessary and proportionate.

Authorisation threshold for offences with a maximum penalty less than five years
97.

The Law Council considers it essential that any ‘exceptional’ offences are subject to a
higher issuing threshold, in the nature of that identified by the Richardson Review in
recommendation 89: namely, that the use of electronic surveillance powers is
necessary to effectively investigate the offence.

98.

The Law Council emphasises that a test of necessity would not import a ‘last resort’
requirement that would invariably require all alternative methods to be attempted and
exhausted. Rather, reasonable consideration would need to be given to whether there
are alternative collection methods, and their likely effectiveness in collecting the
relevant evidence or other information, if deployed. It may be possible to readily
exclude alternatives in the circumstances of some offences. For example, this could
be because of such factors as:
•

the likely time taken to collect using the alternative method, which is assessed
as being reasonably likely to seriously prejudice or frustrate the investigation;

•

the nature of the suspected offending (especially in the case of cyber-enabled
offending in which counter-surveillance measures are used, including standard
security features on most communications devices as well as specific
equipment procured by criminal groups);
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•

the gravity and harmful impacts of an ongoing course of suspected offending;
and

•

the offending is suspected of being committed in the context of organised
criminal activity. (For example, if there is a suspicion that certain lower-level
offences are being committed by, or at the behest of, members of an
organised crime syndicate.)

Thresholds and other requirements for access to ‘non-content
information’ about a communication
99.

Question 18 seeks stakeholder views on the appropriate statutory threshold for
accessing telecommunications data, although it does not appear to advance a firm
proposal for such a threshold for either ASIO or law enforcement agencies.

100. The Discussion Paper also notes, at page 43, that the new ESA will implement a
Government response to recommendations of the PJCIS in its report of October 2020
on its statutory review of the mandatory data retention regime in Part 5-1A of the TIA
Act (PJCIS data retention review). 30 The Discussion Paper refers specifically to
recommendations directed to the following matters, among others:
•

preservation of the current two-year mandatory retention period; 31

•

developing and publishing (to the extent consistent with security)
administrative guidelines to provide practical guidance which supports access
to telecommunications data (with a view to promoting clarity, consistency and
security in respect of requests for, and the collection and management of,
telecommunications data by all enforcement agencies able to access
telecommunications data); 32 and

•

consideration of legislative and regulatory measures to address concerns
surrounding the ability of some entities to access telecommunications data
outside the TIA Act, via section 280 of the Telecommunications Act. (The latter
section has the effect that, if a State or Territory law separately permits a body
to access telecommunications data, the prohibitions on access under the
Telecommunications Act do not apply). 33

101. The Discussion Paper further notes, at page 44, that consideration will also be given
to implementing a response to further recommendations of the PJCIS in its August
2021 report on its inquiry into the impact of investigative powers on the freedom of the
press (PJCIS press freedoms inquiry). 34 This includes safeguards which apply
when agencies seek to access telecommunications data in relation to a journalist
under Division 4C of Part 4-1 of the TIA Act. (This Division provides that such access
requires authorisation under a ‘journalist information warrant’). In particular, the
Discussion Paper notes that the role of public interest advocates, who serve as
contradictors in relation to applications for journalist information warrants, could
potentially be expanded to applications for other types of warrants, including in
relation to targets other than journalists.

PJCIS, Report on the Review of the Mandatory Data Retention Regime, (October 2020).
Ibid, recommendation 4.
32 Ibid, recommendation 7.
33 Ibid, recommendation 15.
34 PJCIS, Report on the Inquiry into the Impact of Law Enforcement and Intelligence Powers on the Freedom
of the Press, (August 2021).
30
31
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Implementation of outstanding PJCIS recommendations in the new Act
102. The Law Council supports the incorporation of these outstanding recommendations of
the PJCIS in the provisions of a new ESA, which govern access to, and retention of,
telecommunications data.
103. In this regard, the Law Council draws particular attention to the PJCIS
recommendations listed below. Most of these recommendations endorse the policy
position of the Law Council advanced in various previous reviews. The Law Council
considers that the following recommendations are especially important and should be
prioritised in the provisions of a new ESA regulating non-content information:
•

Recommendations 13 and 14 of the PJCIS data retention review, which
called for the strengthening of statutory access thresholds for ASIO and law
enforcement agencies. This includes by imposing a threshold of necessity for
law enforcement agencies; and aligning the access threshold for ASIO with
that of interception warrants, as well as an explicit statutory condition that
ASIO’s access requests and internal authorisation decisions must specifically
consider privacy impacts;

•

Recommendation 15 of the PJCIS data retention review, which called for
the repeal of section 280 of the Telecommunications Act, so that the regime
under Chapter 4 of the TIA Act is the sole source of legal authority to access
telecommunications data (including the limitation of access powers to the
specific criminal law enforcement agencies designated under the TIA Act);

•

Recommendation 17 of the PJCIS data retention review, which supported
an amendment to the notifiable data breach regime in the Privacy Act 1988
(Cth) (Privacy Act) so that the law enforcement agencies which can access
telecommunications data under Chapter 4 of the TIA Act are subject to that
notification and remediation regime in relation to their collection and use of
telecommunications data;

•

Recommendation 19 of the PJCIS data retention review, which supported
amendments to secrecy provisions in the Australian Information
Commissioner Act 2010 (Cth) which may limit the ability of the Privacy
Commissioner from performing oversight functions in relation to law
enforcement agencies’ activities in accessing, using and handling
telecommunications data (including joint oversight or cooperation with other
oversight agencies, such as the Commonwealth Ombudsman); and

•

Recommendation 2 of the PJCIS press freedoms inquiry, to strengthen
the regime of journalist information warrants and public interest advocates 35 in
various ways. These include expansion to all electronic surveillance powers;
to include additional issuing criteria for those warrants, which are directed to
the assessment of the public interest; and to strengthen statutory eligibility
requirements for appointments of persons as public interest advocates.

Thresholds for tracking a person’s location and movements
104. Question 19 of the Discussion Paper seeks stakeholder views on proposed
thresholds for access to information about a person’s location or movements, which
would implement recommendation 92 of the Richardson Review that there should
remain a separate authorisation framework for tracking information.

35

TIA Act, Part 4-1, Division 4C.
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105. The Discussion Paper notes, at page 44, that the Richardson Review considered that
the information obtained via the exercise of tracking powers was of a less sensitive
nature than other surveillance information, such as the content of communications, or
optical or audio surveillance of a person where there is a reasonable expectation of
privacy.
106. The Richardson Review considered, at [28.137]-[28.139], that the effect of using
tracking devices was ‘qualitatively different’ to other forms of surveillance, because a
person’s movements are typically observable to others and are less private in nature.
It also noted that tracking information often has a lesser investigative value, because
it generally does not provide direct evidence of a person’s activities (for example,
what they did while they were present at a place).
107. The Richardson Review considered that these differences should be reflected in the
authorisation framework for the use of tracking devices. Its recommendations 93-95
largely supported the retention of existing authorisation thresholds and levels
(including internal authorisation in limited circumstances), subject to some changes
which would:
•

insert proportionality requirements in the authorisation thresholds; and

•

establish a default requirement that tracking device warrants may only be
issued in relation to persons who are the targets of investigations, rather than
objects or premises without a demonstrable nexus to the person being
targeted. However, this would be subject to limited exceptions, which would
only be available if the issuing authority is satisfied that it is not possible to link
an object or premises to a particular person.

108. The Law Council notes that the Government has accepted recommendations 92-95 of
the Richardson Review. That Review’s recommended amendments, with respect to
proportionality and person-based authorisations as the default position, could usefully
strengthen applicable safeguards.
Internal authorisation powers
109. The Law Council would prefer that use of all tracking devices should require
authorisation under warrant, rather than internal authorisation (which is presently
possible where using the device would not be unlawful under any applicable
Commonwealth, State or Territory law—for example in some jurisdictions, there is no
prohibition on recording a conversation to which the person is a party). However, the
Law Council acknowledges that the Discussion Paper, at page 45, indicates that the
Government intends to maintain internal authorisation mechanisms. If the internal
authorisation powers are to remain in force, consideration should be given to explicit
thresholds directed to necessity and proportionality, together with the levels of
seniority of authorising officers.
Potential gap in ASIO’s internal authorisation framework for tracking devices
110. In addition, in July 2020, the Law Council raised concerns about a potential
unintended consequence of amendments to the ASIO Act, which conferred power on
ASIO under subsection 33(4) to internally authorise the use of tracking devices. (The
objective was to give ASIO an internal authorisation regime, which is functionally
equivalent to that already available to law enforcement under the SDA.)
111. The Law Council noted that, due to some technical issues in the drafting of the
amendments, there may be circumstances in which ASIO is not required to obtain
even an internal authorisation under the new statutory authorisation framework, if the
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laws of the relevant State or Territory in which the device would be used did not
prohibit the proposed use of the tracking device. 36
112. This issue remains outstanding, and the Law Council supports its resolution in the
development of the new ESA. In particular, the Law Council supports a requirement
that ASIO must always obtain (as applicable in the circumstances) an internal
authorisation in accordance with a prescribed statutory process; a warrant; or the
consent of the relevant person, in order to use a tracking device. 37

Targeting of persons in the first instance
113. Question 20 of the Discussion Paper seeks stakeholder views on the proposed
framework in the ESA requiring warrants and authorisations to target, in the first
instance, a specified person who is under investigation. (Namely the person who is
suspected of having committed an offence in the case of law enforcement powers; or
in the case of ASIO’s intelligence collection powers, a person who is suspected of
being engaged in activities which are, or are likely to be, a threat to security.)
114. This would implement recommendation 81 of the Richardson Review. It would mean
that agencies could not seek a warrant targeting objects, premises or vehicles,
without establishing a nexus to a particular person who is suspected of engagement
in criminal or security relevant activity, unless it was demonstrably not possible to
identify such a person.
115. The Richardson Review considered, at [28.27], that ‘there is a powerful, principled
position that, as a default position, highly intrusive electronic surveillance powers
should only be used in respect of persons who are under investigation’. The Law
Council considers there is merit in this view, which is an important component in
securing the proportionate exercise of such intrusive powers.
116. The Law Council also acknowledges the force in the suggestion of the Richardson
Review, at [28.28]-[28.29] that in many cases, agencies will be readily able to
demonstrate the requisite nexus between the person being targeted by an
investigation, and premises or an object or a vehicle which is sought to be the subject
of surveillance. For example, that nexus could be satisfied on the basis of a
reasonable belief that the person will be present at the premises, or will possess or
use an object or a vehicle, or has stored data on a computer.
117. The Law Council additionally notes the view of the Richardson Review, at [28.29],
that there could potentially be ‘edge cases’ where it is not possible, in the
circumstances, to establish the requisite nexus between the person being targeted by
the investigation, and premises or an object or a vehicle.
118. The Richardson Review noted, at [28.29], that such circumstances could arise if ‘the
relationship between the person under investigation and the surveillance activities [is]
less direct’. It identified an example, ‘where a senior member of an organised crime
group arranges his or her operations, so as to ensure that he or she never comes into
possession of illegal goods’. The Richardson Review further emphasised that it

See generally: Law Council of Australia, Supplementary Submission to the PJCIS Review of the ASIO
Amendment Act, (July 2020). See also: PJCIS, Advisory Report on the ASIO Amendment Bill,
(December 2020), recommendation 7.
37 Law Council of Australia, Supplementary Submission to the PJCIS Review of the ASIO Amendment Act,
(July 2020), p. 12 (recommendation).
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should only be possible to obtain an object or premises-based warrant if personbased warrants are not adequate to address those ‘edge cases’.
119. The Law Council notes that the Government has accepted recommendation 81 of the
Richardson Review. If the new ESA is to confer a power to obtain ‘object or premises
based warrants’ (that is, in the absence of demonstrating a connection with the
person under investigation) then it will be important that the statute clearly provides
for the graduated approach articulated by the Richardson Review, so that ‘personbased warrants’ are clearly the default requirement.
120. The Law Council also concurs with the observations of the Richardson Review, at
[28.27], that the provisions establishing ‘person-based warrants’ will need to be
drafted with a high degree of clarity in prescribing the requisite nexus between the
proposed surveillance activities and the person under surveillance. The Richardson
Review considered that ‘agencies should be required to demonstrate that there is a
reasonable, but not artificially narrow, nexus between the activities they propose to
undertake, and the person who is the subject of the warrant’.

Thresholds for surveillance of third-party non-suspects
121. Question 21 of the Discussion Paper seeks stakeholder views on a proposal to adopt
a consistent threshold for the authorisation of surveillance in relation to third-party
non-suspects (such as people with whom the target of the investigation may
communicate or associate).
122. The Discussion Paper proposes, at page 48, to adopt a consistent threshold for the
authorisation of all types of electronic surveillance in relation to third-party nonsuspects. It indicates that the Government has accepted the threshold in
recommendation 82 of the Richardson Review, under which the issuing authority
would be required to be satisfied that, in addition to the test for obtaining an ordinary
warrant, obtaining information under a warrant in respect of the target of the
investigation would be impracticable or ineffective.
123. The Law Council’s primary policy position is that warrants should not be available in
relation to third-party non-suspects. 38 However, the Law Council acknowledges that
the Government has accepted the recommendations of the Richardson Review in
favour of retaining warrant-based powers in relation to such third parties, subject to a
consistent and stringent issuing threshold to ensure that these powers are tightly
controlled. 39 If there is an intention to retain electronic surveillance powers in relation
to third-party non-suspects, then the Law Council considers it essential that there is
an additional statutory test for warrants which seek to authorise surveillance on third
parties, to ensure that the use of such powers is strictly controlled. This is integral to
the proportionality of such powers.
124. The Law Council’s preferred threshold remains that which is currently applicable to
third-party interception warrants under subsections 9(3) and 46(3) of the TIA Act
(commonly referred to as ‘B-Party warrants’) (to which the Law Council had
previously recommended some amendments, including a stronger prohibition on such
surveillance, other than in specified, exceptional circumstances). 40 The existing
threshold for the issuance of ‘B-Party’ warrants under the TIA Act is higher than the
See, for example, Law Council of Australia, Submission to the Senate Legal and Constitutional Affairs
Committee Comprehensive Review of the TIA Act, (March 2014), 8-10.
39 Richardson Review, Unclassified Report, Vol 2, (December 2019), 288-291 at [28.30]-[28.39].
40 Law Council of Australia, Submission to the Senate Legal and Constitutional Affairs Committee
Comprehensive Review of the TIA Act, (March 2014), 8-10.
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standard proposed by the Richardson Review, because it effectively applies a ‘last
resort’ threshold, in that it requires the agency to satisfy the issuing authority that
either of the following circumstances applies:
•

the agency has exhausted all other practicable methods of collecting the
relevant information (which would not involve targeting a third party); or

•

it would not be possible, in the circumstances, to collect the relevant
information via other means.

125. The Law Council acknowledges, however, that the Richardson Review, at [28.39],
specifically rejected a ‘last resort’ threshold. The Richardson Review therefore did not
support the replication in a new ESA of the existing B-Party warrant threshold (or, by
extension, the adoption of a higher threshold again). This was on the basis that
actually requiring agencies to attempt and exhaust other methods could be inefficient
and futile; and might involve additional unjustified intrusions into privacy where there
is no significant evidence suggesting that an alternative collection technique would be
effective. The Richardson Review cited the example of intercepting a suspect’s home
phone and internet, notwithstanding that there was no evidence suggesting the
suspect was using those particular services for criminal or security-relevant purposes.
126. The Law Council notes that the difference between a threshold of ‘last resort’ and one
of ‘impracticable or ineffective’ may be a matter of degree in many cases. If there is
an intention to proceed with the threshold supported by the Richardson Review, then
it would be important that this is accompanied by some further safeguards, including:
•

specific issuing thresholds directed to necessity and proportionality, as
addressed separately in recommendation 80 of the Richardson Review. The
proportionality threshold should be subject to specific statutory prompts to
consider the potential impacts of the proposed surveillance on third-party nonsuspects;

•

the qualifications and seniority of issuing authorities, which the Law
Council suggests ought to be superior court judges or, at the very least,
should not extend to AAT members. The complexity of the requisite factual
assessment in determining whether alternatives to conducting surveillance on
‘third-party non-suspects’ are likely to be impracticable or ineffective tends in
further support of a more limited class of issuing authority, who are
accustomed to conducting detailed and intricate reviews of evidence, and are
skilled in the judicial adjudicative method; and

•

obligations in relation to the regular review of information in agencies’
holdings, which has been obtained under the exercise of surveillance powers
in relation to third parties, with a view to considering whether it is, or remains,
relevant to the investigation. This is in recognition that there is a greater
potential for large amounts of irrelevant material to be collected under third
party warrants, which ought to justify an obligation to regularly and positively
consider whether it is, or remains, relevant (and to destroy information
assessed as irrelevant).

Issuance of surveillance warrants in relation to groups
127. Question 22 of the Discussion Paper seeks stakeholder views on a proposal to
implement recommendation 83 of the Richardson Review, which would enable
electronic surveillance warrants to be issued in relation to groups of persons. This is
provided that the issuing authority is satisfied that:
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•

the group is engaged in, or is reasonably suspected of having been engaged
in, or being likely to engage in common activities, what would justify the issue
of an electronic surveillance warrant (that is, a relevant offence in the case of
law enforcement warrants; or activities relevant to security in the case of ASIO
warrants); and

•

obtaining warrants in respect of the individual members of a group would be
impractical or ineffective.

128. The Law Council acknowledges that the Richardson Review identified, at [28.40][28.42], that in some circumstances, agencies faced significant difficulties in
attempting to connect activities under investigation to specific individuals. This was
especially where organised groups communicate and organise using anonymising
technologies, and adopt highly decentralised and compartmented operating
structures to conceal their activities.
Authorisation thresholds for group warrants
129. If a new ESA is to authorise warrants in relation to groups, the ultimate effect will be
to devolve significant authority to persons executing those warrants to determine
whether an individual is a member of that group, and therefore able to be targeted
under the group warrant.
130. To this end, the Law Council supports the position of the Richardson Review, at
[28.45], that the ESA should provide clearly that group warrants are not available if
the identities and activities of individual group members are known, and could
practicably be specified in individual warrant applications.
Definition of a ‘group’
131. It will also be important for the relevant provisions to define a ‘group’, clearly and
precisely, by reference to its engagement in a common criminal or security-relevant
purpose. It should not, for example, be possible to define a group by reference to the
mere fact that a number of people are using a single communications platform.
Rather, it would need to be established that all users of that platform are doing so for
a common criminal or security-relevant purpose.
132. This might be established where, for example, it is evident that a particular, ‘bespoke’
communications platform—which is not available to ordinary consumers on a
commercial basis—was established or procured solely for criminal purposes. This
was reportedly the case with the electronic communication methods used by persons
under investigation in Operation Ironside. 41 Indeed, the Discussion Paper, at page 50,
cites the example of a group comprising ‘users of an encrypted messaging platform
similar to the AN0M app [which was under investigation in Operation Ironside] where
all users of the platform use it for criminal purposes, but the anonymising nature of
the platform makes it impossible to identify individual users’.
133. It will be important to avoid drafting relevant authorisation thresholds in a manner that
is capable of covering broader circumstances than those described above.
134. Care should be taken to ensure that group warrants cannot be issued in respect of a
group of individuals that is established for lawful purposes, which have no connection
with criminal or security-relevant activities, but it transpires that some members are
individually suspected of engaging in criminal or security-relevant activities. In these
41

AFP, AFP-Led Operation Ironside Smashes Organised Crime in 2021, Media Release, 21 December 2021.
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circumstances, it should not be possible to obtain a group warrant which would
authorise the use of electronic surveillance in relation to all members of the group.
135. Rather, individual ‘person-based warrants’ should be sought in relation to the
individual group members who are suspected of individually engaging in criminal or
security-relevant activities. This could potentially include third party warrants to
monitor communications of other group members with the suspect, if the issuing
authority is satisfied that the additional statutory thresholds for third party warrants are
(as per recommendation 82 of the Richardson Review).
Revision of the existing ‘network activity warrant’ regime
136. The Law Council notes that, subsequent to the completion of the Richardson Review,
the Surveillance Legislation Amendment (Identify and Disrupt) Act 2021 (Cth)
(SLAID Act) enacted a new warrant type in Division 6 of Part 2 of the SDA, which is
available in relation to certain groups of individuals.
137. These warrants are ‘network activity warrants’, which enable law enforcement
agencies to remotely access data in a computer, for the purpose of collecting
intelligence (rather than admissible evidence) about a group of individuals (which is
referred to in the SDA as a ‘criminal network of individuals’).
138. The Law Council continues to hold significant reservations about the definition of a
‘criminal network of individuals’ in section 7A of the SDA, and the authorisation
criteria for network activity warrants in sections 27KK and 27KM. The Law Council
continues to support the recommendations it made in its submission to the PJCIS
review of the originating Bill, which supported:
•

amendments to the definition of a ‘criminal network of individuals’ to require
satisfaction that the group as a whole was engaged (or was reasonably likely
to have engaged) in a common criminal purpose; and

•

amendments to the scope of surveillance able to be authorised in relation to
an individual who is a member of the group. Namely, there must be
reasonable grounds to suspect that the individual’s alleged criminal activities
which are proposed to be subject to surveillance under the group warrant were
carried out in furtherance of the common criminal purpose of the group. (That
is, a group warrant should not be capable of authorising surveillance on an
individual group member, who might be acting wholly independently of the
group, and it is merely incidental that they also happen to be a member of that
group. An individual person-based warrant should be sought in those cases.) 42

139. The Law Council supports revision of thresholds and definitions relevant to network
activity warrants, as part of the development of a ‘group warrant’ framework under the
ESA. The Law Council urges against a new ‘group warrant framework’ in the ESA
simply replicating the approach taken in the SDA for network activity warrants in
relation to ‘criminal networks of individuals’.

Necessity and proportionality in issuing thresholds
140. Question 23 of the Discussion Paper seeks stakeholder views on the means by which
the requirements of necessity and proportionality, recognised in recommendation 80
of the Richardson Review, would be incorporated in consistent issuing criteria for the
Law Council of Australia, Submission to the PJCIS Review of the SLAID Bill, (March 2021), 126-129 at
[453]-[467] and recommendation 37.
42
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new types of surveillance warrants. (That is, the notion that surveillance powers
should not be authorised unless it can be demonstrated that they are for the purpose
of, and are reasonably appropriate and adapted to, the achievement of a legitimate
objective.) 43 This includes specific statutory guidance about relevant considerations
that the issuing authority must take into account in all cases, and must therefore be
specifically addressed in all warrant applications.
141. The Discussion Paper proposes the following mandatory considerations, at page 52:
•

the gravity of the matter under investigation;

•

intrusion on personal privacy of the target or any other person. (This should
include an assessment of the nature of the information collected, its sensitivity,
and the intended uses to which it would be put, as envisaged at the time of
application. The latter assessment is intended to reflect that some uses are
inherently more risky than others);

•

the likelihood that the surveillance will achieve the warrant objective;

•

the likely relevance and usefulness of the information;

•

the availability of less intrusive means of achieving the purpose of the warrant;
and

•

whether other intrusive powers have been, or are being used, in relation to the
target.

142. The Law Council supports the inclusion of all of the above matters in a new ESA, as
mandatory considerations in applying the issuing criterion of necessity and
proportionality. These factors would go a considerable way towards assisting
agencies in making warrant applications which address all matters relevant to
proportionality, as well as assisting issuing authorities in applying the proportionality
test in relation to individual warrant applications. They would also be valuable in
promoting consistent practice in the making and determination of warrant
applications.
143. The Law Council suggests that consideration could be given to prescribing some
additional factors which must be assessed, in particular:
•

impacts on individuals in addition to privacy, including the potential for some
forms of surveillance (such as remote access to data held in a computer) to
cause loss, damage or interference to third parties (such as users of a
computer network);

•

the availability and likely effectiveness of minimisation techniques to:

•

-

prevent or reduce the adverse impacts of authorised surveillance on
individuals, particularly third parties; and

-

avoid ‘overcollection’ outside the lawful authority of the warrant; and

whether the warrant could be issued subject to specific conditions or
limitations on the activities able to be carried out. 44

Richardson Review, Unclassified Report, Vol 2, (December 2019), 283-285 at [28.5]-[28.8] and [28.15].
See, for example: Law Council of Australia, Submission to the PJCIS Review of the SLAID Bill,
(March 2021), 48-49 at [82]-[84] and recommendation 4.
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Issuing authorities
144. Question 24 of the Discussion Paper seeks stakeholder views on whether judges or
AAT members (or both) should continue to issue warrants for law enforcement
agencies seeking access to electronic surveillance powers.
145. It notes, at page 53, that the Richardson Review did not make specific
recommendations about the appropriate issuing authorities for law enforcement
warrants. However, it indicates that the Government will consider the appropriate
issuing authority for each power, including the role of AAT members, and whether
some law enforcement powers should only be authorised by judges of a particular
seniority. For example, the PJCIS has recommended that data disruption warrants
and network activity warrants should only be issued by a superior court judge. 45
146. The Law Council remains of the view that all electronic surveillance warrants should
be issued by judicial officers, to the exclusion of tribunal members. The Law Council
considers that a requirement for a judicial officer to authorise the issuance of an
electronic surveillance warrant provides a greater degree of independence, both
substantive and perceived, in the authorisation process.
147. Even while acting persona designata, a judicial officer must act consistently with the
essential requirements of the judicial process. This includes independence and
impartiality of decision-making, the application of the rules of procedural fairness, and
the ascertainment of the law and the facts, followed by an application of the law to the
facts as determined. 46 The adjudicative skills of judicial officers, particularly in the
criminal jurisdiction, are also well-adapted to the factual and legal complexities likely
to arise in warrant applications.
148. The Law Council would ideally prefer that only superior court judges are eligible for
appointment as issuing authorities for all types of surveillance warrants. However, as
a minimum, the power to issue warrants authorising the most intrusive surveillance
powers should be limited to superior court judges who are appointed in their personal
capacities. (This should include data disruption warrants under Division 5 of Part 2 of
the SDA, having regard to the novel nature of these powers and their potential to
cause adverse impacts on large numbers of third-party non-suspects whose lawful
activities in using a computer may be disrupted).
149. Consideration could alternatively be given to recommendations of the third
Independent National Security Legislation Monitor, Dr James Renwick SC, for the
establishment of an Investigatory Powers Division of the Administrative Appeals
Tribunal, to be headed by a retired judge. This new division could potentially be
constituted by members who are judicial officers, and are additionally appointed to the
new division in their personal capacities. 47
150. Additionally, the Law Council would support re-consideration of the appropriate
issuing authority for ASIO warrants, as part of the process of developing a new ESA.
The Law Council acknowledges that the Richardson Review, in recommendation 30,
considered that the Attorney-General should remain the issuing authority for all ASIO
PJCIS, Advisory Report on the SLAID Bill, (August 2021), recommendation 9.
See, for example, Harris v Caladine (1991) 172 CLR 84 at [18] (per Gaudron J).
47 James Renwick SC, Third INSLM, 'Trust but Verify’—A report concerning the Telecommunications and
Other Legislation Amendment (Assistance and Access) Act 2018 and related matters, (June 2020),
recommendation 3. While this recommendation was limited to the issuance of orders under the industry
assistance regime in Part 15 of the Telecommunications Act (noting the terms of reference of that review) the
Law Council suggests that it could be considered in relation to all forms of electronic surveillance.
45
46
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warrants. The Law Council also notes that the Discussion Paper, at page 54,
indicates an intention to implement that recommendation in a new ESA. If there is an
intention to retain the model of Ministerial issuance of intelligence warrants in a new
ESA, the Law Council suggests that this position be periodically revisited in future
reviews of the National Intelligence Community, to assess its continued
appropriateness. The Law Council understands that those reviews are generally
convened every four years, on an administrative basis.
151. Such future reviews would have regard to the contemporary global and domestic
operating environment at that time, as well as experience in the operation of a new
statutory electronic surveillance framework. 48 In other words, a position on the most
appropriate issuing authority should not be conceived as a ‘once and for all’ decision,
which is frozen in time. Rather, it should be reassessed regularly.

Use, disclosure, retention and destruction
152. Questions 25 and 26 of the Discussion Paper seek stakeholder views on the
substance of statutory obligations relevant to the secondary use and disclosure, and
retention and destruction, of information collected via the exercise of electronic
surveillance powers.
153. The Discussion Paper notes, at pages 56-57, that there is an intention to implement
the following recommendations of the Richardson Review:
•

recommendations 120-124 concerning permitted uses and secondary
disclosures, which would replace existing permitted disclosure and
secondary use provisions in the TIA and SDA with a consistent and principlesbased regime, which maintains strict limitations on the disclosure of
information obtained by electronic surveillance; and

•

recommendations 125-127, concerning destruction obligations, which
would impose obligations on agencies to destroy and render inaccessible
information obtained via the exercise of electronic surveillance powers, where
prescribed statutory triggers occur, namely:
-

in the case of ASIO, the information is no longer relevant to the
performance of its statutory functions; and

-

in the case of law enforcement agencies, the information is not required
for a specified purpose (being a purpose for which the information may
be used or disclosed, in line with recommendations 120-124) or a period
of five years, unless the agency certifies that the records are required for
a specified purpose.

154. The Law Council has no ‘in-principle’ concerns with the broad framework proposed by
the Richardson Review, but suggests that early consideration is given to some further
issues of detail, as outlined below.

See further, the Law Council’s recent statement of its views on the desirability of judicial issuing of ASIO
warrants in: Law Council of Australia, Supplementary Submission to the PJCIS Review of the Australian
Security Intelligence Organisation Legislation Amendment Bill 2020, (November 2020), 2-3 at [10]-[19] and
4 at [26]-[27].
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Permitted purposes for use and disclosure
155. In relation to the permitted purposes for which surveillance information can be used
and disclosed, the Law Council is concerned to ensure that there is clear coverage of
the following disclosures:
•

disclosures to all oversight bodies performing functions relevant to the
agencies exercising surveillance powers under the ESA. This should not be
limited to Commonwealth oversight bodies, noting that State and Territory
oversight agencies may nonetheless perform oversight functions of State and
Territory law enforcement agencies, which may require access to surveillance
information;

•

lawyers, for the purpose of obtaining legal advice in connection with the
exercise of surveillance powers, or for the purpose of instituting or
participating in legal proceedings; and

•

persons performing functions under the Public Interest Disclosure Act 2013
(Cth) (PID Act), for the purpose of making a public interest disclosure (PID) in
connection with the exercise of surveillance powers; or conducting or
cooperating with an investigation under the PID Act.

Disclosures for oversight purposes
156. On the issue of disclosures to oversight bodies, the Law Council notes that the
Richardson Review, at [30.91]-[30.93], focused on disclosures to and by IGIS and
Ombudsman officials. However, it is conceivable that other Commonwealth, State
and Territory oversight agencies may need to access the surveillance information
obtained by agencies subject to their oversight.
157. At the Commonwealth level, this could potentially include the Australian Information
Commissioner and their staff, particularly while performing functions as Privacy
Commissioner. It may also include the Australian Commissioner for Law Enforcement
Integrity. It is also possible that State and Territory oversight bodies with
responsibilities for law enforcement agencies may have a legitimate need to access
surveillance information for the purpose of performing their oversight functions.
158. The Law Council also suggests that consideration is given to including a clear
statutory permission for agencies to disclose unlawfully obtained surveillance
information to oversight bodies, for the purpose of independent oversight. The need
to make such disclosures could potentially arise where there has been an
‘overcollection’ in excess of the limits of authority conferred under a warrant, or where
surveillance has been conducted in the absence of any warrant (for example,
because of a mistaken belief that authorisation under warrant was not required).
159. In such instances, the oversight body might legitimately need to see the relevant
surveillance information to perform its oversight functions. In particular, it may be
necessary to form an independent view on the legality or propriety (or both) of the
surveillance activity; to make findings about the cause of any unlawful collection; and
to make advisory recommendations for remedial action and to prevent reoccurrence
of such breaches. The oversight body may also need to communicate that information
to others (such as other oversight bodies, or the Minister responsible for the agency
subject to oversight) for the purpose of performing its functions.
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Disclosures for the purpose legal advice or legal proceedings
Legal proceedings: retention of existing permitted purpose
160. Certain existing disclosure provisions, such as section 45 of the SDA, enable
disclosures for the purpose of legal proceedings. The Richardson Review did not
appear to comment on the retention of that permitted purpose.
161. In the absence of a specific recommendation for its removal, the Law Council
considers that this permitted purpose should be retained in a new ESA. This will be
particularly important in the case of legal proceedings seeking to challenge the
legality of acts done in purported reliance on the authority of a surveillance warrant,
and the evidential admissibility of surveillance information. Such proceedings will not
necessarily be limited to criminal prosecutions.
Legal advice: conferral of a specific permitted purpose
162. In addition, as the Law Council has previously identified, section 45 of the SDA does
not contain a permitted purpose for the provision of legal advice, separately from a
person’s participation in legal proceedings. The Law Council considers that there
should be an explicit permitted purpose of obtaining or providing legal advice.
163. In taking this position, the Law Council acknowledges that the relevant surveillance
powers are generally intended to be exercised covertly to the subject (and others).
However, it is readily conceivable that there will be circumstances in which an
operation becomes overt to the subject or other persons, including as a result of a
deliberate disclosure by a law enforcement agency.
164. For example, this might occur if a law enforcement agency seeks a mandatory
assistance order to compel a person to unlock an electronic device seized under
warrant, or to make intelligible information obtained under warrant. 49 There may also
be circumstances in which an individual official who is involved in a surveillance
operation may wish to obtain legal advice.
165. It is important that a person is not potentially exposed to criminal liability or other
sanction for making such disclosures, and that their legal advisors are able to fulfill
their professional responsibilities in connection with the provision of such advice.
Public interest disclosures
166. On the issue of disclosures for the purpose of making a PID or cooperating with a PID
investigation, the Law Council acknowledges that the PID Act contains immunities for
persons making such disclosures. 50
167. However, it would be preferable for the ESA to expressly acknowledge that such
disclosures are permitted. This would provide practical assurance to individuals that
such disclosures are lawful, as well as removing any legal uncertainty which may
arise about the interaction of provisions of the ESA imposing prohibitions on
disclosure, and immunities under the PID Act. The existence of practical or legal
uncertainty could otherwise operate as a disincentive to individuals coming forward to
report suspected wrongdoing. It is important that a new ESA does not unintentionally
create such a risk, and speaks clearly and directly to individual officials that they are
free to make a PID, in accordance with the requirements of the PID Act (which does
49
50

See, for example, SDA, sections 64A and 64B.
PID Act, sections 10 and 57.
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not authorise external disclosures of intelligence or law enforcement information, but
rather internal disclosures to authorised officers of an agency or the IGIS or
Ombudsman).
Retention and destruction of information
168. The Law Council suggests that consideration is also given to the inclusion of
provisions which require an agency to retain information for the purpose of
cooperating with an oversight agency, such as an inspection or inquiry carried out by
the IGIS or Ombudsman, even if that information has been assessed as irrelevant or
no longer relevant to one of the other permitted purposes directed to the performance
by the agency of it functions
169. In particular, this would ensure that ‘overcollections’ in which irrelevant information is
obtained (including in excess of the scope of a surveillance warrant) can be the
subject of ex post facto review by an oversight body. An obligation for the immediate
or near immediate destruction of information which is identified as being irrelevant
may unintentionally obstruct oversight of the agency’s activities in relation to the
collection or handling of that information. Further, such a destruction obligation may
place agencies in a difficult position. It may effectively require an agency to commit a
technical breach of the destruction obligation, in order to cooperate with independent
oversight activities in connection with the exercise of electronic surveillance powers.

Emergency authorisation of surveillance powers
170. Question 27 of the Discussion Paper seeks stakeholder views on a consolidated and
consistent emergency authorisation framework for all electronic surveillance powers,
consistent with recommendation 97 of the Richardson Review.
171. The latter recommendation of the Richardson Review supported consistent
provisions, which establish a graduated approach to emergency authorisations.
Specifically, it supported the conferral of power on issuing authorities to orally
authorise warrants if they believe on reasonable grounds that the delay in making a
written application would likely defeat the purpose of obtaining the warrant. The
Richardson Review also recommended that the issuing thresholds for emergency
warrants should remain the same as for non-emergency warrants.
172. The Discussion Paper also proposes, at page 60, that a new ESA would:
•

retain the existing ability for agency level emergency authorisation, where
there are circumstances of extreme emergency that require immediate use of
an electronic surveillance power, such that it is not practicable to seek a
warrant. This is subject to the condition that the agency must seek
retrospective approval from the issuing authority within a specified timeframe,
and prospective authorisation for any continued surveillance, on the basis of
the same issuing criteria for warrants; and

•

take a technology neutral approach to the form in which warrant applications
must be made. For example, there will be no prescription for applications to be
made, and warrants to be issued, using physical (‘hard copy’) documents.
Rather, there would be flexibility to utilise digital documents, provided that they
satisfy the functional requirement to request and issue the warrant ‘in writing’.

173. The Law Council is supportive, in principle, of the graduated framework
recommended by the Richardson Review, in that it places primacy on written
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applications and issuing, other than in narrowly defined circumstances of urgency in
which the time taken to obtain a warrant would frustrate the investigation.
174. The Law Council does not hold substantial reservations in relation to the proposed
threshold for orally issuing a warrant. The Law Council takes assurance from the
proposed requirements that the issuing authority must be satisfied, to an objective
standard, that it is necessary to proceed orally because the generally applicable
requirement to proceed in writing would defeat the purpose of the warrant. The
threshold of necessity is important, because it is higher than mere convenience or
improved efficiency.

Part 5: Safeguards and oversight
Key statutory safeguards
175. Question 29 seeks input on any additional safeguards to those listed at page 62 of
the Discussion Paper.
176. The Law Council supports the range of safeguards identified in the Discussion Paper,
which cover matters including:
•

issuing thresholds;

•

the ability to appoint contradictors in certain warrant applications;

•

consideration of whether specific protections may be needed for various
professions which deal routinely with specific types of particularly sensitive
information, such as lawyers and medical practitioners; and

•

streamlining and modernising provisions governing secondary use, disclosure
and retention or destruction of information collected in the exercise of
surveillance powers (having due regard to matters including personal privacy,
public interest disclosures, and other public interests).

177. The Law Council considers that two of the most significant safeguards that could be
included in the issuing criteria and process are as follows (which were discussed in
further detail in the above responses to Parts 3 and 4 of the Discussion Paper):
•

the use of independent issuing authorities, ideally superior court judges.
Alternatively, consideration should also be given to recommendations of the
third Independent National Security Legislation Monitor, Dr James Renwick
SC, for the establishment of an Investigatory Powers Division of the
Administrative Appeals Tribunal, to be headed by a retired judge. This new
division could potentially be constituted by members who are judicial officers,
and are additionally appointed to the new division in their personal
capacities; 51 and

•

the explicit inclusion of issuing criteria of necessity and proportionality,
which require the applicant to satisfy the issuing authority that the intrusive
powers sought are both necessary and proportionate to the investigative

James Renwick SC, Third INSLM, 'Trust but Verify’—A report concerning the Telecommunications and
Other Legislation Amendment (Assistance and Access) Act 2018 and related matters, (June 2020),
recommendation 3. While this recommendation was limited to the issuance of orders under the industry
assistance regime in Part 15 of the Telecommunications Act (noting the terms of reference of that review) the
Law Council suggests that it could be considered in relation to all forms of electronic surveillance.
51
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objective. This would ensure that satisfaction of these matters is a condition
precedent to the authorisation and exercise of all surveillance powers.

Statutory protections for legally privileged information
178. In response to question 29, as to whether there is a need for statutory protections for
particularly sensitive categories of information, the Law Council continues to strongly
support statutory protections for legally privileged information, especially in the
context of remote computer access on a covert basis.
179. The Law Council acknowledges that electronic surveillance warrants would not
abrogate legal professional privilege, in the absence of clear words evincing an
intention to do so. However, the Law Council seeks statutory protections which
ensure that the substance and value of client legal privilege are not effectively
‘hollowed out’ as a result of access to privileged information. Such access could
cause this information to lose its confidential character (which is essential to the
overriding interest in people being able to access legal advice) and creates risks of
inadvertent derivative use in investigations (in that, once information has been seen
by those investigating a matter, in a practical sense, it is likely to be very difficult if not
impossible to effectively ‘unsee’ or ‘forget’). This issue is separate from the question
of formal abrogation of privilege, and the consequent evidentiary exclusion of such
material in any subsequent legal proceedings.
180. The Law Council’s recent submission to the PJCIS review of the originating Bill to the
IPO regime in Schedule 1 to the TIA Act provides an illustration of the type of
statutory protection in contemplation. That submission supported the inclusion of
statutory requirements for the applicant to:
•

inform the issuing authority, as part of the warrant application, whether there
are reasonable grounds to believe that privileged information would, or may
be, collected as part of the surveillance activities; and if so

•

satisfy the issuing authority that:
-

the agency has in place appropriate measures to quarantine and delete
that information (without it being accessed by persons conducting the
investigation); and

-

the proposed collection activity is in the public interest, having regard to
the risks to privilege that access may, or is likely to, present. 52

181. As the Law Council also submitted on the recent IPO-related amendments,
consideration could also be given to provisions requiring the agency to consider and
inform the issuing authority, whether disclosure could be made to the person in whom
privilege is invested without compromising the operational security or effectiveness of
the investigation. 53
182. This would ensure that the individual circumstances attending each warrant
application are assessed individually, in preference to an effective wholesale
prohibition (via the operation of secrecy provisions, which do not provide a ground of
authorisation for any such disclosure). This mechanism would be particularly
important with respect to warrants authorising surveillance on third-party nonsuspects, as well as any compulsory powers to require communications providers to
Law Council of Australia, Supplementary Submission to the PJCIS Review of the Telecommunications
Legislation Amendment (International Production Orders) Bill 2020, (May 2020), 3-4.
53 Ibid, 6.
52
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render technical assistance to persons executing a warrant, such as those presently
in the industry assistance regime in Part 15 of the Telecommunications Act.
183. The Law Council considers that there is a need for such statutory protections, in
addition to the use of administratively binding operational protocols and procedures in
relation to legally privileged information. However, under the Law Council’s suggested
approach outlined above, a new ESA could give a statutory basis to such protocols.
In particular, the new Act could impose the following obligations:
•

obligations on agencies to make such protocols, potentially as a legal
precondition to their ability to request electronic surveillance warrants; and

•

obligations on issuing authorities, in the context of determining individual
warrant applications, to take such protocols into account in assessing the
adequacy of protective mechanisms in relation to any legally privileged
information, in the circumstances of the particular application.

Statutory protections for other categories of sensitive information
184. Consideration could also be given to the inclusion of statutory protections for other
categories of information which may be collected under the new surveillance
framework. Such protections could apply at the following points:
•

Pre-collection: namely, at the point of authorisation to collect the information
via the exercise of surveillance powers; and

•

Post-collection: namely, in relation to the subsequent use, disclosure,
handling, retention and destruction of information obtained under a
surveillance warrant. This would include, but would not be limited to, the
requirements under the Privacy Act which apply to ‘APP entities’ under that
Act. (The concept of an ‘APP entity’ captures most law enforcement agencies,
but relevantly does not cover ASIO or ACIC.)

185. For example, in the UK, the IPA contains additional requirements in relation to the
collection and subsequent handling of health information, journalistic sources and
other confidential journalistic material, and information attracting parliamentary
privilege (as well as legally privileged information). 54 The IPA also contains provisions
for the making of binding codes of practice, which set down more detailed procedural
requirements in relation to these categories of particularly sensitive information, in the
context of specific electronic surveillance techniques. 55
186. This aspect of the UK’s IPA could provide a useful basis for replication in, or
adaptation to, Australian legislation. It could aid both compliance and ex post facto
oversight, as well as engendering public trust and confidence in the rigour of
agencies’ protective mechanisms for particularly sensitive forms of information.

Oversight
187. Questions 30 and 31 in the Discussion Paper are directed to identifying the core
statutory parameters for independent operational oversight in relation to investigative
agencies’ activities in performing functions and exercising powers under a new ESA.

IPA, Schedule 7, clause 2.
Ibid, section 241 and Schedule 7. The relevant Codes of Practice are published at:
https://www.gov.uk/government/publications/investigatory-powers-act-2016-codes-of-practice.
54
55
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188. These questions and associated commentary focus on the oversight functions of the
Commonwealth Ombudsman in relation to law enforcement agencies. The Law
Council provides the following, collective response to both questions.
Guiding principle: ‘oversight by design’
189. The Law Council strongly supports the principle of ‘oversight by design’ identified by
the Richardson Review, in that intrusive powers should be designed in a way that
facilitates independent oversight, rather than oversight being considered separately
after the core design parameters for the power are set.
190. Statutory mechanisms which can facilitate oversight includes record-keeping
requirements, to ensure that there is an audit trail of key decisions and activities.
191. The Law Council considers that this should extend to making and keeping records of
the reasoning underlying key decisions, which may be particularly important to the
oversight of operations that are supported, or are potentially able to be supported, by
multiple sources of authority with the result that there is a choice between different
powers. (For example, if different warrant types available to an agency; or if there is a
joint operation in which multiple warrants of the same type are available to all
participating agencies.)
192. The Law Council further considers that the concept of ‘oversight by design’ also
extends to clarity and precision in the statutory requirements governing the making of
warrant applications by agency officials, and the subsequent use of information
obtained under warrant (both of which would be subject to independent operational
oversight.) In addition to supporting sound and compliant operational decisionmaking, from an oversight perspective, this will provide a clear benchmark against
which compliance can be assessed.
193. In particular, where a provision confers broad discretion on an individual official in
relation to requesting or executing a warrant, it can be useful for the statute to specify
non-exhaustive matters which must be taken into account in exercising that
discretion. This provides a useful benchmark for oversight, as well as facilitating
compliance and best practice by the agency. (For example, as proposed in Part 4 of
the Discussion Paper, statutory provisions could prescribe, on a non-exhaustive
basis, some of the relevant considerations which must be taken into account in
assessing the proportionality of a proposed surveillance activity, and therefore
addressed in warrant requests.)
Functions and powers of the Commonwealth Ombudsman
A standing inspection function in the Ombudsman Act
194. The Law Council is also supportive of significant reforms to the functions and powers
of the Commonwealth Ombudsman with respect to the oversight of the use of
electronic surveillance powers. These reforms would place more flexibility and
discretion in the hands of the Ombudsman to identify the most significant risks, and
focus their oversight attention and finite resources on those matters. 56
195. The Law Council considers that this is an integral attribute of the concept of
independent operational oversight. Independence is not merely about the absence of
See further: Richardson Review, Unclassified Report, Vol 2, (December 2019), 435 at [31.24]: ‘Given the
covert and intrusive nature of these powers, it is important that they are subject to robust oversight, that there
are no matters off limits to the Ombudsman, and that the Ombudsman has flexibility to focus on areas of
potential risk’.
56
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power of Ministers or others to direct or exert pressure on the agency about the
performance of its oversight functions (for example, the via the issuance of directions
to inquire or not to inquire into particular matters). Rather, the concept of
independence also extends to the conferral of discretion on the agency to set its
oversight priorities so that it can target the areas which it has identified as being of
highest risk (while acting within its statutory remit, and being subject to applicable
public governance and accountability mechanisms).
196. Presently, the Ombudsman is required to conduct periodic inspections under multiple,
individual statutes conferring surveillance and other investigative powers on law
enforcement agencies. 57 It would be preferable if the Ombudsman had a more
general inspection power under the Ombudsman Act 1976 (Cth) (Ombudsman Act),
which gave it discretion to conduct inspections of all aspects of agencies activities
under or in relation to the ESA, on the basis of identified risk and priority at a
particular point in time. There would not be prescription as to the individual matters
which must be examined, the intervals of inspections, or itemised requirements for
the contents of reports on those inspections.
197. A broader and more flexible inspection function could potentially be modelled on the
standing inspection function in section 9A of the Inspector-General of Intelligence and
Security Act 1986 (Cth) (IGIS Act) with any adaptations which may be necessary for
law enforcement oversight, as distinct to intelligence oversight. (Section 9A of the
IGIS Act empowers the IGIS to conduct such inspections of intelligence agency
activities as the IGIS considers appropriate for the purpose of giving effect to the
objects of the IGIS Act.)
198. One particular advantage of a standing inspection function along the lines supported
by the Law Council is that it would give the Ombudsman discretion to undertake
‘thematic’ inspections rather than individually inspecting warrant instruments. This
might include, for example, the discretion to conduct an inspection of a particular law
enforcement operation which used multiple warrant types or other forms of
authorisation. Or it might cover a thematic inspection of an agency’s practices, over a
period of time and across multiple operations, in relation to the exercise of a particular
power, or its governance arrangements more generally as informed by activities done
in the course of multiple operations.
199. A further advantage of a flexible, standing inspection function is that it could provide a
mechanism to identify potential compliance risks at an early stage, before they
materialise, and thereby avert the need for major remedial action, or the
commencement of formal investigations ‘for cause’. In this regard, a standing
inspection function could more effectively leverage independent operational oversight
as a means of facilitating continuous improvement and best practice by law
enforcement agencies in the exercise of their surveillance powers, rather than such
oversight focusing solely on the ex post facto identification of instances of noncompliance. (To avoid doubt, the latter form of oversight would nonetheless remain
an important assurance mechanism, and a catalyst for remedial action where
required, but would be complemented by the broader objectives outlined above.)
200. In addition, a more flexible standing inspection function as proposed above could
potentially provide a clearer statutory basis for Ombudsman staff making less formal
information requests from agencies on a ‘day-to-day’ basis. That is, the concept of an
‘inspection’ would not necessarily need to be limited to a single, formal oversight
operation. Rather, routine requests to law enforcement agencies for information, or
57

See, for example: TIA Act, Part 2-7 and Chapter 4-A; and SDA, Part 6, Division 2.
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dialogue about proactive disclosures made by those agencies, could be taken to be
‘inspections’ and thereby explicitly covered by a statutory function in the Ombudsman
Act, and the associated powers and immunities.
201. For this reason, as well as in the interests of facilitating efficiency and legal certainty
more broadly, it would be important for the Ombudsman to have appropriate powers
of delegation to their staff in relation to an inspection function and its associated
powers (such as entry to premises and access to information systems for the purpose
of conducting inspections).
Oversight of matters additional to agencies’ legal compliance
202. It would also be preferable for the Ombudsman’s inspection and investigation
functions to explicitly extend beyond strictly assessing matters of legal compliance
with applicable statutory requirements, so that matters relevant to what could broadly
be described as the ‘propriety’ of agencies’ activities can also be examined.
203. Illustratively, such matters might include:
•

consideration of an agency’s activities, practices and policies in relation to
legal risk management;

•

the identification of opportunities for better practice (notwithstanding that no
findings of non-compliance are made); and

•

assessing agencies’ analytic integrity in relation to the intelligence or
evidentiary case relied upon as the basis for warrant applications, or activities
carried out under or in relation to warrants.

204. The Law Council notes that section 8 of IGIS Act uses the undefined term ‘propriety’
to denote such matters. The Commonwealth Ombudsman may have views on how
best to describe these broader oversight functions under its own governing
legislation. The precise selection of statutory terminology is less important than
ensuring its substantive coverage of matters additional to an assessment of strict
legal compliance, in the nature of those described above.
Modernisation of the Ombudsman’s governing legislation
205. In addition, the Law Council is supportive of a more general review of provisions of
the Ombudsman Act, as part of the process of developing the ESA and necessary
consequential amendments to other Acts, to ensure that they are adapted to
contemporary circumstances, including with respect to oversight of electronic
surveillance.
206. Similar ‘modernisation type’ reforms to the IGIS Act are currently before the
Parliament in the Intelligence Oversight and Other Legislation Amendment (Integrity
Measures) Bill 2021, to enhance the ability of the IGIS to conduct effective oversight
of an additional four agencies, as is also proposed in the latter Bill.
207. For example, the Law Council has previously supported the removal of the power of
the Attorney-General under subsection 9(3) of the Ombudsman Act to issue
certificates to the Ombudsman which prevent that office from accessing specified
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information on certain public interest grounds, including on the basis of national
security. 58
208. It may be that the Ombudsman has identified further opportunities to update and
streamline provisions of its governing legislation, which are relevant to the effective
oversight of electronic surveillance powers, through its extensive operating
experience.
209. Anecdotally, the Law Council is not aware of any whole-of-statute reviews and
associated amendments of the Ombudsman Act having been undertaken since its
enactment in 1976, with a view to ensuring that the overall statutory oversight
framework is adapted to efficient and effective oversight in contemporary
circumstances. The development of an ESA may be an appropriate trigger point to
consider these matters, or at least the most pressing issues, given the particularly
intrusive nature of the law enforcement investigative powers subject to oversight.
Oversight of State and Territory agencies exercising powers under the ESA
210. The Law Council considers that there would also be value in examining whether it
would be possible for the Commonwealth Ombudsman to perform oversight of the
activities of State and Territory law enforcement agencies, in the exercise of powers
under a new, Commonwealth ESA. This could prevent the fragmentation of oversight
and ensure consistency of approaches to oversight, especially in the context of
overseeing joint Commonwealth-State/Territory law enforcement operations. 59
211. The Law Council appreciates that such a proposal may raise constitutional and
practical issues, which would be worthy of further exploration as part of the present
law reform process. It suggests that, as a minimum, provision should be made for
flexible and rapid information-sharing, the conduct of joint oversight activities, and
transfer of matters between Commonwealth and State or Territory Ombudsmen and
other relevant oversight agencies (both Commonwealth and State or Territory) to
make such oversight as seamless and consistent as possible. Those provisions could
be supported by administrative protocols in the nature of memoranda of
understanding between oversight bodies, to provide clarity and certainty to agencies
and the public about the division of responsibilities.
Relationship with Parliamentary oversight bodies
212. Consideration could also be given to whether the Ombudsman should have a formal
statutory relationship with the PJCIS, given that the latter committee has
parliamentary oversight related responsibilities for the AFP, which are capable of
covering the exercise of electronic surveillance powers in relation to security offences
and preventive powers relevant to terrorism. 60
213. For example, consideration might be given to amending section 30 of the Intelligence
Services Act 2001 (Cth) to provide that the PJCIS can request briefings from the
Ombudsman from time-to-time (noting that equivalent provision is currently made in
section 30 relation to briefings from the IGIS, in addition to relevant operational
agencies and the Department of Home Affairs). Consequential amendments to the
permitted disclosure provisions in the Ombudsman Act may also be needed to ensure
See, for example, Law Council of Australia, Submission to the PJCIS Review of the Intelligence Oversight
and Other Legislation Amendment (Integrity Measures) Bill 2021, (March 2021), 15-16 at [42]-[43].
59 This was also the preference of the Richardson Review, at recommendation 129. See also: Unclassified
Report, Vol 3, (December 2019), 432-433 at [31.11]-[31.17].
60 Intelligence Services Act 2001 (Cth), paragraphs 29(1)(baa)-(bac) and (be)
58
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that information could be shared for the purpose of briefing the PJCIS, subject to
privacy laws and compliance with Commonwealth information security obligations.

Reporting and record-keeping
214. Questions 32 and 33 of the Discussion Paper seek stakeholder views on options to
simplify and reduce the administrative burden of record-keeping and reporting or
notification obligations, in relation to the exercise of powers under a new ESA. The
commentary in the Discussion Paper focuses particularly on the issue of notification
requirements to oversight bodies, such as the IGIS and Ombudsman, when certain
powers are exercised. The Law Council’s response to these questions provides some
general observations on this matter.
215. The Law Council understands the desire for oversight bodies to be informed promptly
when certain powers are exercised, generally those of a particularly high-risk or
otherwise extraordinary nature, so that they can focus oversight attention on those
matters, where they consider it appropriate to do so. However, the Law Council also
appreciates that rigid and extensive statutory notification obligations can impose a
significant burden on both investigative agencies to comply with those notification
obligations, and the relevant oversight bodies in processing notifications received.
216. One potential statutory design option to balance these interests could be the conferral
of delegated legislative power on oversight agencies, to make instruments setting out
notification requirements (supported by an obligation on agencies to comply with
notification requirements specified in the rules). Provisions could be crafted to ensure
that there is appropriate consultation on proposed instruments before they are made,
and for their publication, possibly via their registration as legislative or notifiable
instruments under the Legislation Act.
217. A further statutory design option to reduce the administrative burden could be to draft
provisions requiring notification in a way which would enable those requirements to
be satisfied by the agency granting the relevant oversight body with remote access to
their electronic databases (if this is agreed to between the agency and oversight
body). This could potentially also enable the use of automated, system-generated
alerts to bring matters to the attention of the oversight body as a user of the relevant
information system. The option to fulfil notification obligations in this manner may be
particularly helpful if there are high volumes of notifications during periods of
significant operational activity.

Oversight of related sources of authority
218. The Law Council also considers that independent oversight functions in relation to
electronic surveillance powers should be sufficiently broad and flexible, so that they
cover the exercise of powers under multiple, interdependent sources of authority in a
single operation (not all of which will be electronic surveillance powers).
219. Associated notification and record-keeping requirements under the new ESA should
similarly be required to identify interdependencies between different instruments
authorising the exercise of investigative powers.
220. For example, a law enforcement operation could conceivably involve combinations of
the following kind, all of which should fall within the remit of the relevant oversight
body, and associated notification and record-keeping requirements relevant to the
exercise of electronic surveillance powers:

Electronic Surveillance Reforms: Submission on Discussion Paper

45

•

the conduct of a controlled operation online, which might also require the use
of remote computer access and account takeover powers, to enable
participants in a controlled operation to seize control of a person’s online
account (such as a social media account or an account hosted on the ‘dark
web’) and pretend to be that person, for the purpose of engaging with others
who are under investigation, in order to obtain evidence of suspected
offences;

•

the issuance of a computer access warrant to covertly and remotely access
data held in a computer, which might also require the use of compulsory
industry assistance powers under Part 15 of the Telecommunications Act to
compel a communications provider to render technical support in extracting
the electronic data being targeted under the computer access warrant, and
rendering it into an intelligible form; and

•

the issuance of a search warrant in relation to particular premises, which
authorises the seizure or temporary removal of a communications device
found on the premises, such a smartphone or tablet. It may be that a
compulsory assistance order is sought and issued under section 3LA of the
Crimes Act 1914 (Cth) to compel the owner of the device to provide the
passcode or biometric authentication which unlocks the device, to enable law
enforcement to access relevant data held on, or accessible from, that device.

221. The relevant oversight functions should also invest the oversight body with discretion
to examine, as it considers appropriate, the combined impact of multiple powers in
relation to a target (whether by the same agency, or multiple agencies).

Part 6: Working together: industry and government
222. The Law Council has no specific comment on questions 34-36 in Part 6 of the
Discussion Paper, which are directed primarily to communications industry
participants.
223. However, the Law Council makes the general observation that the principles of
transparency, certainty and consultation will be particularly important in relation to the
design of this aspect of a new ESA. Similarly, the prioritisation of a graduated
approach to regulation, which places primacy on cooperation in the first instance
before compulsory powers are exercised, will be an important element of any new
legislation.
224. Consideration should also be given to providing comprehensive statutory protections
from legal liability to all personnel of a communications provider (including related
companies), who act in good faith and without negligence to comply with a regulatory
obligation under the new regime.
225. It would also be important to ensure that appropriate provision is made for costsharing and dispute resolution, including external merits review in respect of
regulatory decisions that have a significant adverse impact on regulated entities.
226. Recent Law Council submissions to the (then) Security Legislation Amendment
(Critical Infrastructure) Bill 2020 provide further details of the Law Council’s position
on such design principles, which also have application to a new ESA. 61

See generally: Law Council of Australia, Submission to the PJCIS Review of the Security Legislation
Amendment (Critical Infrastructure) Bill 2020, (February 2021).
61
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Part 7: Interaction with other legislation and reviews
227. The Law Council supports the approach outlined in the Discussion Paper, to closely
align the process of developing an ESA with the processes of responding to, and
implementing, recommendations of other parliamentary and independent reviews,
including those listed at page 74 of the Discussion Paper.
228. Ideally, the ESA project will be as comprehensive and coordinated as possible in
relation to all outstanding reviews, so that all recommendations with implications for
electronic surveillance laws are dealt with either under the ESA, or in parallel
legislative reforms which apply consistent policy principles to ensure interoperability
with the ESA.

Reviews of Part 15 of the Telecommunications Act
229. The Law Council considers that it will be especially important to align the
development of an ESA with the development and implementation of government
responses to the reviews by the third INSLM and the PJCIS of the industry assistance
regime in Part 15 of the Telecommunications Act.
230. Under the industry assistance regime, electronic communications providers, and
others in the communications supply chain, can be compelled to provide technical
assistance to law enforcement agencies or ASIO to execute surveillance warrants.
This reflects that the industry assistance regime is specifically designed to work in
tandem with legislation conferring authorisation to exercise electronic surveillance
powers.

PJCIS reviews: data retention and press freedoms
231. The specific questions 37(a)-(d) at page 76 of the Discussion Paper deal primarily
with recommendations of the PJCIS in its reviews of the mandatory data retention
regime in the TIA Act, and the impact of investigative powers on press freedoms.
232. As noted in the above responses to Part 4 of the Discussion Paper, the Law Council
continues to support implementation of the relevant recommendations of the PJCIS in
these reviews.
233. Further, questions 37(b) and (c) of the Discussion Paper raise some issues additional
to the relevant PJCIS recommendations. The Law Council considers that:
•

In response to question 37(b) concerning balancing reporting
requirements against the protection of sensitive law enforcement
operations—the Law Council continues to support consideration of deferred
reporting requirements, on the basis of disclosure being likely to cause
significant prejudice to an extant operation or other national interests, rather
than absolute exceptions. 62

•

In response to question 37(c), concerning the issue of whether a
framework of public interest advocates who act as ‘contradictors’ in
warrant applications should be limited to investigations targeting
journalists—the Law Council considers that there is scope to establish a
regime of public interest advocates to operate in broader circumstances, so
that an issuing authority has the discretion to consider whether they would be

62 Deferred reporting requirements already apply in relation to control order information. See, for example: TIA
Act, section 103B.
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assisted by such an advocate acting as contradictor in relation to a particular
warrant or authorisation request.
The Law Council acknowledges that the PJCIS, in its press freedoms inquiry,
recognised that journalists were a special category of case which merited a
dedicated statutory mechanism for the appointment of public interest
advocates in relation to warrant applications which targeted them for
investigation. However, the PJCIS was necessarily constrained by its terms of
reference to specifically examine the impact of electronic surveillance powers
on the media (and, in particular, the investigation of journalists on suspicion of
official secrecy offences constituted by their receipt, use and disclosure of
official information, provided to them by confidential sources). The PJCIS did
not reject the possibility that there may be other categories of case in which a
public interest advocate regime may be desirable.
234. As a related matter to the above point on public interest advocates, consideration
might also be given to arrangements for issuing authorities to access independent
experts in the course of determining warrant applications, to provide advice about
specific proposed surveillance technologies.
235. Such independent assistance could aid the issuing authority in ascertaining, and
testing claims from the agency applicant about, the scope of anticipated privacy
impacts; and the technical feasibility and likely effectiveness of any proposed
minimisation techniques to avoid ‘over-collecting’ outside the scope of the warrant.
Given the specialist advisory nature of this role, the Law Council regards it as distinct
from that of a public interest advocate.

Data disruption, account takeover, and network activity warrants
236. The Law Council notes that the SLAID Act conferred additional, and novel, electronic
surveillance powers on law enforcement agencies, some of which were not
recommended by the Richardson Review. These new, warrant-based powers are:
•

Data disruption warrants, which authorise law enforcement agencies to
disrupt the transmission of data to, or from, a computer, with a view to
frustrating the commission of an offence (rather than merely obtaining
evidence to support arrest, charge and prosecution, although information
obtained under such warrants could be admissible in evidence, in the absence
of a specific exclusionary rule); 63

•

Account takeover warrants, which authorise law enforcement agencies to
‘lock out’ the user of an online account, for the purpose of taking control of it,
in connection with the investigation of an offence; 64

•

Network activity warrants, which authorise law enforcement agencies to
gain remote access to data held in computers, for the purpose of collecting
criminal intelligence rather than investigating a specific offence (with the
‘trade-off’ being that information obtained under such warrants is inadmissible
in evidence in subsequent criminal proceedings). 65

237. The Discussion Paper does not provide detailed commentary on a proposed
approach to incorporating these powers into a new ESA. However, the Law Council
anticipates that these powers would be incorporated into an ESA, given their present
SDA, Part 2, Division 5.
Crimes Act, Part IAAC.
65 SDA, Part 2, Division 6.
63
64
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location in the SDA. (Recommendation 75 of the Richardson Review called for the
repeal of the SDA and its replacement with a new ESA.)
238. The Law Council notes that a significant number of amendments recommended by
the PJCIS in its August 2021 advisory report on the originating Bill remain
outstanding. These cover important matters including:
•

issuing authorities, which the PJCIS considered should be limited to superior
court judges for data disruption warrants; 66 and

•

issuing thresholds, which the PJCIS considered should make explicit provision
for matters of necessity and proportionality, especially as regards potential
adverse impacts on third-party non-suspects who may use or be reliant on the
computer or accounts being targeted. 67

239. The Law Council submits that there is a pressing need to address these outstanding
PJCIS recommendations in the ESA, rather than awaiting future reviews of the
operation of the SLAID Act amendments.

Search warrants
240. The Law Council notes that search warrants can authorise both law enforcement and
intelligence and intelligence agencies to undertake various actions on computers
found on warrant premises. This includes using the relevant computer to access
relevant data being targeted, and temporarily removing the computer from
premises. 68 Mandatory assistance orders can also be obtained to compel persons to
render assistance in gaining access to a computer. 69
241. The Law Council suggests that consideration is given to consequential amendments
to these provisions, which would harmonise them with amendments to remote
computer access powers under a new ESA, where appropriate (noting that search
warrants are generally overt to the occupant of premises, whereas remote computer
access is generally covert). In particular, many of the observations in the Discussion
Paper would also have application to search warrants seeking access to data on the
computers of telecommunications services.

Evidentiary certificates relevant to electronic surveillance powers
242. Existing electronic surveillance legislation contains several provisions authorising the
issuance of evidentiary certificates, in relation to the acts done by communications
providers (such as telecommunications carriers and others in the communications
supply chain) to comply with regulatory obligations, such as the acts undertaken to
give effect to an interception warrant issued to a law enforcement agency or ASIO. 70
243. Currently, these certificates are generally of a conclusive nature, meaning that the
matters specified in those certificates are taken to be conclusive evidence, which is
not generally open to challenge, including via the cross-examination of the person
who issued the certificate about the matters specified therein.

PJCIS, Advisory Report on the SLAID Bill, (August 2021), recommendation 9.
Ibid, recommendation 28.
68 See, for example, ASIO Act, subsection 25(5); and Crimes Act, subsections 3F(2A)-(2D).
69 See, for example, ASIO Act, section 34AAD; and Crimes Act, section 3LA.
70 See, for example, TIA Act, subsection 18(2) and Schedule 1, clause 161.
66
67
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244. The Law Council remains of the view that such certificates should be of a prima facie
character, which would make it possible for a party to proceedings to adduce
evidence which tends to disprove the matters specified in the certificate. 71 The prima
facie character of evidentiary certificates, in relation to acts done to give effect to
surveillance warrants, will be particularly important if the ESA is expanded to cover a
wider range of communications providers than telecommunications carriers and
carriage service providers, as is suggested in Part 3 of the Discussion Paper. 72
245. The Law Council considers that revision of the status of evidentiary certificates, to
that of a prima facie character, is a necessary incident of the changing and diverse
nature of communications technologies. That is, the existing, conclusive character of
evidentiary certificates under the TIA Act was premised on ‘copper wire, fixed line
telephony’, with the result that there was essentially only one form of technical
interception capability at the time the provisions were enacted. This circumstance
understandably cast doubt on the utility of requiring a carrier or carriage service
provider to appear routinely in legal proceedings in which intercept information was
adduced in evidence, to give evidence and be cross-examined about their actions to
give effect to the underlying interception warrant. There was arguably a stronger
justification for the conclusive nature of evidentiary certificates in those
circumstances.
246. In contrast, the wider range of communications technologies presently available,
together with the proposal to extend the ESA to a wider range of communications
providers, means there will be significant variation in the acts done to give effect to a
warrant or authorisation permitting an agency to access to content or non-content
information for investigative purposes.
247. This, in turn, creates a more significant possibility that there could be disputes about
the following matters—which may arise in the course of criminal proceedings, in
which a defendant seeks to challenge the admissibility of evidence obtained via the
exercise of electronic surveillance powers:
•

what was, in fact, done by a communications provider to give effect to a
warrant; and

•

whether the activities of the communications provider may have:
-

exceeded the scope of authority under the warrant; or

-

otherwise compromised the integrity of the relevant information, which is
subsequently adduced in evidence in criminal proceedings.

248. The Law Council remains of the view that the interests in ensuring a fair trial or
hearing—particularly in the context of criminal prosecutions, as well as applications
for extraordinary preventive orders in terrorism cases (such as control orders and
post-sentence orders)—would be best served via the designation of evidentiary
certificates as being of a prima facie character.
249. The Law Council appreciates the desire to avoid the diversion of judicial resources,
and imposing unnecessarily on communications providers, which may arise if these
persons were routinely required to attend court and give evidence about
uncontroversial activities done to support the execution of a warrant. This objective
supports the retention of a regime of evidentiary certificates in respect of these
See further: Law Council of Australia, Submission to the PJCIS Review of the Telecommunications
Legislation Amendment (International Production Orders) Bill 2020, (May 2020), 57-58 at [222]-[227].
72 As is the case for the IPO regime: Ibid, 57 at [226].
71
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matters. However, it does not follow that those certificates must be of a conclusive
character. Rather, the Law Council submits that an ability to issue prima facie
evidentiary certificates, combined with the inherent powers of courts to manage their
proceedings, would provide an adequate safeguard against the risks of unreasonably
diverting judicial resources, or imposing an undue burden on communications
providers.
250. The establishment of a prima facie evidentiary certification regime would balance
legitimate objectives in facilitating expediency with the equally legitimate objective of
ensuring that controversial matters are able to be subject of challenge, in those cases
in which contrary evidence exists. Importantly, any proposed challenge to matters
specified in a prima facie evidentiary certificate would be conducted under judicial
supervision, with the benefit of submissions from parties.

Electronic surveillance powers in connection with preventive
orders relevant to terrorism
251. The Discussion Paper does not appear to provide detailed proposals about the
regulation of the electronic surveillance powers which are exercisable by law
enforcement agencies for the purpose of monitoring a person’s compliance with the
conditions of a preventive order relevant to terrorism, such as a control order or postsentence order made under Part 5.3 of the Criminal Code. 73
252. The Law Council notes that recommendation 91 of the Richardson Review supported
the continued availability of electronic surveillance powers for these purposes
(although the report of that review pre-dated the enactment of the extended
supervision order regime in Division 105A of the Criminal Code in December 2021).
However, the Richardson Review did not appear to comment specifically on
applicable authorisation thresholds or other requirements for surveillance warrants
directed to these purposes.
253. Accordingly, the question of issuing thresholds, levels of authorisation, and
subsequent use of such information would also require specific consideration as part
of the development of an ESA.
254. As a general comment, the Law Council suggests that the design of legislation
governing the exercise of powers directed to these purposes should be the subject of
specific and separate consideration. It should not be conflated automatically with the
framework for powers directed to the investigation of offences or the collection of
security intelligence.

73

See, for example: TIA Act, subsections 46(4)-(8) in relation to interception.
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