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The Information Technology Industry Council (ITI), appreciates the opportunity to submit the 

following comments in response to Australia . 

About ITI 
ITI is the premier advocate and thought leader in the United States and around the world for the 

information and communications technology (ICT) industry, and represents leading companies from 

across the ICT sector, including hardware, software, digital services, semiconductor, network 

equipment and Internet companies. The tech industry shares the goal of improving cybersecurity, 

 this area. Our members 

are global companies with complex global supply chains as well as robust security solutions for 

products and services. We look forward to bringing global best practices to this discussion in order 

to support Australia in developing its 2020 cybersecurity strategy.  

Overview 
The ICT industry has long maintained that efforts to improve cybersecurity, including supply chain 

security, must be based on effective risk management of a dynamic and ever-evolving set of 

threats. Cybersecurity is not an end state, but rather a continuous process of protecting the global 

digital infrastructure and its users. No sector of the economy is without some inherent risk, 

whether that is the result of a natural disaster, a malicious automated attack, or simple human 

error. As cyber and supply chain attacks become increasingly sophisticated, the adoption of 

comprehensive risk management strategies is critical for organizations of all sizes and across all 

sectors, particularly those managing complex global supply chains. By integrating technologies, 

people, and processes into an overall risk management framework, limited resources can be most 

efficiently focused on where the need is greatest. We must consider the large and growing number 

of threats and the number of ICT products and services ICT companies globally in order to 

understand the scope of the risks that must be managed and the associated policy challenges.  

 Strategy. 

We agree with the priorities identified in the 2020 Cybersecurity Strategy, and particularly 

appreciate the focus on increasing public-private partnerships (PPPs). In our comments below, we 

also provide recommendations on cyberthreat information sharing, coordinated vulnerability 

disclosure, cybercrime, supply chain security, cyber hygiene and education, encryption, and 

international engagement.  












