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1 Introduction

This paper responds to the 2023-2030 Australian Cyber Security Strategy, by providing
insights to posited questions, 2(d), 7, and 9, with empirical data that can be used to
inform decision-making on ways forward for Australian Cybersecurity [9].

This submission was prepared by Elinya Dyer, a domestic undergraduate student study-
ing a double degree in Computer Science (Cybersecurity) and Law, at Swinburne Uni-
versity of Technology. It was prepared under the supervision of Dr Pei-Wei Tasi, and
Professor Jun Zhang, both of the School of Science, Computing and Engineering Tech-
nologies, at Swinburne University of Technology.

The submission builds on research completed for a summer project entitled “Policy and
Cybersecurity Attack Tangling Trajectory Analysis”, funded by the School of Science,
Computing and Engineering Technologies, at Swinburne University of Technology.

Swinburne’s cybersecurity community, led by Professor Jun Zhang, has significantly im-
pacted cybersecurity education and research in recent years. For example, the Cyber
Academy, in collaboration with Deloitte, aims to address the cybersecurity skills gap in
Australia. This initiative has received an overwhelming response. We have introduced
a new Bachelor of Cyber Security program to cater to the growing demand for cyberse-
curity professionals worldwide. Swinburne is proud to have hundreds of students with
a focus on cybersecurity. We are also spearheading the Emerging Technologies gradua-
tion program, funded by the Australian government and designed to enhance Australian
cybersecurity capabilities for digital transformation. Our esteemed faculty members,
Prof. Yang Xiang and Prof. Jun Zhang, were recognised leaders in cybersecurity by The
Australian in 2021 and 2020, respectively. The Australian also acknowledged Swinburne
as the leading cybersecurity research institute in 2021.
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2 Question 2(d). Should Australia consider a Cyber Security Act, and
what should this include?

As of early 2023, Australia does not have a comprehensive and unifying cybersecurity
act. The nation’s cybersecurity legislation is dispersed across a myriad of legal domains,
resulting in a fragmented regulatory landscape. At present, in the federal jurisdiction
alone, multiple legislative instruments govern areas including data privacy, surveillance,
infrastructure security, and cybercrime. The absence of a unifying cybersecurity act has
prompted the government to introduce a patchwork of legislation, that has resulted in
a splintered cyber legal environment.

The 2023 Australian Cybersecurity Strategy identifies that there may be a need for a
compelling framework that introduces a single cohesive framework to guide how govern-
ment and the general public should respond to looming cybersecurity challenges [9]. This
unified framework could consolidate a bulk of laws under a single, cohesive umbrella, sim-
plifying the compliance processes and ensuring a consistent approach to cybersecurity
across various industries.

The challenge lies in determining the scope of this unified Act. There are many policy
goals that should be worked for when implementing cybersecurity legislation, these in-
clude data protection and privacy, protecting critical assets, prevention, identification,
and interference with cyber threats, and preventing cybercrime. Ideally, a Cyberse-
curity Act could replace existing legislation in all of these areas, including replacing
existing legislation such as the Privacy Act, and the Security of Critical Infrastructure
Act [1, 3].

Nonetheless, replacing the larger, stronger pieces of existing legislation through incor-
poration could potentially prove to be an unnecessary application of policy. A more
strategic approach might be to focus the cybersecurity act on consolidating smaller,
more nebulous cybersecurity protections currently dispersed across multiple pieces of
legislation. This would not only enhance the efficiency of the legal framework but also
promote a more coherent and unified system for addressing cybersecurity concerns.

It would be highly beneficial for the Cybersecurity Act to strive for future-proofing. The
field is inherently complex, and determining the relevance of various technology-related
laws involves navigating gray areas, particularly where emerging technology is concerned.
To ensure the Act’s longevity, it should carefully consider emerging technologies and
their potential implications on cybersecurity. This includes forward-thinking on how
to address challenges of the future including issues related to artificial intelligence, and
quantum computing, which could significantly impact the cybersecurity landscape down
the line. By including provisions that are able to cope with emerging technologies, the
Act could help to put Australia at the front of the cybersecurity legal landscape.

It is a good idea for Australian policymakers to work towards the implementation of a
Cybersecurity Act that consolidates existing legislation, where necessary, and addresses
the diverse challenges of cybersecurity across various sectors, while remaining adaptive
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to emerging technologies and the ever-changing threat landscape.

3 Question 7. What can government do to improve information sharing
with industry on cyber threats?

There is currently a dearth of high-quality Australian cyber-related data. This scarcity
of data aligns with a broader, previously observed, pattern of limited publicly accessible
cybersecurity data [6]. This lack of data hampers the efforts of cybersecurity researchers,
preventing accurate analysis, and potentially leaving Australia more vulnerable to cyber
threats.

A properly informed research community is crucial for developing effective strategies to
protect the nation’s digital infrastructure and assets. The lack of data was particularly
evident when searching through Australian dataset databases, such as data.gov.au and
researchdata.edu.au, which surprisingly often produced few to no results for keywords
such as ”cyber” and ”cybersecurity”.

Although it appears evident that government-funded Australian cybersecurity organisa-
tions, such as the Australian Cyber Security Centre (ACSC) and Data61 are generating
cybersecurity datasets, these resources are not being made clearly accessible for broader
analysis by the research community [4, 11]. Given that organisations like the ACSC
collect high-quality data, and are able to provide snapshots of figures intermittently,
making available primary datasets should be considered to allow appropriate researchers
to understand the mechanistic causes of the breaches [4].

Currently, however, there are many limits on data accessibility. The reasons for this
limited access may include concerns over privacy, national security, or the proprietary
nature of the data, and balancing these concerns given the often covert nature of cy-
ber may prove difficult. However, without transparency and data sharing, it becomes
increasingly difficult for researchers to identify trends, vulnerabilities, and potential so-
lutions for enhancing cybersecurity in Australia [8].

Providing effective analysis and insight into topics using data science methods requires
high-quality input data. The Australian Code for the Responsible Conduct of Research
guidelines outlines that research data should be made available unless ethical, privacy,
or confidentiality concerns are apparent [10]. Although there are valid concerns over
the security of cybersecurity data, more work should be done to improve information
sharing by ensuring that cybersecurity data is safe to release.

To improve information sharing, it is recommended that improvements to cyber data
collection and availability be made, as the scope of a solution cannot be understood
without understanding the problem.
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4 Question 9. Would expanding the existing regime for notification
of cyber security incidents (e.g. to require mandatory reporting of
ransomware or extortion demands) improve the public understanding
of the nature and scale of ransomware and extortion as a cybercrime
type?

Enhancing the existing regime for notification of cybersecurity incidents could signifi-
cantly improve public understanding of the nature and scale of threats present in the
cyber landscape. Currently, in areas where mandatory reporting schemes are lacking,
such as ransomware or extortion demands, the absence of reliable data hinders efforts
to accurately assess and report on the scope of the problem. As a result, the public
remains under-informed about the true extent of these issues.

Mandatory reporting schemes are designed to compel organisations to disclose specific
incidents, such as data breaches and other cybersecurity events. These schemes have
strengthened Australian cybersecurity legislation by encouraging organisations to adopt
a more proactive approach. Introduced in 2017, the Notifiable Data Breach (NDB)
mandatory reporting scheme has proven to be an important source of data breach infor-
mation [2, 5], early similar observations have also been made for the Security of Critical
Infrastructure mandatory reporting scheme [7]. Extending the regime to encompass
mandatory reporting of incidents like ransomware and extortion demands could elevate
public awareness and comprehension.

Key advantages of mandatory reporting schemes include enhanced transparency, the
promotion of better security practices, and improved threat intelligence. Mandated
disclosures foster increased organisational transparency, which in turn builds trust and
accountability with clients. Further, mandatory disclosures incentivise organisations to
implement superior security practices, thereby avoiding the financial and reputational
costs often associated with disclosure situations. Notably, mandatory disclosures also
contribute to better threat intelligence, as most qualifying incidents are reported.

An analysis of the NDB data reveals the effectiveness of mandatory reporting in enriching
threat intelligence, as illustrated in figure 1. In the graph we see NDB data, plotted
in orange, is orders of magnitude higher than publicly reported ransomware incidents,
plotted in light blue. The disparity between these datasets can primarily be attributed
to their collection methods. The ransomware dataset comprises only publicly available
information, likely representing a small fraction of actual incidents. Conversely, due to
mandatory reporting requirements, the NDB dataset encompasses a vast majority, if not
all, of the data breaches that occurred within the specified time frame. Implementation
of a mandatory disclosure program for ransomware attacks would likely result in a similar
occurrence range to that observed in the NDB data.

These schemes supply authorities with accurate information on incident occurrences that
would otherwise be challenging to obtain, facilitating the proper allocation of resources
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Figure 1: Australian NDB Data vs Publicised Ransomware Attack Data 2017-2022

and the development of targeted security strategies. By incorporating ransomware and
extortion demands into the existing mandatory reporting framework, a better under-
standing of the prevalence and severity of these cybercrimes could be gained, improving
transparency. This expansion would enable authorities and organisations to better com-
prehend the scale of the problem and drive more effective efforts to combat ransomware
and extortion.

Other potential areas for expanding mandatory reporting could include vulnerabilities,
Internet of Things (IoT) devices, cloud systems, and incidents involving critical assets.
Addressing these areas would provide a more comprehensive view of the cybersecurity
landscape, fostering a safer environment for businesses, individuals, and the Australian
community. By improving public understanding and promoting collaboration among
organisations and authorities, expanded mandatory reporting schemes have the potential
to create a more resilient cybersecurity landscape in Australia.
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