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Executive Summary
1. Small businesses are time-poor andneedfit-for-purpose solutionswith simple

languageanda small numberofbasic, small steps tomake incremental
improvements.

2. TheCyberWardensprogrammeuplifts small businessesbyeducatingan in-house
"CyberChampion" similar to aWorkplaceSafetyO�cerbuildingcultural
competencies alongside technical know-how.

3. Given the resourcechallengesof small businesses,CyberWardensendorses the
Government statedgoal to shift the systemsburdenof cyber security to those
best able todosobut strongly advocates theneed for urgent small business
education andawareness support tomeet the increased riskof cyber-attacks
whilst systemchanges takee�ect.

1. Introduction
As specialists in small business cyber security education,CyberWardensenthusiastically
acknowledge thegovernment’s ambition for Australia tobeacyber-security superpower
by2030.

Australia’s entrepreneurial heart is comprisedof 2.3million small businesses. Small
business is our largest employer, takingon5millionpeople andcontributing$418billion to
Australia’sGDP.

Thegovernment has rightly recognised theneed to support Australianbusinesses,
particularly small businesses, inmeeting thecyber challenge.
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1.1. Unique cybersecurity threat to small business

While theonlineecosystempresents amyriadofopportunities for small businesses to
innovate andeconomise, it alsoelevates the riskof a cyber attack. Small businesses are
increasingly cognizant of the risk that cyber threatspose to their business, their financial
security, privacy and livelihoods. Recent high-profilebreachesofmajor corporations have
heightenedconcerns and reinforced the vulnerability facedby small businesses.

Formany small businesses, theboardroomand the family dining table areoneand the
same, increasing the vulnerability.While they areexperts in their ownbusinesses, they lack
time, resources, expertise andenergy tomanageaproblem theyare not familiarwith.

Small business seecyber security as anexpensive technical problem,misjudging the
threat aspurely technical
rather thancapability driven.
Ownersbelieve they lack IT
skills and resources to solve
theproblemand
underestimate their relative
vulnerability as too small to
matter.

Given 19outof 20successful
cyber attacks targetpeople,
meeting thechallengeof
small business cyber security
means investing in the
cyber-safemindset and
capabilities across the small
business landscape.
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1.2. Cyber Wardens mission

CyberWardens is aworld-first
initiativeof theCouncil of Small
BusinessOrganisationsofAustralia
(COSBOA), supportedbyan industry
alliance ledby Telstra andCommBank
anddeliveredby89DegreesEast to
build a cyber-safeworkforce
protecting small businesses from
online threats.

Our aspiration for Australian small
businesses tooperate in a cyber-safe
environment strongly alignswith the
Government's aspiration for Australia
tobeacyber security superpower
over thecomingdecade.

Bybolstering thecyber capabilitiesof
peoplewhowork in small business,we
make it easier for small business to increase their cyberposture,whichprevents attacks
andbuilds resilience to themwhen theyoccur. As anexample,more than 70%of rural and
regional small businessesdonot haveanoutsourced techprovider -whichmeans it is
critically imperativewehelp thembuild in-house skills.

AsAustralia's peakbody for small businesses,COSBOA has aproudhistoryof strong
advocacyon small business issues ranging from taxation andworkplace relations to
competition lawand retail tenancy.

For thepast 18months,COSBOAhasbeen responding to theconcernsof small
businesses around thecountrybyworking inpartnershipwith 89DegreesEast odevelop
this innovativepilot.CyberWardens is basedon significant consumer research toensure
theprogram is apurpose-built solution.

3



CyberWardens submission toAustralianCyberSecurityStrategy

1.3. Lessons from workplace safety

LeveragingCOSBOA’sgrassroots infrastructure and reputation tochangebehaviours,
CyberWardenswill be theonline versionof first aido�cersor fire safetywardens.Cyber
Wardenswill beequipped toprevent, prepare, fight andhelp recover fromacyber attack
or the theft of customerdataor intellectual property.

Just likeWorkHealth andSafetyo�cers help keepsmall business safe fromphysical
hazards,CyberWardens use the sameskills toprevent andprotect against digital threats.

Themodel draws strongparallels toAustralia's experiencebuildingphysically safework
environments.Major reforms to improveworkplace safety havebeenchampionedand
adoptedbyworkplace safetyo�cers. Tomeet theworkplace safety challengesof this
century,CyberWardenswill establish a frontlineof cyber security championscapableof
spotting hazards, reducing risks, andproviding theequivalent of cyber first aid.

CyberWardenswill complement
Australia’s growingpool of cyber
technical experts todrive cultural
changeandcyber-safemindsets in
Australia’s small business.

Havinga trainedCyberWardenwho
can identify andprevent a single
attackwould savea small business
$50,000onaverage.

Whilst the need is greatest in
resource-poor small businesses, the
roleof aCyberWardenwould
benefit companies and
organisationsof all sizes.
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1.4. Behavioural change requires whole sector action

Resource-poor, small businessescannotgo it alone. Small business facea supply chain
lockout thatwill detrimentally impactboth small and largebusinesses alike unless they are
supported tobuild their cyber capabilities.

CyberWardens is backedbyanallianceof Industry andGovernment supporterswhoare
committed tohelping small businessbuild their cyber-safecapabilities. CyberWardens is
seeking to furtherworkwith theGovernment toextend thepilot andcreate apathway for
small business cyber skills development.

Only together canwe impact sector-widechangeandprotect the small business supply
change.

1.5. Urgent small business assistance required

Cyber threats arebecomingmore frequent, sophisticated, andcostly for Australian
businesses.Cyber insurancecanhelpbusinesses and individualsmitigate thefinancial
impactof cyber-attacks anddatabreaches.However, premiums inAustralia range from
$1,500 to$60,000per year for small tomedium-sizedbusinesses andareoften hard to
access.

Given the resourcechallengesof small business,CyberWardensendorses the
Government statedgoal to shift the systemsburdenof cyber security to thosebest able
todoso. In the long term, thiswill providemeaningful changeandmake theoperating
environment safer for both small business andcustomers alike.

Initiatives that champion security bydesign, suchasdecoupling user logins fromactive
seat licencing inpricingmodels,wouldenablebetter implementationof small business
cyber security practices. These systems reformswill take time to impact andbenefit small
businesses,while the threat facedby small business is urgent.

Our research shows that 44%of small businesses have facedanonline security threat, and
that numberwill only increase.

By acting toexpand theCyberWardensprogram, theGovernment can rapidly scale a
purpose-built solution, ensuring theurgent roleof support and skills development to
complement systemchange.
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1.6. About this submission

The following submission specifically responds to six of theconsultationquestions.

Givenour experienceandperspective is anchored in small business,we start by
comprehensively responding toconsultationQuestion 15, focussingonhowgovernment
and industry canwork together to improvebestpractice knowledgeandbehaviours in
small businesses.

CyberWardenscould alsopartnerwith thegovernment toextend its reach into someof
theother areasoutlined in theconsultationpaper.CyberWardenscould help facilitate
bestpractice and information sharing (consultationquestions 6 and7) aswell as help
upskill and support Australia’sworkforce (consultationquestions 11 and 12).Once
establishedandwith the right support,CyberWardens iswell placed tohelp the
government address thesechallenges in the small business community.Wehavealso
outlined someother ideas in response to thesequestions, alongwith how toaddress
emerging technologieswhile at the same timepromisingnewsecurity-by-design
technologies (consultationquestion 19).

Our policy recommendation specifically outlines thegovernment support needed to
ensure theestablishedCyberWardensprogramcanhelp the small business community
manage its cyber security risks,with aparticular emphasis on keeping their data, and their
customer’s data, safe.

Key recommendation:

Agovernment investmentof up to$23millionwould result in at least 15,000Cyber
WardenSmall Businesses, supportedby50,000 trainedCyberWardens andadditional
awareness activities supportingmore than 1million small businesses and6million
Australians.
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1.7. Sector-wide endorsement

CyberWardens has strong support across the small business landscapeas a solution
designed tomeet thechallengesof small business cyber security education.

Matthew Addison, Chair COSBOA

“Small Business tell us that they hear aboutCyber Security risksbutdon’t knowwhat to
door if theycandoanything. They also tell us there is somuch information theydon’t
understand. COSBOAsupports action-basedbehaviour change information for small
business. COSBOA research andengagement has led to theCyberWardensmodel to
enableeducation andenhancedsecurity for thepeople in small business.”

Andrea Moody, Acting CEO, Family Business
Australia

“FamilyBusinessAustralia is proud to support
theCyberWardensProgram,webelieve this
initiativewill provide valuable trainingand
resources tohelp individuals andorganisations
protect themselves against cyber threats. As
family-ownedbusinesses areoften targetsof
these threats, it is crucial to educateour
members and thebroader community about
cybersecurity bestpractices.”

Amanda Linton CEO Institute of Certified
Bookkeepers (ICB)

“Bookkeepers facecyber threats themselves and see them in themanybusinesses
they support. ICBsupport the actionsproposed tochange thebehaviour of small
business to assist in their protection against cyber attack andalso their recovery
followingattacks. Small businessorientatedactions that canbe takenone stepat a
timeassistedby their trustedadvisors.”
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Simon Forster, Immediate Past President of DSPANZ

“Time-poor small businesseswill benefit fit-for-purpose solutionswith simple
languageanda small numberofbasic, small steps tomake incremental improvements
like theCyberWardensprogram.”

Scott Seddon, President, Independent Cinemas Australia

“Today’s cinemaprojectors arecompletely digital andare all operatedwithin secure
networks. If this securitywasbreached, theoperationofprojectors and screen servers
couldbedisruptedor evenpermanently damaged. In today’sworld,most cinemas
operate loyalty programs,most alsoo�er tickets and, inmanycases foodsalesonline.
IndependentCinemasAustralia is looking forwardwith enthusiasm to the rollout of the
CyberWardens Initiative as it has thepotential to allowmembers to actively protect
themselves from thecountless cyber security threats tobusinesseseverywhere, every
day.”

Sandy Chong, CEO Australian Hairdressing Council

“AHCwill be supporting andpromotingCyber
Wardens roleout, engagement anduptake to
ourmembers.Wehaveongoingconcerns
regardingcybercrimeandwantour industry to
bewell-informedandeducatedonbest
practice.

Wecanall be a target, AHCwants toensure
that every small business is preparedwith the
right information froma trusted source.”
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2. Small Business Cyber Security
2.1. Consultation question 15: Government and industry working
together to improve cyber security best practice knowledge and
behaviours.

Small businesses seecyber security as anexpensive technical problem, they
underestimate their relative vulnerability andbelieve they lack the IT skills and resources to
solve theproblem.Small business recogniseda 13% increase in cyber attacksduring2021.
43%ofcybercrime targets small businesses, andwhile 6outof 10 small businesses are at
serious cyber risk, they are not confident in their practices.

2.1.1. Researchfindings from the small business community

BetweenNovember andDecember 2022, 89DegreesEast conductedquantitative and
qualitative research activities, includinga surveyofmore than2,000Australianbusiness
owners (564) andemployees (1,553) aswell as focusgroupswith 18 small businessowners
(including8 sole traders).

The research found thatcyber is a critical concern, ranking second inorder (37%) to
energyprices (41%) andbefore interest rates andaccess tofinance (34%). 36%of all
participants stated they hadahighor very highconcern about the riskof a cyber security
attack.

Unfortunately, this level of concern is not currentlymatchedbyconfidence, knowledge
andpreparedness. At everypart of the journey -be it preparing for cyber risk, fightingan
attack, getting help, and recovering - small businessowners know they are
underprepared.Only 21%ofbusinessowners andemployees feel confident that they
knowhow tofight a cyber risk andhow to recover fromacyber attack.
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The researchquantifiedwhatwealready knewanecdotally - that cyber attacks are
becoming all too common in the small business community.44%ofparticipants had
experiencedacyber attackof somenature,with a close-to-even split betweenapersonal
cyber attack (29%) andbusiness-relatedcyber attack (22%).
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Views toward risks andconcerns relating tocyber attacks amplify significantly after an
individual has had their cyber security compromised.Whether that incident is personal or
professional in nature, it triggers a heightened interest andconcern in cyber security.
Unfortunately, this happensonce it is too late - an attack hasoccurred, data hasbeen
compromised, andany time that could havebeen spentonprevention is quickly chewed
upby recovery.

Thefindingson small business cyberposture areperhapsmorealarming thanwecould
haveanticipated.Whileweknow that small businesses struggle to implement a proactive
cyber posture, wedid not appreciate that halfwould havebasicpassword vulnerabilities
(only 53%haveconsistently turnedonMFA), andonly half haveabasicpracticeof not
sharingpasswords (54%consistently donot sharepasswords).Most small businesses
struggle to identify specificcyber security attacks, andonly a thirddemonstrate
behaviours consistentwith all of theEssential 8 cyber security behaviours.

Theoverwhelmingmajority (81%)ofparticipants are ready to take responsibility and
understand that cyber security is a challenge for all of us, not just something tobe left to IT
experts. A similarly overwhelmingmajority ofbusinessowners andemployees (85%) agree
that it’s important for businessowners toencourageacultureof cyber safety. Importantly,
these resultswereconsistent amongstbusinessowners andemployees.

Small businesses aremost concernedabout acyber attack resulting in a lossof customer
dataor personal information, hackers accessingcompanybankaccounts and lossof
companydata suchas financial information and intellectual property. Businesses
operating in the health care, caring and support services sector over profile for beingmost
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concernedabout the lossof customerdataor personal information (50%ratedfirst
concern). It is alsoworth noting that, for several participants, the idea that they hadprivate
client datawhichcouldbehackedonlydawnedon themas the focusgroupdiscussion
unfoldedbecause they hadnotpreviously turned theirminds to this issue.

Small businesses are increasingly aware that cyber safety needs tobeacultural skill for the
wholebusiness. Yet almost 1 in 2 small businessowners andemployees viewcyber as too
hard, prohibitive and toocomplicated tomaintain. There is also acommonmisconception
that SAASsoftwarewouldprotect them.

ResearchData

The ‘UnderstandingSmall Business&Cyber Security Report’wasundertakenby89
DegreesEast andconductedbetweenNovember andDecember 2022.
Thefindings aredrawn fromquantitative andqualitative research activities, including:

● a surveyofmore than2,000Australianbusinessowners andemployees. The
sample includedviews from564Australianbusinessowners and 1,553Australian
employees.

● focusgroupswith 18 small businessowners, including8 sole traders.

A copyof the rawdata is attached to this submission.

Fit-for-purpose solutions

It is not surprising that 4 in 5 small businessowners andemployersbelieve theCyber
Wardens initiativewill support them. This is especially trueof employees and female
founders.

There is anoverwhelming viewamongst small businesses thatquick incrementalwins are
essential for this time-poorgroup. Perfect is theenemyofgood for time-poor small
businessowners.

Prioritising small stepscanmakeabigdi�erence, and theCommonwealthGovernment
has a responsibility - andopportunity - to help small businessownersget the vital basics
right.
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Toomuchdetail will paralyse small businessowners. It is essential that education initiatives
are accessible and sca�old learningusingnon-technical language.

Small businessescan see that theCyberWardensprogramhelps themprotectmoney,
emails anddata,whichprotects their overarchingability tooperate. Somesawa
secondarybenefit in beingable topromote themselves as aCyber Safebusiness.

Themost favourable attributesof theCyberWardensprogramwere:

● Nocost, it’s free (53%)
● Makingcyber security easier for small business (49%)
● Helping to train teammembers to spot and stopcyber attacks (42%)
● Providingmobile learning, fast and in your pocket,when youhavefiveminutes (36%)
● Tailoring the solution asone that ismade for small business, by small business (36%)

Thefirst twoattributes listedabovewereevenmore favourable to female founders,with
71%notingnocost and63%noting that theprogrammakescyber security easier for small
businesses.

Mostparticipantswanted to learn thebasicsquickly, butwith theoptionof several tiers to
godeeper. Thepreferredapproachwasonehourperweekover fourweeks,with an
opportunity to further updateoncea year, givencybercrime is anevolvingchallenge. Small
businesseswith employees noted that a shorter courseof 45minutes couldbeuseful in
monthly teammeetingsor even social eventswhenemployeeparticipationcouldbe
incentivised.

2.2. Consultation Question 15a: Government equipping and enabling
small businesses to manage their cyber security risks to keep their
data and their customer’s data safe.
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TheCyberWardens infrastructure is built and ready to roll out, but government support is
required to scale this e�ort toone that has thecapacity and reach toestablish aCyber
Wardens Frontline in small businesses across thecountry.

This is important for small businesses and their customers, but also their broader supply
chains. A cyber attackonanypart of the supply chain canhavea ripple e�ect that can
disruptoperations andcausefinancial and reputational damage.

Acyber attackona supplier or vendor candisrupt theoperationsof theentire supply
chain, causingdelays in theproduction anddeliveryofgoodsand services, exposing the
exchangeof sensitive information, resulting in significant financial loss and reputational
damage.

Clearly, support for a cyber-secure small business community hasbroaderbenefits across
theeconomy.

Cyber reformsmust enable small businesses to thrive. This is not aboutburying them in a
weighty una�ordableprocess. Instead, reforms should simplify processes, provide
guidanceand support andmake it easier for them to implement robust cybersecurity
measures.

A three-year investment from theAustraliangovernment woulddeliver Australia’s first
small business cyber security frontline,madeupofemployees andowners from the
nation’s 2.3million small businesses. This investmentwould superchargebehavioural
change in homesandbusinesses acrossAustralia -with heightenedknowledgeandsafer
onlinepracticesembedded in the small business community culture.

Government support for this initiativewould help roll out theprogramacross thecountry.
Asdemonstratedbelow, theprogramcanbe scaled. Thegreater thegovernment funding
injection, thegreater reach theprogramwill achieve in that three-year period. A$23million
government investmentwould result in at least 15,000CyberWardenSmall Businesses,
supportedby50,000 trainedCyberWardens andadditional awareness activities
supportingmore than 1million small businesses and6millionAustralians.
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Policy recommendation:

$15 milliongovernment +
Industry Investment

$23 milliongovernment +
Industry Investment

Cyber Wardens Scaled eLearning Program + Resources Hub

National government and Industry Alliance and sponsorship

5,000+CyberWardenSmall Businesses 15,000+CyberWardenSmall Businesses

20,000+ trainedCyberWardens 50,000+ trainedCyberWardens

Behavioural change

400,000+small businessesmorecyber
aware

3millionAustraliansmorecyber aware
National Roadshow,
including 12events

Behavioural change

1million+ small businesses
morecyber aware

6millionAustraliansmorecyber aware
National Roadshow,
including24events

TheCyberWardensprogramcanalso support thegovernment as an informationconduit
to the small business community. For example,CyberWardenscouldplay an integral role
in supporting theactivitieswrappedup in consultationquestions six and seven.With the
right support andarrangements inplace,CyberWardenscould support thegovernment
byusingbestpracticeexamples in its eLearningmodules andbyalerting thenetwork to
cyber threats.
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2.3. Consultation question 6: Commonwealth government leading by
example.

Thegovernment needs toclearly, consistently andpublicly communicate that a
security-first approach should alwaysbeadopted,with security integrated into all aspects
of thedepartmentor agency's operations.

Public communications shoulddemonstrate that thegovernment is leading theway,
setting abenchmark that individuals and industriesmust follow.

Departments andagencies should share threat intelligencewithother entities in thepublic
andprivate sectors to helpbuild a stronger cybersecurity ecosystem.

COSBOA’s extensiveexperience in awareness andcommunity engagement campaigns
with small businessesconsistently demonstrates that awareness andeducation
campaignsmustbegrassroots andpeer-led if they are to haveameaningful impacton
small businessowners.

As notedabove,CyberWardens
couldbeaconduit for information
sharingwithin the small business
community.

TheAustraliangovernment can
require accreditation for those
working in cyber security in sensitive
industries. This can helpensure that
cybersecurity professionals have the
necessary skills andqualifications to
do their jobe�ectively. It can also
collaboratewithother governments
and international organisations to
developglobal standards for
cybersecurity education,
immigration, andaccreditation.
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2.4. Consultation question 7: Improve information sharing with
industry on cyber threats.

TheCyberWardensprogramcouldcertainly help share relevant information through its
extensive networks, but it is important to note that awareness campaignsmustbe
specifically directedat small business andbe tied topractical initiatives.

Cyber threats are continually evolving, and small businessesmaynotbeawareof the latest
threats and trends. Targetedawarenessprogramscanhelp small businesses stay up to
datewith the latest cybersecurity threats andhow tomitigate them.

Tyingcybersecurity awarenessprograms for small businesses topractical outcomes
provides actionable insights, helps allocate resourcese�ectively, demonstrates
measurable results,mitigates risk, andoutlines the returnon investment. By focussingon
practical outcomes, small businessescanbetter understandwhy they need toprotect
themselves against cyber threats and thrive in adigital age.

TheAustraliangovernment coulddevelopacomprehensive framework for information
sharingoncyber threats. This framework shouldprovideguidelines for sharing information,
define the scopeof information tobe shared, andestablish clear procedures for handling
and safeguarding sensitive information.CyberWardenscould formpart of the information
thread for thiswork.

Thegovernment could alsoo�er incentives toencourage industry to share informationon
cyber threats. For example, it couldprovidefinancial incentives, legal protection, or other
benefits tocompanies that participate in information-sharing initiatives.

Thegovernment could foster a cultureof trust betweengovernment agencies and
industrybyestablishingclear linesof communication, building relationships, and
demonstrating acommitment to transparency andcollaboration.

Thegovernment also has a key role inproviding resources that help industrybetter
understandcyber threats andhow toprotect against them, aswell as the importanceof
reporting threats in a timelymanner.

The foundationsof theCyberWardens infrastructure andeLearningalsopresent an
opportunity tocustomise thecorecontent intoother critical sectors, including the
not-for-profit sector, community clubs andeducation.

17



CyberWardens submission toAustralianCyberSecurityStrategy

2.5. Consultation questions 11 and 12: Supporting Australia’s cyber
security workforce and uplifting cyber skills beyond the broader STEM
agenda.

Democratisingcyber security in Australia requires related training that is accessible and
understandable toeverydaypeople, regardlessof their technical backgroundor
expertise.

Australia needsa tailoredapproach to improvingcyber skills beyond thegovernment's
broader STEM (Science, Technology, Engineering, andMathematics) agenda.While STEM
education is important for developinga strong foundation in technical skills, existing
programsoften fail toprovide the specific knowledgeand trainingneeded for a career in
cyber security.

It is also important toemphasise that training and access must be available to people
outside formal education, becauseweallmust operate as cyber secure individuals.

While largeemployers are already investing in cyber-skill awarenesseducation for their
employees, small business employeesdonot have the same level of access.

TheCyberWardensprogramdemocratises cyber learningbyapplying it across the small
businessworkforce in away that is applicable and implementable in aworkplace setting
but also relevant topersonal circumstances. It does not requireprior trainingor knowledge
andplaces apremiumonpracticalwork skills.

TheCyberWardensprogramhas thepotential toprovideapipelineof skilled studentswho
are ready todevelop their technical skills and join Australia's cybersecurityworkforceona
larger scale. It is verypossible thatCyberWardensprovide small business employees an
introduction to theopportunitiesof a cyber career that theywould not haveotherwise
knownexisted; this couldbeparticularly profoundamongst youngemployees.

Boosting thegeneral cyber literacyof small businessowners andemployerswill drive
cultural changeanddevelopcyber-safemindsets in Australia’s small business community.
Our research shows that the small business community urgently needs theCyberWardens
pathway to this positive transformation.
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2.6. Consultation question 19: An evolving strategy that is agile to new
and emerging technologies.

The legacybenefitsof theGovernment’s investment in scaling theCyberWardens
programwill apply toboth theprogramand thepeople.

In our researchwith small businessowners, itwas immediately apparent that thecyber
threatwouldevolve and thatCyberWardenswould needannual refreshers to respond to
emerging threats,much like first aido�cersdo.

Government investmentwould facilitate thedevelopmentof an annualCyberWardens
recertificationprogramdesigned to keep theprogramand its trainingup todate in a
rapidly evolvingcyber risk context. Thiswould allow for up-to-datemessaging, aswell as
information andbestpractice sharing.

Further, theCyberWardensdigital infrastructurewill supportminimoduleson
industry-specific andemerging technologies,whichwill facilitatedeeperdive and
extended learning.

Thenational networkofCyberWardenswill be regularly supportedwithongoing
communications toensure they arewell-informedonemerging technologies.

3. Conclusion
Small business is thepowerhouseofAustralia’s economy,makingupabout 98%of all
businesses andaccounting for around35%of thecountry'sGDP. Small businesses are
major employers in Australia, providing jobs for almost half of thecountry'sworkforce. This
createsemploymentopportunities for Australians andcontributes to theoverall growth
anddevelopmentofour country.

The small business sector is ready to stepup to thechallengeof reducing its cyber risk. It
seescyber security as awhole-of-society andwhole-of-business responsibility and
understands its people arebestplaced tomanage theelevated risk in their businesses
and their sectors.

TheCyberWardensprogramprovides a low-cost, user-friendly approach toequipping
the small business community in away thatdoesnot unnecessarily or unfairly burden them.
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TheCyberWardenprogramenables them to take responsibility and,with that, take
control.

TheCyberWardensprogram is establishedand ready togo. Throughour research,we
know that itmeets theneedsandexpectationsof small businessbut theprogram requires
government financial support if it is toe�ciently scale up tomeet theurgent need.

A$23milliongovernment investmentwould result in at least 15,000CyberWardenSmall
Businesses, supportedby50,000 trainedCyberWardens andadditional awareness
activities supportingmore than 1million small businesses and6millionAustralians.

CyberWardenscreates acyber-frontline across individual businesses, reduces their risk,
and saves themmoney, alongwith their customers and those in their supply chains. Having
a trainedCyberWardenwhocan identify andprevent a single attackwould savea small
business$50,000onaverage.
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