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Introduction

Thank you for the opportun ty to make a subm ss on on the proposed Ass stance and Access B 2018 (“B 7).
We note the re at ve y short t me frame ava ab e for subm ss ons and trust that subm ss ons rece ved w be
g ven due cons derat on.

Th's subm sson s on behaf of and jo nty authored by Future W se." We are a group of Austra an profess ona s
of var ed backgrounds who seek to promote deas wh ch mprove the ong-term d rect on of Austra a, partcuary
n the areas of techno ogy, hea th and educat on. More nformat on about Future W se s ava ab e on our

webs te.2 We are happy to prov de further c ar f cat on of any of the po nts n the subm ss on, or for one of the
authors to attend the hear ng n person f requ red.

Summary of Submission
Our concerns wth the B nc ude:

1. Its consttutona va dty, there be ng no c ear head of power that w support the scheme.

2. Despte assertons as to the need for the enhanced powers granted by the B , secur ty responses to
terror threats st need to be we ghed up as a necessary and proport onate response n ght of the
mperat ves of prvacy, transparency, and the overarch ng funct ona ty of encrypted on ne serv ces. The
atter va ues are not adequate y addressed nthe B .

3. The B exhbts overreach as to:

a. the purposes of the scheme, wh ch extend we beyond the secur ty concerns c ted;

b. those who are covered by the scheme, where the scheme s scope encompasses a most any
person broad y engaged n common uses of hardware and software;

c. the mandat ng of pr vate sector capab ty-bu d ng wh ch s not prox mate to an nstance of
a eged potenta harm, or act vt es that are suff c enty removed from harm as toca nto
quest on the urgency of the secur ty mperat ve.

4. Despte assertng a proh bton on backdoor systems, the scheme necessar y nvo ves creat on of
encrypt on backdoors. Further, there s no dentfed thresho d of s ngu ar backdoors wh ch co ectvey
wou d create a system. Thsw resut n unntended consequences that underm ne nformat on
securty.

5. The anguage of freedom s used to mask the coerc ve effect of the scheme wh ch s d s ngenuous at
best, and at worst, generates amb gu ty n the mean ng and operat on of the B .

6. There are nsuff c ent report ng and overs ght mechan sms to generate transparency.

The process of dec s on-mak ng acks accountab ty.

8. Penates are not proport onate or reasonab e.

' Th s subm ss on comp ements the jo nt subm ss on by the Austra an Prvacy Foundat on, D gta R ghts Watch,
E ectron c Front ers Austra a, the Queens and Counc for Cv L bert es, the New South Wa es Counc for Cv
L bert es, Access Now, and B uepr nt for Free Speech.

2 https://www.futurew se.org.au



The ssues dentfedwththsb and ts far-reach ng mpact on ctzens, ncud ng those who may unwttngy
become commun cat on prov ders, and the re at onsh ps between the government and these groups mean that
the B shou d at the very east, undergo a far more extens ve and r gorous d scuss on n the pub ¢ doma n. Of
part cu ar concern, the foundat on of the B es n the power of the government to command pr vate sector
decrypt on of nformat on. Desp te the assert on that the government has no nterest n underm n ng systems that
protect the fundamenta secur ty of commun catons ,® ths s exacty the ntent of the B . Even a snge nstance
of a backdoor underm nes nformat on secur ty that supports the on ne nfrastructure of government serv ces, the

market, and soc ety.*

Utmatey, provsons seekngtofo crmna actvty, ncudngthose nthe B ,w spawn new ways of hd ng
such act vty to work around the scheme—u t mate y reduc ng or negat ng the effect veness of the B . The
probem wthths sthatthe prce w be pad for by socety at arge, n havng a weakened nformat on secur ty
nfrastructure on wh ch contemporary serv ce de very, nc ud ng government serv ce de very, depends.

The government has not yet made the case that the ass stance and access prov ded for nthe B s necessary,
reasonab e, or proport onate, re y ng nstead on mere assert on. In ght of the mportance of encrypton n
contemporary government, economy, and soc ety more broady, the prem se of decrypt on s unacceptab e and
the scheme as t s artcuated nths B s fundamenta y fawed and shou d not be passed.

We address be ow the quest on of const tut ona ty as we as the fo ow ng spec f ¢ aspects of the B :
e |ts purpose
e Who s covered
e What s covered
e Decsonmakng

e Comp ance and enforcement

Constitutional Power

The Const tut ona power under whchths B s to be enacted s uncear. It s uncertan that regu ar heads of
power, such as the corporat ons power,? wou d be suff ¢ ent to support such an extens ve scheme. The post and
te egraph power® may cover the subject-matter of the B , but the app cab ty of the power to nternet serv ces s
assumed rather than aff rmed. It appears that Austra a through ts F ve Eyes secur ty network may have agreed
to mp ement decrypt on prov s ons.” Th's may br ng the externa affars power® nto p ay. However, the status of

th s arrangement s yet to be determ ned.

3 Assistance and Access Bill 2018 Explanatory Document (August 2018) ( AAB Exp anatory Document ), 10.

4 Chrs Cunane, Ass stance and Access B 2018 State of IT (30 August 2018)

https://stateof t.com/ ntercept on/>.

5 Constitution, s51(xx). In seek ng to app y to ndvduas as we as corporatons, the B woud, nany event,
need to come under an add tona power.

6 Constitution s51(v).

7 Ms Smth, F ve Eyes Threatens to Force Encrypt on Backdoors, Says “Prvacy s Not Abso ute” CSO (3
September 2018) <https://www.csoon ne.com/art ¢ e/3301353/secur ty/f ve-eyes-threaten-to-force-encrypt on-
backdoors-pr vacy- s-not-abso ute.htm>.

8 Constitution $51(xx X).




In Thomas v Mowbray® the H gh Court of Austra a conf rmed, by a major ty of 5:2, that the defence power' coud
support egs aton dea ng w th threats other than an externa threat, or war between nat ons. In th s case, the
power extended to enact ng egs at on to protect the pub c from terror st acts. On th s reason ng, the defence
power may be nvoked to supportths B , but ony to the extent that t prov des protect on aga nst terror st acts.
The scope of the B concern ng protect ng revenue, or respond ng genera y to crm na behav our, for examp e,
s beyond the rem t of the defence power. Further, the power to mandate bu d ng capab ty s not prox mate to
the threat, be ng a onger term and ess certan goa. Th's s n contrast to the nature of the aws uphed n
Thomas v Mowbray ca ng nto quest on whether these prov s ons have consttutona egtmacy.

Ths B appears to have a shaky const tut ona bas s, at best. At the very east, ts scope shou d be cons deraby
curta ed to brng t w th n the power of Par ament.

Purpose
The B s exp anatory notes set the context for ts purpose as dea ng w th terror sm.

...encrypted dev ces and app cat ons are erod ng the ab ty of our aw enforcement and secur ty
agenc es to access the nte gb e data necessary to conduct nvest gat ons and gather ev dence. 95 per
cent of the Austra an Securty Inte gence Organ sat on's (ASIO) most dangerous counter-terror sm

targets act ve y use encrypted messages to concea the r commun cat ons.""

The contenton s that modern fe (notab y through encrypt on) makes t d ff cu t to gather nte gence and
therefore nte gence serv ces seek the power to nterrupt modern fe through mandat ng pr vate sector
decrypt on. Desp te express y proh btng bu d ng system c weaknesses nto products or serv ces, th s purpose

fa s to comprehend the enormous mpact of decrypt on on nformat on secur ty.

Further, and of s gn f cant concern, the B sts not ony mmed ate and grave terror st offences wth n the
purpose of the scheme, but extends a so to:

e enforcng the crmna awand aws mpos ng pecun ary penates

e assstng the enforcement of the crmna aws n force n a fore gn country, or

e  protect ng the pub c revenue..."?

Enforc ng crmna aw exceeds the purported mperat ve for nat ona secur ty or terror sm-re ated dangers. That
aws mpos ng pecun ary penates are aso ncuded, expands the rem t of the eg s at on to a most any regu atory

offence wh ch s a gross y d sproport onate response.

There s no safeguard n re at on to fore gn aw enforcement that other secur ty agenc es must adhere to any
overs ght mechan sms or human r ghts. Th s exemp fes the w ngness of government to put at r sk foundat ona

prncpesof cv socety npursutof surve ance mechan sms.

Protect ng pub c revenue, wh e a worthy and necessary funct on of government, s a purpose beyond the stated
terror sm and nat ona securty purpose of ths B and no case s made for ts nc us on. The recent Centre nk

9(2007) 233 CLR 307.

10 Constitution, s51(v).

" AAB Explanatory Document, 7.
12 See, eg, s317A.



automated co ect on system—w de y regarded as a s gnfcant ncurs on on ctzens awfu behavour'>—s an
examp e of crcumstances that mghtfa wthnthe B sremt. To justfy decrypton n the hope of d scover ng an
h stor ca anomay n Centre nk payments s overk . The scheme nthe B s ne ther reasonab e nor

proport onate to the purpose of protect ng pub c revenue.

Even fnatona securty coud be a purpose that just f ed some k nd of mandated decrypt on, the rema nder of the
sted purposes shou d be removed.

Who is Covered by the Bill

Designated communications provider s def ned n s317C to encompass the fu range of part c pants n the

g oba commun cat ons supp y cha n, from carr ers to over-the-top messag ng serv ce prov ders. Th s ref ects the
mu t - ayered nature of the commun cat ons env ronment and the types of ent t es that cou d mean ngfu y ass st
aw enforcement and nat ona securty agenc es. ' Certany, the stof those ab e to partcpate s extens ve.

Of note, a number of categor es of commun cat ons prov ders are so w de y framed that the r scope may—
unw tt ng y or otherw se—encompass a most anyone us ng nformat on commun cat on techno ogy. For examp e:
e  persons who prov de an e ectron ¢ serv ce that has one or more end-users n Austra a e a ow ng end-
users to access matera us ng a carr age serv ce: ths s anyone who has a b og, or a webs te.
e persons that deve op, supp y or update software used, for use, or key to be used, n connecton wth a
sted carr age serv ce or an e ectron c serv ce that has one or more end-users n Austra a woud
capture anyone who uses open source software and deve ops an nteroperab e app or code, and
students who are deve op ng software. The examp e cted: des gn ng trust nfrastructure used n
encrypted commun cat ons or software ut sed n secure messag ng app catons m s eads as to the
breadth of th s category.
° persons that manufacture, suppy, nsta , mantan or operate afac ty ncudes any part of
te ecommun cat ons nfrastructure. Th's wou d embrace most homes and bus nesses that connect to the
nternet.
° persons that connect a fac ty to a te ecommun cat ons network n Austra a...[ nc ud ng] mesh
networks, pr vate networks : homes and bus nesses w th pr vate networks wou d be caught by th s

defnton.

The r se of the nternet of th ngs—wh ch connects potenta y every commony ava ab e dev ce and app ance to
the nternet na goba web of nformaton capture—w p ace a most every ctzen wth n the amb t of the goba
commun cat ons supp y cha n through the nsta at on of hardware, down oad ng of software, and transfer of
nformat on. As nterconnected contemporary and future nformat on techno og es become commonp ace, the

B sscopew massveyoverreach nterms of ts professed a ms. Further, as d scussed be ow, any backdoor
capab ty puts the nternet of thngs system at r sk.

The scope of commun cat ons prov ders provded nthe B bears no proport ona ty to the ostens b e purpose of
the B . Wh e we acknow edge the cha enge of comprehend ng those w th the requ ste roe nthe nformaton

13 See, eg, Kate Ga oway, B g Data: A Case Study of D srupt on and Government Power (2017) 42(2)
Alternative Law Journal 89, do:10.1177/1037969X17710612.
4 AAB Explanatory Document, 24.



suppy chan the framng of the B s unjustfab e and must be rejected. If the B s to proceed, the def nton of
commun cat ons prov der must be far more ¢ rcumscr bed.

What is Covered by the Bill

The B permts aw enforcement agenc es to seek ass stance to decrypt nformaton n the execut on of aw
enforcement funct ons. The types of ass stance requ red s enumerated n s317E, but addtona forms of

ass stance may be requ red for technical assistance requests and technical assistance notices (but not technical
capability notices).

The B s framed, c eary, to address cons derab e concerns w th creat ng backdoors to encrypted data. To
ach eve th s, there s a proh bton on arequrementto mpement or bu d system c weaknesses (s317ZG). The
Exp anatory Document states that th s ensures that a prov der cou d not be requred to nsta orut se any
agency software or equ pment that weakens secur ty across non-target dev ces or serv ces. (s317(1)(c)).

Th's gnores the rea ty that creat ng any backdoor weakens encrypt on genera y."®> Coup ed w th the broad-
rang ng purposes ( nc ud ng protect on of revenue) these prov s ons create s gn f cant scope for weaken ng

nformat on securty overa .

There s a further prob em, name y that wh e any one not ce or request may generate a s ng e nstance of

decrypton, mutpe actvtes may co ectvey compr se a system c weakness. The ke hood of ths probem s
exacerbated by the poor transparency and accountab ty prov s ons (d scussed be ow). W thout track ng each
nstance and understand ng the re atonsh p t bears to a others, t s mposs b e to know whether the scheme

overa s creat ng structura backdoors.

There s asothe possb ty that the scope of the capab ty atthe tme t s requested w not be ref ected n the
end product: bu d ng any s ng e capab ty may nadvertenty generate a structura backdoor. However, by th s
tme tw betoo ate. The egsatonsmpy cannot prevent structura backdoors by proh b t ng them. For the B

to purport to prov de an assurance of th s to p acate ser ous concerns w th decrypt on s ms ead ng at best.

A further concern w th the scope of the scheme s the prox mty of the key nformat on prob em to the mandated
actvty. Ths s partcuary the case w th the technical capability notice wh ch may requre s gn f cant nvestment
of prvate y-owned resources to bu d a new capab ty w th the stated purpose of ass st ng aw enforcement
agences. Thatths w take t me and resources d stances the effort from any mmed ate threat; the nature of the
ass stance s ndrect re at ve to any aw enforcement ssue. Ths ca s nto quest on the proport ona ty of the
scheme to address the professed prob em.

Together, the act vt es covered by the B compr se a d sastrous weakness of the scheme and just f es reject ng
the B outr ght. Assert ng that the scheme does not ntroduce backdoors s mseadng n ght of the exp ct
purpose of the egsaton.

Decision-Making

Th s part addresses weaknesses n the way n wh ch each of the three types of request or not ce s made.

15 See, eg, Tom Merr tt, Top 5: R sks of Encrypt on Backdoors TechRepublic (27 Juy 2017)
<https://www.techrepub c.com/art c e/top-5-r sks-of-encrypt on-backdoors>.




Voluntary Technical Assistance Request (‘TAR’)

Th's requ res a person to do a th ng or to deve op the capab ty to ass st aw enforcement to carry out ts

funct ons. TAR thus nvo ves more than s mpy the supp y of nformat on—n requr ng the vountary bu dng of
capab ty, t amounts to government co-opt ng pr vate sector resources for the purpose of aw enforcement.

It s stated to be entrey vo untary but must be cons stent w th the powers and funct ons of the request ng
agency. Immed atey th s ra ses the quest on of why there s a need for cons stency w th agency power f
undertak ng the work s n fact vountary. Ths s atroub ng aspect of the scheme n terms of author ty. Under
what author ty s the re evant agency, or the government, mak ng the request f t s to be undertaken on a

vo untary bas s?

In deve op ng a new capab ty for the government, government s effect ve y commandeer ng pr vate serv ces as
f under a war foot ng. The author ty for government to usurp pr vate property and bus ness requ res appropr ate
and const tut ona authorty and th s seems to be eschewed n fram ng the work as vo untary . As to whether the
government has suff c ent power to requ re pr vate enterpr se to ass st n ths way s open to quest on.

Even f t coud be argued that the war aga nst terror m ght just fy commandeer ng pr vate property, the scope of
the purpose— nc ud ng protect on of pub ¢ revenue for examp e— s so extens ve that th s power s un key to
have suff c ent egtmacy. Of note, pub ¢ revenue n these provsons ncudes f nes, charges, and debt

co ecton. The natona econom c we -be ng takes the purpose to another eve entrey.'® Ths s an extremey

broad rem t that wou d not support what m ght be cons dered emergency powers.

The persons who can make techn ca ass stance requests occupy the most sen or pos ton n the r organ sat on
and can exerc se su tab e judgment about the propr ety of a request... ."” Aganths s mere asserton as to the
capab ty of dec s on-makers and acks pr nc p es of accountab ty, transparency, and overs ght. Such dec s ons,
f they are to be made, requ re extens ve overs ght. The prov s ons as they stand fa to prov de su tab e overs ght

mechan sms and shou d at the very east, be recons dered.

The request m ght a so be ssued ora y. Th s prov des for no accountab ty and s entrey nappropr ate g ven the
nature of the request be ng put, and what s at stake for the subject of that request. The same can be sad of an

ora var aton of a wr tten request (s317JA).

Technical Assistance Notice (‘TAN’)
The B stpuates that n ssung a not ce, the dec s on maker must be sat sf ed that:
the requ rements mposed by the not ce are reasonab e and proport onate; and
(b) comp ance w th the not ce s:
() pract cab e; and
()technca yfeasbe'

16 See s317E(j)( v).
7 See s317G.
8 S317P.



Wh e the B tsefdoes not dentfy anyth ng further, the AAB Explanatory Document states that the ssue of a
TAN requ res a subject ve state of m nd."® Th s ref ects the common aw requ rements of execut ve dec s on-
mak ng. The AAB Explanatory Document further enumerates the we gh ng up of the nterests of the agency and
prov der, the w der pub ¢ nterest, prvacy, cyber-secur ty and nnocent th rd part es. Yet none of these we gh ng
factors are ncorporated nto the text of the B tsef. In ght of the sgnfcant eroson of cv bert es attendant
uponths B , tshoud provde more rgour nthe dec s on-mak ng process.

The TAN s not subject to merts revew. Wh e ths s apparenty cons stent w th recommendat ons of the

Adm n strat ve Rev ew Counc ,%° the AAB Explanatory Document says that there are n-bu t safeguards to
ensure that the scope of the powers do not go beyond what s reasonab e and necessary to ass st agenc es .2
However, there appear to be few safeguards n the dec s on-mak ng or overs ght process. If th s process s to
come nto force, there must be greater safeguards bu t ntothe B .

Technical Capability Notices (‘TCN’)
Dec s on-mak ng on the ssue of a TCN s restr cted to the h ghest eve s of government . Aga n, mere assert on
of the capab ty of dec s on-makers does not make for good or transparent governance. More s requ red.

As w th the capab ty-bu d ng purpose of a vo untary TAR, these not ces effect ve y commandeer pr vate
resources for government purposes ak n to a compu sory acqu s ton. These actvtes n part cu ar contr bute to
construct on of a government surve ance nfrastructure n an economy thr v ng on data. It usurps bus ness
act v ty for the ends of a war economy where the war s on terror. Aga n, the breadth of purposes nthe B s

ne ther reasonab e nor proport onate, and ca s nto quest on the egtmacy of these prov s ons.

These prov s ons shou d be rejected.

Compliance and Enforcement

The Exp anatory Document s rep ete w th the anguage of cooperat on and vo untar ness. Ths s ref ected a so
n the use of the term enforcement remed es when what s prov ded for are penat es des gned to compe and
deter.?? Yet t conta ns coerc ve powers and harsh penat es for non-comp ance w th the reg me, and a ack of

c ear protect on for prov ders. The Exp anatory Document thus m s eads as to the true purpose of the B .

Penates for d sc osure of requ s t oned serv ces are harsh, ncud ng mpr sonment for up to f ve years.?® There s
no requ rement for harm. The prem se s therefore that the government may co-opt ord nary peop e to ass st n
top secret aw enforcement act vt es, and may mpose str ct secrecy on those peop e at the r sk of harsh
penates. The construct of the scheme s puntve and nappropr ate g ven the breadth of scope and purpose.

At the very east, the penates prov s ons shou d be recons dered to ref ect the breadth of the coerc ve powers
ava ab e and those targeted by the powers.

9 AAB Explanatory Document, 34, ¢ t ng Minister for Immigration and Multicultural Affairs v Eshetu (1999) 197
CLR 611 at 651-654; Water Conservation and Irrigation Commission (NSW) v Browning (1947) 74 CLR 492 at
505.

20 Adm n strat ve Rev ew Counc , What Dec s ons Shou d be Subject to Merts Revew (1999) 13.

21 AAB Explanatory Document 41.

2 1bd.

23 S317ZF.



In undertak ng work pursuant to a technical assistance request, a prov der has mmunty fromcv ab ty where
the purpose s one of those enumerated, and the prov der g ves he p to agenc es n pursu t of the r funct ons and
powers further ng a re evant object ve .>* Yet there s no prov s on that the prov der s to be to d what the purpose
s. Ths eaves the provder n no poston to assess whether the work they are vo untar y undertak ng comp es

wth the egsaton.

Ths s douby prob emat c. F rst, the work undertaken s to be vo untary rather than mandated wh ch ca s nto
quest on how a prov der m ght assess the reasonab eness or good fath nvoved n agree ng vountar y to
undertake the work. Second y, the mechan sms for protect on of vo untary as opposed to mandated work s

unc ear as the work does not occur under a state de egat on.

The ndemn ty prov s ons therefore eave prov ders exposed. At the very east, the vo untary technical assistance
requests shou d be om tted from the scheme.

Secondary Impacts of the Bill

Law enforcement arguments n favour of decrypt on seem todst down to the pr mary just f cat on that encrypted
nformat on shou d be read y ava ab e when there s a government des re for access to t.

If ths s true and aw enforcement agenc es wou d ony seek access to encrypted nformat on on persons n
whom they have a egtmate aw enforcement nterest, then the onus n an open and free democrat c soc ety
must be on the aw enforcement agenc es to prove that they have th s egt mate nterest. The aw enforcement
agenc es have not prov ded suff c ent just f cat on that, f access s requ red, t shou d be undertaken w thout a
warrant, coverty as we as overty, through the co-opt on of pr vate resources, and by p ac ng the foundat on of

nformat on securty at r sk.

To the extent that eg s at on commands pr vate sector or nd v dua s to support enforcement capab tes n
decrypton, t generates s gnfcant neff cency and oss of product vty, nthat s gnfcant resources are requred
to meet aw enforcement needs. Thsw aso nvo ve opportun ty cost n bu d ng capab ty for obscure and
secret ve purposes at the expense of the r own enterpr se. Desp te prov s ons for compensat on for capab ty
bu d ng, the government s poston seems to prefer pr vate commun cat ons prov ders to bear the cost of that

neff c ency.

Conclusions

Future W se s poston s that the government s proposa s for access and ass stance as artcu ated nthe B are
ne ther necessary and proport onate?® and that the B shou d be rejected.

We reject abso ute y the assert on that any form of decrypt on for government purposes ( e mandated or
vo untary ) s safe or proport onate to reso ve ostens b e cha enges of aw enforcement n dea ng w th
nformat on secur ty.

24 3317G.
25 https://en.necessaryandproport onate.org.




Summary of Recommendations

1. The Bill not be presented to parliament at all
2. The period of consultation for the Bill be extended to allow more input from stakeholders but

also the general public

If the Department s not persuaded of th s poston, we urge tto at a strct m n mum, accept the fo ow ng

recommendat ons:

e Purpose: Narrow the purpose of the eg s aton to embrace ony natona secur ty threats

e Scope: Narrow the def nton of commun cat ons prov der to dent fy more specfca y andrea stca y
those who shou d be the subject of not ces

e  Overs ght: record keep ng requ rements of the aw enforcement agenc es that have ssued not ces or
requests needs to nc ude the type of request, the purpose, how the capab ty was used, whether t
a tered the outcome of the nvest gat on n a matera way, a og of staff nvo ved n the capab ty and
confrmat on that the capab ty was deat wth n a secure manner such that t woud no onger be ab e to
prov de a backdoor

e Sunset c ause or mandatory rev ew of the egsaton



