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The assistance and access regime should be underpinned by judicial authorization and a review 
process

terms and conditions

Statement of Principles on Access to 
Evidence and Encryption

The principle that 
access by authorities to the information of private citizens occurs only pursuant to the rule of law and 
due process is fundamental to maintaining the values of our democratic society in all circumstances – 
whether in their homes, personal effects, devices, or communications

The “acts or things” that can be required from a Provider should be narrowed and any list 
should be exhaustive; the carve-out for “systemic weaknesses” should be expanded

anything
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any weakness or vulnerability
any system, product, service or component

The scope of the circumstances in which the powers can be exercised should be limited to 
preventing or detecting serious crime and protecting against identified threats to national 
security in narrowly defined circumstances

.

.

The application to “designated communications providers” should be limited, both in terms of 
extraterritorial effect and in terms of the types of organizations that are subject to the Bill
























