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Dear Minister,

I am writing to express my concerns over the draft legislation titled 'The
Assistance and Access Bill 2018', and outline these concerns below.

1) Technical Assistance Requests should also be included in the annual
report.
The currently draft proposal has not requirements for these requests to
be reported on.
For transparency all requests should be reported in the annual report.

2) The scope of the legislation should be further restricted to only the most
serious of crimes or threats to national security. There are not enough
protections in this bill to stop harassment or spying on group the
government doesn’t like such as protesters, media scrutiny or opposition
parties. The scope of the legislation must be narrowed down to serious
crimes only.

3) The definition and description of Systemic Weakness needs to be more
precise.
Section 317ZG Designated communications provider must not be required
to implement or build a systemic weakness or systemic vulnerability etc.
This definition is overly broad and open to interpretation and hence is
open to abuse.

4) The legislation is extremely broad in who it applies to. It includes the
entities like carriers or carriage service providers However, it also covers a
person that “… provides an electronic service that has one or more end
users in Australia” This would apply to every website that is accessible
from Australia. Furthermore, the legislation also covers an individual if “…
the person develops, supplies or updates software used, for use, or likely to
be used, in connection with: (a) a listed carriage service; or (b) an
electronic service that has one or more end users in Australia”, which
appears to cover every piece of software, game or mobile app, that
connects to internet or produces content that is going to be used on the
internet. That is an incredibly broad category and it goes further to cover



any corporation that creates software that may run on a device that will
be connected to a telecommunication network, irrespective of whether
the software itself is intended for use over that communication network.

5)    There is not enough oversite of the use of these new powers so they will
not be misused.
This bill would authorise vast new authorities with almost no
understanding of the limitations, implications, or oversight
mechanisms. It is unclear who could be implicated, what could be
requested, what the effects would be, and how oversight would
work.
 

6)    Inherent review by the courts Affected people and companies have an
avenue to challenge a decision to issue a notice. Judicial review by the
courts is available under the Commonwealth Constitution and the
Judiciary Act 1903.
This would be hard to do for individuals or small businesses who do not
have the funds to challenge a notice in court.  There does not seem to be
any details in the act on how this challenge should be handled.
 

7)    This Bill could harm the cybersecurity of systems for all Australians. The
current Bill would require companies to provide information about how
their systems operate. 
It would allow more people physical access to networks. It would require
organisations to test and install new functionality built by the
government. These measures would undoubtedly introduce new threats
and vulnerabilities into the systems that we all use each day.

8)    This Bill would lead to an increase in government hacking: This Bill grants
government officials the power to both compel organisations to reveal
information about their systems and to make changes to those systems.
Combined with the government’s new ability to issue warrants to seize
information directly from devices, this would empower Australian
government agencies to develop and grow their hacking capacities
without vital and necessary protections. Any government hacking must
come with strong safeguards given the high risk of harm. While the orders
issued under this authority must be reasonable and proportionate, there
is nearly no limitation to ensure that the government would not use any
vulnerabilities it uncovered around the world or share that information
with its allies.

9)    This Bill would allow the creations of backdoors into end-to-end
encryption despite assurances to the contrary: Whilst the Bill does
specifically prohibit the government from mandating a systemic weakness
in an encrypted system, the ambiguity in the use of the term “systemic”
will highly likely be exploited, and will result in less trust in technologies
deployed in Australia. It may be that a company could be compelled to
use its software update mechanism to interfere with the system of a
specific user. Such a function would undermine faith in software updates,
leading users not to update. That means more unpatched systems and
overall harm to cybersecurity.

10)                        This Bill is a huge overreach into the fundamental workings of our
digital world: As currently drafted, this Bill would authorise vast new
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