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About Vocus

Vocus, Australia’s specialist fibre and network solutions provider, owns and operates 50,000km of secure, high-
capacity fibre connecting all Australian mainland capitals with New Zealand, Asia, and the USA. Beyond the fibre
network, Vocus operates a growing network of submarine cables spanning nearly 15,000kms that includes the
Australia Singapore Cable, North-West Cable system, the Darwin-Jakarta-Singapore system, and the PPC-1 cable
from Sydney to Guam.

Vocus’ national fibre backbone also provides the foundational infrastructure for Starlink’s Low Earth Orbit (LEO)
satellite service — enabling revolutionary high-speed connectivity to 100% of Australia’s landmass, no matter how
remote.

Vocus owns a portfolio of well recognised brands catering to enterprise, government, wholesale, small business and
residential customers across Australia.

For more information, visit vocus.com.au.

Executive Summary

Vocus welcomes the opportunity to contribute to the Department of Home Affairs’ consultation on Developing
Horizon 2 of the 2023 — 2030 Australian Cyber Security Strategy.

As one of Australia’s largest telecommunications providers, Vocus is proud to support the Federal Government’s
ambition for Australia to become a global leader in cyber security by 2030. Telecommunications infrastructure is the
backbone of the digital economy. Secure, sovereign and resilient telecommunications networks will be essential to
uplifting Australia’s cyber security posture domestically, and expanding regional cyber security leadership.

Our strategic outlook continues to be shaped by heightened geopolitical uncertainty, coupled with the rapid
evolution of transformative technologies. We recognise that Australia’s ability to embrace automation and deploy
new technologies at scale depends on high-capacity telecommunications networks. In this environment, Vocus
remains committed to delivering high-capacity, trusted networks that empower Australia and its regional partners to
innovate confidently, without compromising sovereignty or security.

To achieve this vision, our submission outlines two key propositions:

1. Holistic regional cyber security requires secure telecommunications: Delivering end-to-end trusted
networks to the Pacific and Asia requires secure, sovereign and resilient telecommunications infrastructure.
Vocus is proud to have been a strong delivery partner to support the Australian Government deploy vital
digital infrastructure throughout the Pacific.

2. Maturation of regulatory settings requires collaboration: Industry and Government must work together to
shape the policy and regulatory settings to provide telcos with principals-based guidance to secure their
networks, while also managing the regulatory burden imposed on the industry. We encourage the
Government to prioritise developing further guidance to support organisations to uplift resiliency.

Through continued collaboration and shared ambition, Vocus looks forward to supporting the Australian Government
shape a secure, sovereign and resilient digital future for Australia and the region.
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Holistic regional cyber security requires secure
telecommunications

Delivering holistic cyber security support to the Pacific and Asia requires secure and trusted technology at every
layer of the digital infrastructure stack. Telecommunications networks form the physical and logical foundations of
this stack, underpinning the integrity and resilience of information communications technology. Without robust and
trusted telecommunications infrastructure, the broader network remains vulnerable to interference and compromise.

Vocus commends the Australian Government’s ongoing commitment to supporting the delivery of secure, trusted,
and reliable digital infrastructure throughout the region. This investment is critical to supporting a cyber resilient
region with Australia as partner of choice.

At Vocus, we are proud to have been a strong delivery partner in this effort, including our partnership with the
Department of Foreign Affairs and Trade (DFAT) in development and construction of the Coral Sea Cable System
connecting Australia, Solomon Islands and Papua New Guinea.

We also supported the Australian and Timor-Leste Governments to build Timor-Leste’s first submarine fibre optic
cable, extending off our Northwest Cable System.

Looking forward, Vocus believes there are opportunities to continue leveraging technical and commercial
innovations to expand secure digital infrastructure across the Pacific and the broader Indo-Pacific region. Investment
in end-to-end trusted infrastructure into the Pacific and Asia will enable Australia’s digital ecosystem to achieve the
scale required to be world-leading and for Australia to export secure digital services and expertise into our region.

Maturation of regulatory settings requires collaboration

Telecommunications providers operate in a highly regulated environment. In maturing Australia’s cyber regulatory
landscape, Government needs to manage the risk that further prescriptive legislation inadvertently prioritises
compliance over meaningful security and resiliency outcomes. Accordingly, Vocus strongly advocates for any
evolution of Australia’s cyber regulatory framework to adopt a technology neutral, principles-based approach. This
approach empowers telecommunications providers, like Vocus, to implement regulatory obligations in a manner that
aligns with our deep operational understanding of our network. We also encourage Government to continue shifting
focus from security risk management, to driving organisational resiliency. We would welcome additional guidance on
practical measures to enhance organisational and operational resiliency.

In our view, legislative instruments such as the Security of Critical Infrastructure Act 2018 (Cth) (SOCI) are most
effective when they enable the enhancement of existing risk management practices, rather than mandating the
creation of isolated compliance mechanisms. We understand that the Government is considering reforms in areas of
strategic interest, including subsea cables and space sector assets. In response, we have outlined a series of
recommendations below aimed at shaping the regulatory and policy settings to drive meaningful security and
resiliency outcomes.

Subsea cables

Vocus owns and operates a growing network of subsea cables spanning nearly 15,000 kilometres, and actively
partners with global hyperscalers to build and leverage strategic cable investments. These assets are critical to
Australia’s digital economy, carrying over 99% of the nation’s international internet traffic. The security and resilience
of subsea cable infrastructure is central to Australia’s economic future and national security posture.

Given the increasing number of cable systems landing in unprotected zones, Vocus urges the Government to treat
subsea cables as critical infrastructure in the national interest. This includes applying appropriate measures to
protect, monitor, and enforce the integrity of these assets. While current Cable Protection Zone (CPZ) restrictions
provide a passive layer of defence, active policing and enforcement will be essential to mitigate risks from both
accidental damage and malicious interference.

We recommend that the Australian Communications and Media Authority (ACMA) exercise its authority to declare
additional CPZs in Darwin, Port Hedland, Maroochydore, and Christmas Island. These locations are vital to Australia’s
connectivity with the Indo-Pacific and northern regions. Furthermore, we propose that ACMA and/or the
Government assume the cost of CPZ applications, recognising that the protection of these assets is a matter of
national strategic importance.
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Since the introduction of Schedule 3A of the Telecommunications Act 1997 (Cth) in 2005, the number of subsea
cables landing in Australia has more than doubled. Today, uninterrupted access to secure, high-capacity connectivity
is a cornerstone of Australia’s national resilience.

Satellite systems

Vocus understands that as the Government seeks to mature critical infrastructure regulation, it has particular interest
in space sector assets. If the Department is exploring an extension of the SOCI framework to include space
technologies, we strongly encourage early and ongoing consultation with industry.

Given Vocus’s leadership in Low Earth Orbit (LEO) satellite technology and our strategic investments in
transformative space infrastructure, we are well-positioned to support the Government’s understanding of this
evolving domain. We also advocate for flexible, principles-based frameworks that allow operators to identify and
manage the specific components of their assets that are most sensitive to operational resilience and national
security.

For further information, please contact:

Vocus Regulatory Affairs Manager_

Vocus Group Limited | ABN 96 084 115 499 | vocus.com.au

I L*CUS



