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Executive Summary 

Cybernion welcomes the opportunity to contribute to the development of Horizon 2 of the 2023–
2030 Australian Cyber Security Strategy. Our perspective reflects practical experience assisting 
Australian organisations across government, education, and industry to uplift security maturity 
in a cost-effective, pragmatic, and standards-aligned manner. 

Australia’s long-horizon approach is commendable. Horizon 1 established critical foundations; 
Horizon 2 must now consolidate these and focus on measurable resilience, sustainable 
compliance, and the empowerment of organisations of all sizes — not just critical infrastructure 
operators. 

Cybernion’s submission provides seven practical recommendations that address identified gaps 
in assurance, resilience, and ecosystem-wide trust. Each is supported by a case example from 
recent engagements and articulates clear benefits. Our aim is to ensure Horizon 2 delivers 
capability, not just compliance artefacts. 
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Overview of Recommendations 

This submission addresses selected Horizon 2 consultation questions where practical 
implementation detail can lift outcomes for Australian Government agencies and private 
businesses. 

The summary table maps each recommendation to consultation questions, states the core 
proposal, and the intended benefit. The detailed sections then expand each item with context, a 
short case example, and clear outcomes.  

This paper deliberately avoids restating well-established practices (e.g. awareness campaigns, 
baseline hygiene) or duplicating input already gathered through existing collaborations. The aim 
of this paper is to provide targeted, pragmatic insights that will help shape Horizon 2 
implementation in ways that deliver real benefit to Australia. 

 

Recommendation Questions Core Proposal Intended Benefit 

SME-Ready Assurance 
Pathways 

Q15, Q16, 
Q35, Q37 

Create simplified assurance models 
tailored to SMEs, aligned with SOCI 
and ISO 27001 

Broader supply chain 
participation; uplift weakest 
links cost-effectively 

National Incident 
Coordination Exchange 

Q6, Q27, 
Q30 

Establish a centralised exchange for 
sharing incident data, patterns, and 
lessons learned 

Faster cross-sector learning; 
reduced repeat failures 

Cyber Insurance 
Alignment 

Q22, Q23, 
Q35 

Align policy obligations with insurer 
requirements to avoid duplication 
and gaps 

Reduces premium costs; 
encourages adoption of 
resilient practices 

Integrated Cloud 
Assurance 

Q18, Q19, 
Q33 

Develop a national baseline for 
secure cloud adoption, harmonised 
with international frameworks 

Builds confidence in 
sovereign and global cloud 
use 

Vendor Accountability 
Framework 

Q14, Q15, 
Q21 

Require transparency on vendor 
patch cycles, support commitments, 
and incident history 

Strengthens supply chain 
resilience 

Measurable 
Awareness 
Effectiveness 

Q39, Q42, 
Q43 

Replace activity-based metrics (e.g., 
completion rates) with behavioural 
outcome metrics 

Ensures awareness translates 
to safer practices 

Proportionate 
Continuous Assurance 

Q16, Q17, 
Q37 

Move from point-in-time audits to 
continuous assurance scaled by 
maturity 

Keeps compliance adaptive, 
avoids regulatory fatigue 
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SME-Ready Assurance Pathways 

Consultation Questions: Q15, Q16, Q35, Q37 

Context 

SMEs form the backbone of Australia’s digital economy but are disproportionately burdened by 
complex assurance frameworks. Without accessible models, they risk exclusion from contracts 
and remain a weak link in critical supply chains. 

Recommendation 

Develop a streamlined assurance pathway for SMEs, incorporating: 

• A lightweight ISMS aligned to ISO 27001 and SOCI obligations 
• Pre-approved evidence packs usable across regulators 
• Subsidised access to accredited advisors 

Case Example 

Cybernion guided a four-person IT services provider through ISO 27001 adoption in under three 
months. Using streamlined templates and advisory sessions, the organisation achieved assurance 
outcomes at 40% of the traditional cost. 

Intended Benefit 

• Opens government contracting to SMEs 
• Reduces systemic risk by uplifting supply chains 
• Demonstrates that assurance can be scaled without lowering standards 
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National Incident Coordination Exchange 

Consultation Questions: Q6, Q27, Q30 

Context 

While ACSC advisories provide alerts, incident lessons are still siloed within sectors. Organisations 
often repeat the same mistakes due to lack of visibility into cross-sector incidents. 

Recommendation 

Create a national incident coordination exchange, where anonymised incident data, attacker 
patterns, and recovery lessons can be rapidly shared across sectors. 

Case Example 

In the education sector, multiple ransomware incidents involved the same phishing campaign but 
were discovered independently by each operator. A shared exchange could have broken the 
campaign weeks earlier. 

Intended Benefit 

• Reduces duplication of failures 
• Strengthens national visibility of attack patterns 
• Accelerates collective resilience 
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Cyber Insurance Alignment 

Consultation Questions: Q22, Q23, Q35 

Context 

Insurance requirements increasingly dictate controls, but they are not harmonised with 
regulatory obligations, creating duplication and confusion. 

Recommendation 

Coordinate between regulators and insurers to align baseline obligations with recognised 
security controls, ensuring insured entities meet regulatory requirements simultaneously. 

Case Example 

A mid-sized financial services firm faced separate evidence requests from its insurer and APRA 
auditors, with 70% overlap. A harmonised baseline would have reduced effort and clarified 
priorities. 

Intended Benefit 

• Reduces compliance duplication 
• Lowers costs for insured entities 
• Encourages insurers to incentivise best practice controls 
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Integrated Cloud Assurance 

Consultation Questions: Q18, Q19, Q33 

Context 

Cloud adoption is accelerating, but trust gaps remain, particularly for sovereign data handling. 
Current frameworks are fragmented, leading to inconsistent assurance outcomes. 

Recommendation 

Develop a national baseline cloud assurance framework aligned with ISO, CSA CCM, and ASD ISM, 
accepted across regulators and insurers. 

Case Example 

Cybernion supported an Australian SaaS provider whose clients demanded separate attestations 
against ISO 27001, SOC 2, and IRAP. A harmonised framework would have cut their compliance 
cost in half. 

Intended Benefit 

• Builds confidence in cloud adoption 
• Reduces duplicative certification demands 
• Supports sovereign capability while remaining internationally interoperable 
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Vendor Accountability Framework 

Consultation Questions: Q14, Q15, Q21 

Context 

Vendors often dictate patch cycles and product lifespans without sufficient transparency, leaving 
operators exposed to unmitigated risks. 

Recommendation 

Introduce obligations for vendors to disclose: 

• Patch cadence and support commitments 
• Incident notification timelines 
• Secure lifecycle management practices 

Case Example 

A local council suffered a major outage when a vendor discontinued patch support with only 30 
days’ notice. Transparent commitments could have avoided this sudden exposure. 

Intended Benefit 

• Strengthens supply chain resilience 
• Increases predictability for operators 
• Encourages vendors to internalise responsibility for security 
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Measurable Awareness Effectiveness 

Consultation Questions: Q39, Q42, Q43 

Context 

Security awareness programs are often judged by activity measures (completion rates, 
attendance) rather than behavioural outcomes. This results in limited impact on day-to-day 
resilience. 

Recommendation 

Mandate outcome-focused awareness metrics such as phishing click rates, reporting times, and 
safe-use behaviour changes. 

Case Example 

Cybernion ran awareness testing for a not-for-profit where 95% training completion produced 
little improvement. Shifting to behavioural metrics revealed weak reporting culture, enabling 
targeted improvement. 

Intended Benefit 

• Translates training into real-world resilience 
• Provides measurable ROI for awareness initiatives 
• Builds trust in awareness as a legitimate control 
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Proportionate Continuous Assurance 

Consultation Questions: Q16, Q17, Q37 

Context 

Point-in-time audits capture a snapshot, not resilience in practice. Meanwhile, continuous 
assurance is burdensome if applied indiscriminately. 

Recommendation 

Adopt proportionate continuous assurance: baseline entities undergo annual audits, while 
critical operators implement continuous controls monitoring. 

Case Example 

A utility provider demonstrated compliance in audits but was later breached due to unpatched 
systems in between reviews. Continuous monitoring would have closed the gap. 

Intended Benefit 

• Keeps compliance adaptive and relevant 
• Reduces regulatory fatigue 
• Improves visibility of live resilience levels 

 

Conclusion 

Horizon 2 offers a chance to embed credibility and sustainability into Australia’s cyber resilience. 
Cybernion’s recommendations focus on scaling assurance to SMEs, aligning insurers and 
regulators, strengthening vendor accountability, and ensuring outcomes — not paperwork — 
define success. 

Our submission reflects practical lessons from delivering assurance, compliance, and resilience 
uplift across diverse Australian organisations. We stand ready to contribute expertise to help 
operationalise Horizon 2 in a way that delivers measurable, lasting capability. 
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Glossary 

Term Definition 

ACSC Australian Cyber Security Centre, the government’s lead agency for 
operational cyber security 

APRA Australian Prudential Regulation Authority, regulator of banks, insurers, 
and superannuation funds 

CPS 234 Prudential Standard on Information Security, issued by APRA, which sets 
minimum requirements for information security management 

Critical 
Infrastructure (CI) 

Systems and assets essential to the functioning of the nation, covered 
under the SOCI Act 

ISM Information Security Manual, published by the Australian Signals 
Directorate as a risk management framework for cyber security 

Maturity model A structured framework that measures the maturity of cyber security 
capabilities across progressive levels, from basic to advanced 

NFP Not-for-profit organisation 

Outcome-based 
policy 

Regulation or strategy that focuses on achieving measurable results (e.g., 
reduced breaches, faster recovery) rather than mandating specific 
activities 

Proactive defence Government or industry-led actions that disrupt, block, or neutralise 
threats at scale, rather than reacting after incidents occur 

Resilience The ability of organisations and systems to prepare for, withstand, 
recover from, and adapt to adverse cyber events 

SMB / SME Small and Medium-sized Business/Enterprise 

SOCI Act Security of Critical Infrastructure Act 2018 (as amended), which 
establishes obligations for owners and operators of critical infrastructure 

Sovereign 
capability 

Domestic capacity to design, deliver, and sustain cyber security functions 
without reliance on foreign providers 

Threat intelligence 
Information about current or emerging cyber threats, including indicators 
of compromise, tactics, techniques, and procedures (TTPs) used by 
malicious actors 

TISN 
Trusted Information Sharing Network, an Australian government forum 
for industry and government collaboration on critical infrastructure 
resilience 
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About Cybernion 

Cybernion is an Australian cybersecurity consultancy providing a full suite of services across 
governance, risk, and compliance, penetration testing, cyber education, and managed security 
services. Our team of NV1-cleared consultants works with public and private sector organisations 
to deliver pragmatic, cost-effective, and standards-aligned security outcomes. 

Our expertise spans ISO 27001, IRAP, Essential Eight, SOC 2, and broader GRC advisory, 
complemented by hands-on technical capabilities in penetration testing, vulnerability 
management, and security architecture. We also deliver tailored cyber education programs to 
uplift organisational awareness and resilience and provide managed services to maintain security 
posture over time. 

Cybernion prioritises national and industry security over competition, relationships over 
revenue, risk management over compliance, and pragmatism over purism. We are committed to 
strengthening Australia’s sovereign capability and supporting organisations of all sizes in building 
trust, resilience, and operational continuity. 

  

 

  


