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Foreword 
 

CyberUnlocked appreciates the opportunity to contribute to Horizon 2 
of the Australian Cyber Security Strategy. 

As a cyber security consultancy serving clients across various sectors, 
we have observed firsthand the persistent challenges organisations 
encounter in enhancing their cyber maturity. 

We commend the progress made under Horizon 1, particularly the 
establishment of the Small Business Cyber Security Resilience Service, 
the Single Reporting Portal, and the development of a ransomware 
playbook. These initiatives have laid important foundations. However, 
cyber security remains a risk identified by Australian businesses and 
citizens in 2025. 

Horizon 2 represents a pivotal opportunity to scale maturity across the 
entire economy, expand workforce capabilities, and ensure regulatory 
alignment. Our recommendations are grounded in practical 
experience with Australian organisations. 
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Response to Questions 
Our submission places particular emphasis on the unique roles and needs 
of Small and Medium Businesses (SMBs) and Not-for-Profits (NFPs), which 
are among the most crucial sectors in Australia. NFPs provide essential 
support to vulnerable members of our communities, often acting as a 
lifeline for those most at risk. Likewise, SMBs represent the backbone of the 
Australian economy, comprising approximately 97% of all businesses and 
driving innovation, employment, and regional growth. 

The following sections outline our targeted recommendations and 
responses to key questions, each crafted with a view to strengthening the 
resilience and maturity of these vital sectors for the benefit of all Australians. 

Question 2.1: What trends or technology developments will shape the 
outlook over the next few years and what other strategic factors should 
Government be exploring for cyber security under Horizon 2? 

CyberUnlocked observes 3 technology developments: 

1. Artificial Intelligence and automation: AI-enabled attacks will increase 
speed and scale, requiring investment in AI-driven defence and 
monitoring capabilities. 

2. Post-quantum cryptography: the shift to quantum-safe encryption 
must be prioritised, particularly for sectors handling sensitive data. 

3. IoT and edge device proliferation: 109 million new connected devices 
are forecast in Australian homes, dramatically expanding the use of 
these devices. 

Other strategic factors include geopolitical tensions in the region and 
supply chain risk management, requiring stronger vendor assurance 
frameworks. 
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Question 7: How can Government encourage SMBs and NFPs to uptake 
existing cyber resources (i.e. Small Business Cyber Resilience Service, Cyber 
Wardens, ACNC guidance etc.)? 

Awareness alone is not sufficient. From our work with SMBs and NFPs, uptake 
depends on: 

1. Embedding resources into trusted channels and partners, such as 
cyber security consultancies, technology partners, and insurance 
brokers. SMBs and NFPs prefer leveraging existing relationships and 
avoiding reliance on government agencies. 

2. Financial incentives, such as tax offsets or grants, can help offset the 
costs of implementing controls, increasing adoption, particularly 
among small businesses. 

3. Certification recognition (e.g., certification badges/awards) for SMBs 
and NFPs that adopt compliance/security controls from industry 
practitioners, government agencies, or technology partners. This must 
include their trusted partner businesses (e.g. consultants, MSSPs, or 
MSPs) that provide services that should not rely solely on government 
sources.  

 

Question 9: What existing or developing cyber security standards could be 
used to assist cyber uplift for SMBs and NFPs? 

Existing standards can assist SMBs and NFPs, but not all are practical. 

1. The ASD Essential Eight is becoming increasingly challenging for SMBs 
and NFPs to achieve, due to the demanding criteria and the lack of 
recognition for advancements toward maturity. It also omits essential 
components such as security awareness programs, despite the 
ongoing threat posed by phishing. This situation may discourage 
adoption, and additionally, there is no certification available to verify 
the attainment of the maturity levels. 
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2. SMB1001 provides a framework that is better aligned with the 
objectives and constraints of SMBs. It offers a proportionate and 
achievable approach that facilitates improvement without 
introducing enterprise-level complexity unless such complexity is 
explicitly required. 

3. ACNC cyber guidance remains a relevant and trusted resource for 
NFPs. 

4. ISO/IEC 27001 remains important where supply chains require third-
party assurance, but it is not realistic for most SMBs or NFPs unless 
mandated by contractual obligations. 

CyberUnlocked recommends that private businesses determine the most 
appropriate standard for their strategic direction, whether SMB1001, ISO 
27001, or another framework, in addition to meeting regulatory requirements. 
For NFPs, ACNC guidance should remain the baseline. Currently, 
CyberUnlocked advises against the default adoption of the Essential Eight in 
its current form for SMBs and NFPs, as it overwhelms smaller entities and 
does not recognise incremental progress. 

Question 21: Do you consider cyber insurance products to be affordable 
and accessible, particularly for small entities? 

Cyber insurance is available for SMBs and NFPs; however, not all policies are 
suitable. Some provide limited coverage, exclusions, or ambiguous terms. 
The bigger issue is that many organisations do not fully understand the 
questionnaires required to obtain coverage. Inaccurate responses can lead 
to policies being void at the time of claim. 

CyberUnlocked’s position is that cyber insurance should be treated as a 
standard part of business practice, similar to professional indemnity or 
liability insurance. At the same time, businesses must recognise that 
insurance is not a substitute for cyber security controls. It should be seen as 
one element of a broader cyber risk management approach. Insurance 
covers financial exposure after an incident, while preventative controls 
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(technical, procedural, and awareness measures) reduce the likelihood and 
severity of incidents. 

 

Question 13: How could the government further support businesses and 
individuals to protect themselves from ransomware attacks? 

Ransomware continues to be the most disruptive cyber threat to SMBs and 
NFPs. While awareness of the threat has improved, most smaller 
organisations still lack practical guidance and affordable recovery options. 

CyberUnlocked recommends the government focus on: 

1. Sector-specific playbooks: tailored ransomware guidance for SMBs 
and NFPs that covers prevention, response, and recovery. 

2. Simplified reporting and feedback loops: mandatory reporting that 
delivers actionable insights back to businesses rather than 
compliance-only reporting. 

3. Access to affordable recovery services: government-backed schemes 
that make backup and recovery tools more accessible to smaller 
organisations. 

4. International coordination: continued leadership in the Counter 
Ransomware Initiative to align global approaches to ransom 
payments, law enforcement disruption, and insurer engagement. 

 

Question 33: How effective do you consider the SOCI Act at protecting 
Australia’s critical infrastructure? 

The SOCI Act has improved the baseline level of security across critical 
infrastructure sectors, but challenges remain. Smaller operators, particularly 
in regional or community services, often find compliance requirements 
complex and costly. In some sectors, obligations are not well understood 
and there remains confusion about what constitutes compliance. 
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CyberUnlocked recommends: 

1. Tiered obligations that scale according to organisation size, sector, 
and risk profile. 

2. Clearer, simplified guidance and toolkits for smaller operators who 
lack in-house expertise. 

3. Recognition of incremental progress toward resilience, rather than a 
binary pass/fail model, to encourage continuous improvement. 

 

Question 39: What role should government play in supporting the 
development and growth of Australia’s cyber workforce? 

Australia’s shortage presents a tangible bottleneck to progress, particularly 
for SMBs and NFPs that are unable to justify in-house experts. The primary 
focus should be on fostering partnerships, as numerous private companies 
are already assisting their clients in enhancing cyber security. It is essential 
for the government to involve private organisations in safeguarding 
Australian businesses.  

Furthermore, establishing clear career pathways within the industry and 
recognising certified professionals are essential steps forward. Equally 
important is ensuring that professional certifications are appropriately 
scaled and tailored to address the diverse needs of the cyber security 
sector. Not all cyber security roles are technical, so technical certification 
may not always be suitable. 

 

Question 46: Do you view attributions, advisories and sanctions effective 
tools for countering malicious cyber activity? 

Attributions, advisories, and sanctions have value, but on their own they are 
limited in impact. They raise awareness and signal accountability, but they 
rarely change adversary behaviour without broader coordinated action. 

CyberUnlocked recommends: 
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1. Diplomatic capacity building: expand and deepen partnerships to 
improve shared resilience and reduce safe havens for threat actors. 

2. International alignment on ransomware and insurance: continue 
shaping global norms with partners and insurers to reduce criminal 
incentives. 

3. Supply chain security cooperation: deepen alignment with trusted 
partners such as the Quad and Five Eyes to secure ICT concentration 
risks. 
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Closing comments 
 

CyberUnlocked supports the Government’s vision for Australia to be a 
global leader in cyber security by 2030. Horizon 2 provides the 
opportunity to: 

• Scale SMB and NFP maturity, ensuring the backbone of our 
economy is resilient. 

• Build capabilities through workforce expansion and industry 
growth. 

• Shape global norms, ensuring Australia’s voice remains strong in 
international cyber governance. 

We look forward to continued collaboration with government, industry, 
and community partners to implement these measures and deliver a 
secure, resilient digital future for all Australians. 
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