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ABOUT BMS

BMS is a dynamic, independent, global broker established in 1980, delivering specialist insurance,
reinsurance, and capital markets advisory services.

Our teams are respected globally for their specialist market knowledge, intelligent analysis, insight and
understanding.

Being independent makes a key difference to our clients, giving our brokers the freedom to deliver the best
solutions, tailored to meet our client’s business needs. Coupled with our collaborative team approach, single
platform worldwide and renowned personal service.

To help people, businesses and communities flourish and prosper in a world of risk — locally with a global
outlook.

This is the primary reason that BMS does what it does as a business and the positive impact we want to have.
It defines who we are as a company and why we exist and is a primary driver for our actions and partnerships.

As a group it shapes our strategy, inspires our people, and is the motivation that drives our actions.

$5.0bn 1,200+ 35

Premium Staff worldwide -
Industry Specialisms

<5% gt 90%

(o{[T-1,}4

Staff Largest
Retention Rate

Turnover Reinsurance Broker

33 60% 40%

Offices Globally Insurance Reinsurance
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This submission has been tendered on behalf of a BMS Risk Solutions Pty (BMS Insurance Brokers). We
facilitate cyber insurance for all client sizes with sector specific solutions but have a large portfolio of small-
to-medium businesses (SMB's) and not-for-profit organisations (NFP’s) across Australia. Our role as cyber
insurance risk advisors places us at the crossroad of cyber resilience, cyber risk transfer and business
continuity, providing a unique vantage point of SMB and NFP ecosystem in Australia including barriers to
achieving cyber resilience for clients in these sectors. Our role is also one of identifying practical, scalable
solutions for clients in these sectors so that it minimises balance sheet exposures arising from day-to-day
cyber operational risk. Ultimately, these mechanisms assist clients in these sectors improve their cyber risk
outcomes who often have very limited resources at their disposal despite being the largest cohort of
businesses in our country. We genuinely believe that cyber insurance brokers with support from cyber
insurers can play a pivotal role in Horizon 2's objectives by aligning insurance access with uplift in security

posture.

Our recommendations for Horizon 2 are designed based on collaborative efforts from cyber insurance
brokers, insurers, reinsurers, various government levels, and incident responders. These recommendations

are designed to:

- EMPOWER organisations with accessible, affordable, and clearly defined uplift pathways that
directly connect improved cyber posture to insurance outcomes and ultimately affordability.

- EMBED cyber risk awareness into everyday commercial decision - making for SMB's and NFP’s so it
becomes second nature and part of the organisation’s fabric.

- ENHANCE collaboration between government, brokers, insurers, reinsurers, and incident
responders to achieve measurable outcomes under the six cyber shields identified.

We have focused on forward - looking initiatives that can be implemented with minimal administrative
burden, leveraging existing broker distribution networks and claims insights to accelerate adoption of cyber

resilience measures across our economy.

Our key recommendations include:

e Development of a Ransomware Readiness Index (RRI) which can be co-branded by government
and industry, to benchmark preparedness and link uplift to premium discounts.

e Encourage insurers to create parametric micro-insurance products tailored to SMB/NFP needs,
providing rapid payouts for defined cyber events.

e Implementation of government — insurer co-investment schemes offering premium subsidies for
verified uplift achievements.

e Launch of sector-based Information Sharing and Analysis Centres (industry hubs) to extend cyber
threat sharing into low-maturity industries. Getting a buy in from these low-maturity industries is
important as these can be easy targets for adversaries (low hanging fruit).

e Rollout of broker-led cyber clinics and bundled uplift packages, particularly in regional and

underrepresented sectors.
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Our recommendations are designed to produce first of kind, market-leading outcomes for these sectors
that are simple for small organisations to adopt, cost-effective to scale, and aligned with Australia’s goal to

be a global leader in cyber security by 2030.

We have outlined our response to key questions from Appendix A to ensure it can be tied back appropriately

to ta rgeted outcomes.
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KEY RECOMMENDATIONS

Q1. How can the government encourage SMB’s and NFP’s to take up existing cyber resources (e.g. Small
Business Cyber Resilience Service, Cyber Wardens, ACNC guidance)?

Embed Government Cyber Programs into insurance broker onboarding processes.

Brokers can integrate direct referral and enrolment into the government initiatives as part of the insurance
placement process. This requires a single government platform/portal that insurance brokers can use to
register clients into programs like Cyber Wardens during policy setup.

e |mpact: Immediate visibility and uptake without requiring client's to independently search for
these services.
e Shield Alignment: Stronger more resilient businesses & citizens.

Offer Insurance Premium Incentives for Program Completion

Brokers can negotiate with insurers to provide discounts or broadened coverage where a client completes
recognised government programs.

e |mpact: Creates a tangible financial benefit tied to security uplift.
e Shield Alignment: Strong businesses & citizens.

Develop “Cyber Clinics” in Regional Areas

Government and brokers jointly host in-person workshops providing free cyber assessments, connecting
attendees directly to resources and discounted cover.

e Impact: Extends reach to low-digital-maturity sectors.
e Shield Alignment: Empowerment of businesses and communities.
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Q2. How can industry and government work together to drive uptake of cyber actions by SME’s and
the NFP sectors to enhance national resilience?

Consider forming Broker - Government - Insurer Partnership Agreements

Formal MOU's to be put in place so specialist cyber brokers with minimum qualifications can act as cyber
resilience ambassadors, authorised to distribute government materials, capture feedback, and provide
anonymised market data on SMB/NFP cyber readiness. Insurers can contribute anonymised data on claims
trends to assist with national uplift. Important to have gualified brokers who can understand and speak
cyber language.

e Impact: Use of existing broker - client trust relationships for direct policy reach on national scale.
e Shield Alignment: Strong businesses & citizens; Resilient region.

Introduce Broker - led Sector-Specific Campaigns subsidised by state and/federal government.

Run targeted uplift campaigns for high-risk sectors (e.g. energy, utilities, renewables, transportation, aged
care, manufacturing, retail, financial services) co-funded by industry bodies and government.

e Impact: Aligns sector vulnerabilities with tailored controls and affordable cover.
e Shield Alignment: Strong businesses & citizens.

Create an SMB/NFP Cyber Uplift Recognition Scheme (e.g. CURS-SMB, CURS-NFP)

Annual recognition program for SMB's/NFP’'s achieving maturity benchmarks (Essential Eight Level 2 or
Ransomware Readiness Index (RRI) score threshold), promoted publicly.

e Impact: Builds competitive prestige and market incentive.
e Shield Alignment: Sovereign capabilities.

Backups, MFA, patching, IR planning, endpoint protection, training, phishing protection, asset
management.
Client scorecard, national dashboard, linked premium discounts.
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Q3. Do you consider cyber insurance products to be affordable and accessible, particularly for small
entities? If not, what factors are holding back uptake?

We have identified some key barriers, noting that the cyber insurance market conditions have been more
favourable than usual, but this has not always been the case:

e High variance in minimum premiums for small coverage amounts in varying market conditions
rather than risk-based approach

e Complex application processes and underwriting requirements.
e Limited policy standardisation, making comparison difficult.

e Lack of clear linkage between cyber controls and insurance affordability outside of base insurability
concerns from insurers

Develop Standardised Entry - Level Cyber Products

Government - facilitated industry framework for a simple “baseline” SMB/NFP cyber cover, underwritten
privately but with harmonised terms and triggers removing transactional friction.

e Impact: Reduces confusion and speeds uptake.
e Shield Alignment: Strong businesses & citizens.

Introduce government - backed Cyber Risk Pool

Like terrorism or natural disaster pools, this facility could reduce insurer risk for high-loss cyber events,
enabling availability of consistently lower premiums.

e Impact: Addresses affordability by removing catastrophic exposure from insurer pricing.
e Shield Alignment: Protects critical infrastructure.

Embed Parametric Micro-Insurance Offerings

Simple triggers (e.g. ransomware outage exceeding 24 hours) with fast-track preset payout amounts,
requiring minimal documentation.

e Impact: Enables fast relief, particularly for resource-limited organisations.
e Shield Alignment: Strong businesses & citizens.

Ransomware outage more than 24 hours to be verified by Incident Response provider.
$25,000 lump sum plus $10,000 Incident Response Fund.

MFA, offsite backups, endpoint protection.
Immediate relief without lengthy claim assessment.
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Q4. How well do you understand the threat of ransomware for individuals and small entities, and how
is this threat evolving?

Based on publicly available claims data and incident reports, ransomware remains the dominant cause of
significant SMB/NFP cyber losses, with a noticeable shift toward:

e Double extortion tactics (data theft and encryption).
e Increased targeting of NFP's and service providers with sensitive personal data.
e Use of Artificial Intelligence -generated phishing lures to bypass traditional detection methods

Develop a Ransomware Readiness Index (RRI)

Ajoint government and industry scoring framework assessing preparedness across backups, MFA, patching,
IR planning, endpoint security, user training, phishing resilience, and asset management.

e Impact: Provides a transparent, actionable metric for SMB's/NFP’s to track improvement and unlock
premium discounts.

e Shield Alignment: Strong businesses & citizens; Safe technology.

Link RRI to Tiered Insurance Pricing
Premiums decrease as an organisation moves up RRI tiers, rewarding tangible uplift.

e Impact: Financially motivates continuous improvement.
e Shield Alignment: Strong businesses & citizens.

Run Ransomware Tabletop Exercises via Broker Networks

Government-funded exercise templates deployed through brokers to clients, simulating attacks and
validating response plans.

e Impact: Builds real-world readiness without high consultancy costs.
e Shield Alignment: Strong businesses & citizens; Protected critical infrastructure.
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Q5. How could the government further support businesses and individuals to protect themselves from
ransomware attacks?

Subsidised Incident Response Retainers

Provide matched funding for SMB's/NFP’s to maintain an annual retainer with certified incident response
providers, arranged through broker networks.

e Impact: Ensures rapid expert access during crises and limits business interruption.
e Shield Alignment: Strong businesses & citizens.

Government-Broker Co-Investment in Premium Subsidies

Entities achieving uplift benchmarks (e.g., RRI threshold, Essential Eight Level 2) receive partial premium
subsidies funded jointly by government and insurers.

e Impact: Directly links government investment with risk reduction outcomes.
e Shield Alignment: Strong businesses & citizens; Safe technology.

o Redeemable for insurance discounts upon completing uplift measures.
. Government matches insurer/broker discounts for compliant entities.
. Uplift grant recipients automatically receive discounted cover.

Cyber Voucher Program for Small Entities

Offer a voucher redeemable through brokers for either cyber insurance premium offsets or uplift services
(e.g., MFA deployment, IR planning).

e Impact: Provides flexibility to address the highest-priority gaps per organisation.
e Shield Alignment: Strong businesses & citizens.

Rapid Awareness Campaigns on Emerging Ransomware Trends

Government works with brokers to deliver plain-language ransomware updates via client newsletters and
broker portals.

e Impact: Ensures timely dissemination of intelligence to small entities.
e Shield Alignment: Safe technology; Strong businesses & citizens.
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Q6. What role can the insurance industry play in improving national cyber resilience?

Anonymous Claims Data Sharing with ACSC

Brokers and insurers share anonymised claims data to inform national threat intelligence and policy design.

e Impact: Strengthens evidence base for prioritisation.
e Shield Alignment: Safe technology.

Premium Incentives for Verified Uplift

Standardise industry practice of linking coverage/pricing to implementation of specific controls (e.g., MFA,
EDR, backups).

e Impact: Creates a systemic market driver for uplift.
e Shield Alignment: Strong businesses & citizens.

Joint Development of Baseline Standards

Insurance and government co-develop minimum viable security standards for SMB”s/NFP’s, which double
as eligibility criteria for cyber insurance.

e Impact: Provides clarity, removes confusion, and harmonises expectations.
e Shield Alignment: Safe technology; Strong businesses & citizens.

Broker-Led Sector ISAC-lite Hubs

Low-barrier forums established by brokers for sectors with limited cyber maturity (e.g., regional healthcare,
education, charities). Government provides intelligence feeds and brokers can facilitate peer exchange.

e Impact: Extends threat sharing across underserved industries.
e Shield Alignment: Strong businesses & citizens; Resilient region.
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Q7. What more can be done to make cyber insurance affordable and accessible, especially for SMB’s
and NFP’s?

Tiered Cyber Insurance Models

Offer modular cover (bronze, silver, gold) mapped to maturity benchmarks for clear coverage availability at
each level.

e |mpact: Allows entities to start small and scale cover as they uplift.

Group or Collective Insurance Models for NFP’s
Government and brokers co-facilitate pooled cover for smaller charities, leveraging economies of scale.

e Impact: Makes cover affordable for low-budget NFP’s.

Tax Deductions for Cyber Insurance Premiums

Allow SMB/NFP's to claim cyber insurance as a deductible expense, linked to evidence of cyber uplift.

e |mpact: Aligns financial incentives with resilience measures.

Pilot “Cyber Clinics with Cover”

Government-funded pilots where brokers deliver uplift training plus an entry-level cyber policy, ensuring
entities leave both better protected and insured.

e Impact: Practical, one-stop solution for SMB/NFP's.
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Q8. How can government and industry together ensure the cyber resilience of the wider economy by
20282

National Broker Advisory Panel on Cyber Resilience

Establish a standing advisory panel of brokers to advise Home Affairs on SMB/NFP realities, uptake barriers,
and insurance-linked incentives.

e |mpact: Ensures policy remains connected to ground-level business needs.

Integration of Cyber into Business Licensing & Grants

Tie cyber resilience benchmarks to eligibility for certain government grants and licensing, with insurance
recognised as evidence of preparedness.

e |mpact: Normalises cyber as a business hygiene factor.

National Ransomware Readiness Dashboard
Aggregate anonymised RRI data (from insurers and brokers) into a national view by sector and region.

e Impact: Provides government with real-time metrics to track national resilience.

Broker-Led Awareness Roadshows

Annual government-supported campaigns in regional centres, delivered by brokers and insurers,
combining cyber education with affordable policy access.

e |mpact: Drives outreach to the hardest-to-reach entities and business communities.
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Q9. What metrics should be used to measure success under Horizon 2?

Uptake Metrics

Percentage of SMB's/NFP's with cyber insurance or uplift-linked certification (e.g. Essential Eight Level 2 or
higher).

Preparedness Metrics

Average Ransomware Readiness Index (RRI) score by sector and region which business can compare to their
own.

Claims Data Metrics

Reduction in frequency and severity of cyber claims relative to Horizon 1 baseline.

Collaboration Metrics

Numpber of joint broker — government initiatives rolled out (clinics, ISAC-lite hubs, subsidy programs).

Accessibility Metrics

Proportion of SMB's/NFP's accessing subsidised or pooled products, tracked annually (more frequently if
warranted and resource permitting).

14 of 15



bms

Conclusion

This submission positions the insurance broker sector as a central delivery partner for Horizon 2. Brokers
maintain close, trusted relationships with SMB’s and NFP's precisely the entities that Horizon 2 is seeking to

empower and to strengthen national cyber resilience.

By embedding government programs into broker processes, linking uplift directly to insurance affordability,
and leveraging broker distribution for education and threat sharing, Australia can deliver world-first, market-
leading initiatives that aims at achieving measurable outcomes with minimal red tape which is critical

consideration for these sectors.

Key innovations such as the Ransomware Readiness Index (RRI), parametric micro-insurance products, and
government - broker co-investment models offer globally distinctive approaches that directly link cyber

security improvement to financial outcomes.

We encourage the Department of Home Affairs to adopt these recommmendations to ensure that by 2028:

e SMB’'sand NFP’s are better protected, more resilient, and insured against cyber risks.

e Insurance affordability and accessibility are systematically improved.

e Government and industry are working in concert to secure Australia's economy and society against
the evolving cyber threat landscape.

It would be a great privilege to assist the government with further refining of the proposed
recommendations and ideas which are put forward for a cost-efficient rollout for organisations in the SMB
and NFP sectors.

Disclaimer

This submission has been prepared and provided for the purpose of contributing to the public consultation
process conducted by Department of Home Affairs (Outlook for Horizon 2). The information, views and
recommendations contained herein are offered in good faith and reflect the knowledge and understanding
of the author at the time of this submission.

The author accepts no liability for any loss, damage, or consequence arising from reliance on this submission
or its contents.

This submission does not constitute legal, financial, or professional advice and should not be relied upon as
such.

Unless otherwise indicated, the author retains copyright over this submission. Permission is granted to

Department of Home Affairs to publish, reproduce, or circulate this document, in whole or in part, as
required and for the purposes of the consultation, provided it is attributed to the author.
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