


 

 

 

 



 

 

 

 

 



https://www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/annual-cyber-threat-report-2023-2024
https://www.unsw.edu.au/news/2021/12/cybercrime-an-estimated--42-billion-cost-to-australian-economy
https://a.storyblok.com/f/132489/x/053e374555/finity-optimalite-2024.pdf
https://www.abc.net.au/news/2023-03-28/detailed-portrait-data-breaches-oaic-disclosures/102131586


https://www.homeaffairs.gov.au/cyber-security-subsite/files/cyber-security-strategy-2020.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/PMC-Cyber-Strategy.pdf
https://www.chubb.com/content/dam/chubb-sites/chubb-com/us-en/business-insurance/products/cyber/documents/chubb_cyber_stack_final.pdf
https://www.cfc.com/en-au/knowledge/resources/articles/2025/03/cyber-product-enhancements-proactive-services/


 



 

 

 

 

https://www.wa.gov.au/system/files/2024-12/wacybersecuritypolicy.pdf


https://insurancecouncil.com.au/campaigns/defend-critical-infrastructure/cyber-risk/
https://www.reinsurancene.ws/cyber-insurance-premiums-stabilise-in-2025-but-market-penetration-remains-below-10-for-smes-sp/
https://www.reinsurancene.ws/cyber-insurance-premiums-stabilise-in-2025-but-market-penetration-remains-below-10-for-smes-sp/
https://www.oaic.gov.au/news/media-centre/statement-on-medisecure-data-breach-september-2024
https://www.swissre.com/risk-knowledge/advancing-societal-benefits-digitalisation/cyber-insurance-growth-shift.html


https://www.cyberinsuranceacademy.com/
https://www.cfc.com/en-au/cfc-cyber-masterclass/
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services
https://netdiligence.com/wp-content/uploads/2025/04/NetDiligence-Cyber-Claims-Study-2024-Report-V1.1.pdf


https://www.telstra.com.au/exchange/safer-online-and-the-new-normal


 

 



 

 

 

 

 

 

 

https://www.aph.gov.au/Parliamentary_Business/Hansard/Hansard_Display?bid=committees/commjnt/27957/&sid=0001


https://www.unsw.edu.au/news/2021/12/cybercrime-an-estimated--42-billion-cost-to-australian-economy
https://a.storyblok.com/f/132489/x/053e374555/finity-optimalite-2024.pdf
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Key highlights this quarter 

August 
HORIZON 2 CYBER 

SECURITY STRATEGY 
SUBMISSIONS DUE

June
OFFICIALLY LAUNCHED NEW 

ZEALAND OFFICE

2026
CYBER CONFERENCE 

PLANNING– DETAILS COMING 
SOON

4
MANDATORY RANSOMWARE 
PAYMENT REPORTING 

ENGAGEMENTS 

3
CHATGPT BREACHES: A 

RISING CONCERN 

$1.5m+
RECOVERED FROM FUNDS 

MISDIRECTION

25+
INDUSTRY PRESENTATIONS 

SHOWCASING CYBER INSURANCE 
RESPONSE LANDSCAPE

67+ 
TEAM MEMBERS AND 

GROWING
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Global landscape

Law enforcement Volatile landscapeNew threat actors

THREAT LANDSCAPE
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Incident overview 
• Ransomware / extortion incidents the highest frequency incident type (27.5%) 

• Business Email Compromise close second (23.8%)

• Social Engineering is the leading root cause (35.7%) – increasing trend

• Other causes of loss: weak security controls (14.3%), unpatched vulnerabilities (11.9%) and no MFA to critical applications (11.9%) 

• Increase of rogue employee/insider (7.1%) and human error (9.5%) 

INCIDENT TYPES AND ROOT CAUSE
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Victim profile 

• Mixture of government, private and public companies 

• Mixture of Australia / New Zealand domiciled and international / 
APAC entities across all sectors 

• Small businesses most commonly impacted: 

– 1 to 100 employees (53%) and 101 to 1001 employees (24%)

– <$3m (micro) and $3-10m (small) = nearly 50% 

• Mid-market, large and enterprise combined = 50% 

• Validates concerns that small businesses are targeted most 
frequently and require additional support

• Mid-market, large and enterprise organisations also experience 
greater severity exposure, typically with higher impact incidents 

• Emerging focus on State Government and contracted service 
providers (QLD, NSW, WA) with privacy law reform washing 
through

• Continued focus on SAAS / MSPs and B2B aggregators

SIZE AND PROFILE OF IMPACTED ORGANISATIONS
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Industries targeted 

• Financial and Insurance Services (18.8%), Professional Services and Consulting (17.5%), and Retail (10%) were the top industries impacted
• Broadly speaking – mixture of industries with a focus on real world impact (‘all hazards approach’ to cyber, privacy and digital risk) including operational resilience 

BREAKDOWN OF INDUSTRIES IMPACTED 
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Dark web activity
• Indication of cyber incident volume 

• Year on year analysis of dark web ‘breaches’  for Australia 
and New Zealand organisations  

• Includes access broking or data being leaked/offered for 
sale, and dark web leak site mentions/posts 

• While this won’t reflect the true volume of overall 
incidents, this does give an indication of activity 
frequency which continues to remain on par with recent 
years

• Overall observation: busier than usual start to 2025 in 
Australia – geopolitics at play?

• Typically now is the ‘busy season’ between September to 
November based on previous experience with December 
to February being quieter 

Source (Intel 471)

VOLUME OF ACTIVITY 
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Threat actor profile

• The threat actor landscape remained highly diverse with a broad 
distribution of attack sources rather than domination by a single threat 
actor group (note: See Coveware where Akira, Qilin, Lone Wolf 
dominates)

• From January 2025 to July 2025, 41 new ransomware groups were 
observed to be running data leak sites, a 41% increase from the same 
time last year when 29 new ransomware groups were detected 

• Qilin (11.8%), Space Bears (11.8%), and Akira (5.9%) ransomware groups 
were the most active threat actor groups. Akira is particularly active now, 
exploiting the SonicWall vulnerability 

• Evolving extortion tactics including 

– More frequent threats to engage prominent media outlets to discuss 
the incident 

– Operating call centers in multiple languages to target victim 
organisations and their customers, and leave harassing voicemails 

– Reviewing stolen data for incriminating evidence and subsequently 
threatening to send to law enforcement, tax authorities and industry 
regulators, making negotiations difficult 

THREAT ACTOR TRENDS
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Data impact trends 

• Nearly half (45.3%) of incidents were notifiable data breaches – mosaic effect in people’s minds with Digital ID changes likely to reduce harm

• Contact information (20.4%), identity information (17.5%), and Tax File Numbers (15.5%) remained the most frequently compromised data types

• Health information (10.7%) was lower in proportion this quarter although often causes the most concern and claims risk (see IVF class action)

NOTIFICATION TRENDS
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Business Email Compromise in focus

• Micro and Small Businesses are over-represented by 
Business Email Compromise and Funds Transfer 
Fraud incidents

• While this isn’t new trend, it is a focus area for the 
Atmos Resolve team which is committed to 
supporting the small business sector with this drag, 
and funds recovery efforts 

• We have assisted multiple Enterprise clients – with 
attempted large loss funds transfer fraud events 
(>$10m) indicating a growing trend towards ‘big game 
BEC hunting’

• The median amount of funds misdirected was 
$26,215, while the largest amount of successful funds 
misdirected was $2.3 million

• $1.5m successfully recovered through our Atmos 
Trace Now team – super stoked 

KEY HIGHLIGHTS
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Ransomware in focus 

• Organisations of all sizes were impacted; indicating that 
attacks are largely opportunistic in nature 

• Threat Actor ‘dwell time’ aka ‘time to detect’ (which 
refers to the period between when a threat actor first 
gains unauthorised access to a system and when they 
were detected) has significantly reduced 

• The minimum ‘dwell time’ was 0 days, while the median 
dwell time observed was 8 days, and the maximum 
dwell time that was observed was 163 days – this is 
typically ~10-24 days

• This is actually a good thing – it shows that organisations 
have increased detection capabilities

• As a result – threat actors are getting much quicker at 
getting in and stealing data before they leave, often 
without encrypting networks (extortion only attacks) 

• Coveware has noticed an uptick of this ‘data theft only’ 
attacks and lone wolf attacks 

ROOT CAUSE AND SIZE OF 
ORGANISATIONS IMPACTED 
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Ransomware in focus

• The median initial ransom demand that was 
observed was AUD $1.2 million, while the median 
ransom payment was AUD$430,000

• The maximum initial ransom demand observed was 
AUD$3.5 million, while the largest ransom payment 
was AUD$1.54 million

• This aligns with higher frequency, lower demands 
overall compared to previous years but see 
Coveware: increased spike in demands + payment 
amount 

• In ransomware incidents where a ransom payment 
was made, deliverables were provided in 80% of 
cases, while no deliverables were provided in 20% 
of the cases (SpaceBears) where re-extortion 
occurred 

• This is an anomaly to usual behaviour – but reflects 
the growing nature of ‘new groups’ which are less 
organised, and less trustworthy 

NOTIFICATIONS AND RANSOM DEMANDS 
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Things to look out for

Limit adequacy, 
BI, claims

Emerging TechSonicWall + Akira
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Where to from here

• ONBOARDINGS – !

• COLLATERAL UPDATE – Chat to !

• FOLLOW US ON LINKEDIN for more

https://www.linkedin.com/company/atmos-australia-and-new-zealand/?originalSubdomain=au


First Response 
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65+
Team members to support you

2,500+
Incidents handled

5
Offices across Australia and New Zealand

100+
Specialist partners to help you in your journey
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