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Assumptions and limitations  
 
3.8 Griffin Legal has prepared this PIA in consultation with the Department. 

 
3.9 We have relied on the Department for a description of the Project and have drafted our 

analysis and recommendations on the assumption that the information provided by the 
Department during the initial meeting of 15 May 2024 and in the documents listed in 
paragraph 3.13 accurately reflect the Project. 

 
3.10 Griffin Legal has been engaged to undertake this PIA at the instruction of the 

Department and considered only the handling of personal information by the 
Department’s Intelligence Capability (the Intelligence Capability) with respect to the 
Project. 
 

3.11 If it is anticipated that there will be material changes to the collection or handling of 
personal information associated with this Project, we recommend the Department 
implement appropriate privacy risk management tools (such as additional privacy 
impact assessments or an addendum to this PIA) to assess privacy impacts of the 
changes, once the details are known (Recommendation 1). 

 
3.12 Privacy risk management tools should also ensure that the Department maintains 

compliant with the Privacy Act as it may be amended from time to time. 
 
Documents reviewed  
 
3.13 In preparing this PIA, the following documents were considered: 

(a) publicly available information on the software platforms and tools from 
commercial vendors;  

(b) the Department’s Privacy Policy; and  

(c) documents provided by the Department.  
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The Privacy Act defines the term ‘enforcement related 
activities’ to include, amongst other things, the conduct 
of surveillance, intelligence gathering or monitoring 
activities.  
 
While collection of sensitive information about an 
individual generally requires consent, there are 
situations where consent is not required if a ‘permitted 
general situation’ exists (APP 3.4(b)). This exception 
applies in relation to the collection of sensitive 
information (APP 3.4) and the use or disclosure of 
personal information (APPs 6.2 and 8.2). The APP entity 
is nevertheless required to comply with the rest of the 
APP requirements such as keeping information secure 
(APP 11) even though consent is not required. There are 
five relevant permitted general situations listed in s 16A 
of the Privacy Act (s 16A exception activities): 
 

 lessening or preventing a serious threat to the 
life, health or safety of any individual, or to 
public health or safety (see APPs 3.4(b), 6.2(c) 
and 8.2(d)) 

 taking appropriate action in relation to 
suspected unlawful activity or serious 
misconduct (see APPs 3.4(b), 6.2(c) and 8.2(d)) 

 locating a person reported as missing (see APPs 
3.4(c), 6.2(c) and 8.2(d)) 

 asserting a legal or equitable claim (see APPs 
3.4(c) and 6.2(c)) 

 conducting an alternative dispute resolution 
process (see APPs 3.4(b) and 6.2(c)) 

 
The Department may rely on these exceptions when 
Open Source Collection Tools are being used for one of 
the purposes listed under S16A of the Privacy Act. The 
Tools are generally used for investigations and 
intelligence gathering. From the list of exceptions, it 
may be most relevant to the Department if the 
Department needs to use these tools to prevent a threat 
to public safety or to take appropriate action in relation 
to suspected unlawful activity or serious misconduct. 

Migration Act 1958 
(Cth) (the Migration 
Act)  
 

The Migration Act outlines functions and activities of 
the Department, and provides both specific and implied 
authority for the Department to conduct information 
collection. The Department is subject to Migration Act 
restrictions relating to the handling of ‘identifying 
information’, which is defined in section 336A of the 
Migration Act, unless permitted under Part 4A of the 
Migration Act. Investigating an offence against a law of 
the Commonwealth or a State or Territory is not a 
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permitted purpose under Part 4A of the Migration Act 
(section 336D(3)(a) and 336E(3)). 

Australian Border 
Force Act 2015 (Cth) 
(the ABF Act)  
 

Part 6 of the ABF Act prohibits the making of a record or 
disclosure of Immigration and Border Protection 
Information (IBP Information), subject to certain 
exceptions. 
 
Part 6 of the ABF Act provides that entrusted persons 
can only make a record of or disclose IBP information 
when certain exceptions apply, such as where disclosure 
is authorised by a provision of Part 6 of the ABF Act. 
 
For example, entrusted persons authorised by the 
Secretary under section 44(3) of the ABF Act can 
disclose IBP Information which contains personal 
information collected from open source tools under s 
44(2) to a body or person mentioned in section 44(4) 
provided that the Secretary (or their delegate) is 
satisfied that it is necessary for a purpose mentioned in 
section 46 (see paragraph 4.6 below) and that the IBP 
information will enable or assist that body or person to 
perform or exercise any of the functions, duties or 
powers of that body or person; and provided that any 
conditions imposed under section 44(6) are satisfied. 
Under section 42(2)(b) of the ABF Act, the making of the 
record or disclosure of IBP Information by an entrusted 
person is not an offence if the disclosure is during the 
course of the person’s employment or service as an 
entrusted person.  

Customs Act 1901 (Cth) 
(the Customs Act)  
 

The Customs Act outlines functions and activities of the 
Department, and provides both specific and implied 
authority for the Department to conduct information 
collection.  

Australian Citizenship 
Act 2007 (Cth) (the 
Citizenship Act)  
 

The Citizenship Act outlines functions and activities of 
the Department, and provides specific and implied 
authority for the Department to conduct information 
collection. 

 
4.6 The permitted purposes set out in section 46 of the ABF Act, which are relevant to 

disclosures of IBP Information which contain personal information under s 44(2) and 
45(2) of the ABF Act and are potentially relevant to this PIA are: 

(a) the administration or enforcement of Australian and foreign criminal laws, laws 
that impose pecuniary penalties or laws that involve the forfeiture of property; 

(b) in relation to the above laws, the prevention of crime or the detection or analysis 
of  criminal conduct in respect of those laws; 

(c) assisting a coronial inquiry, investigation or inquest under Commonwealth, State 
or Territory law; 

(d) a purpose relating to the protection of public health or the prevention or 
elimination of risks to the life or safety of an individual or group of individuals; 

(e) the protection of the public revenue of the Commonwealth, a State, a Territory or 
a foreign country; 
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(f) the establishment of a person’s identity, citizenship status or visa status at any 
given moment in time; 

(g) a purpose relating to immigration, quarantine or border control between Australia 
and a foreign country;  

(h) the performance of functions under: 

(i) section 17 of the Australian Security Intelligence Organisation Act 1979; 

(ii) section 6 of the Intelligence Services Act 2001; 

(iii) section 7 of the Office of National Intelligence Act 2018; 

(i) the inter‑country adoption of a child; 

(j) the protection of national security or the defence of Australia; 

(k) locating a missing person; or 

(l) a purpose prescribed by the rules. 
 

4.7 Section 6(1) of the Privacy Act includes the Immigration Department, which functions 
and responsibilities have been subsumed by the Department of Home Affairs, as an 
‘enforcement body’. 
 

4.8 Section 6(1) of the Privacy Act defines an ‘enforcement related activity’ as: 

(a) the prevention, detection, investigation, prosecution or punishment of: 

(i) criminal offences; or  

(ii) breaches of a law imposing a penalty or sanction; or  

(b) the conduct of surveillance activities, intelligence gathering activities or 
monitoring activities; or  

(c) the conduct of protective or custodial activities; or  

(d) the enforcement of laws relating to the confiscation of the proceeds of crime; or  

(e) the protection of the public revenue; or  

(f) the prevention, detection, investigation or remedying of misconduct of a serious 
nature, or other conduct prescribed by the regulations; or  

(g) the preparation for, or conduct of, proceedings before any court or tribunal, or the 
implementation of court/tribunal orders. 

 
4.9 The Department’s enforcement related activities include activities relating to both 

customs and immigration, such as:  

(a) detecting, preventing, investigating and prosecuting breaches of visa, immigration 
and citizenship law;  

(b) identifying and locating unlawful non-citizens and resolving their immigration 
status, including the removal of unlawful non-citizens from Australia;  

(c) preventing and reducing irregular migration, people smuggling and trafficking in 
persons;  

(d) identifying and assessing claims by non-citizens for protection in Australia, 
including managing the detention or release into the community of protection 
claimants;  

(e) assessing and enforcing compliance with visa and citizenship requirements;  
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(f) identifying and assessing prior to arrival those entitled to lawfully enter Australia;  

(g) managing the entry and departure of people crossing the Australian border;  

(h) resolving the identity, health, national security and criminal history status of 
people applying to enter Australia;  

(i) collecting and assessing information to assess the identity, character and criminal 
history of applicants for Australian citizenship; and  

(j) cooperation with other agencies, including information-sharing, for law 
enforcement and border security purposes, and the protection of the public 
revenue; and 

(k) Enforcement activities under the Customs Act 1901.  
 

Open Source Tools 
 
Maltego 

4.10 We understand that the Department utilises the enterprise version of Maltego in support 
of their open-source intelligence (OSINT) capabilities. Specifically, the Department 
uses this tool, exclusively within the Online and Geospatial Intelligence Section (OGI), 
in line with its open-source collection policy, where it is reasonably necessary for a 
Departmental function.  
 

4.11 Maltego is a link analysis software which provides real-time data mining and 
information gathering, as well as the representation of this information on a node-based 
graph, outlining patterns and multiple order connections between information. The 
outputs provided by the Maltego software allows for the identification of crucial links, 
identifies presence  across data sources, and the uncovering of intelligence insights. 
 

Functional capabilities  

4.12 Maltego software analyses real-world relationships between information that is publicly 
accessible on the Internet. Maltego can be used to gather information on the Internet 
infrastructure underlying a domain, including the related subdomains, Internet Protocol 
(IP) addresses, email addresses, and the relationship between that domain and other 
entities (also known as network foot-printing). 
 

4.13 Maltego can also be used to query sources such as Domain Name System (DNS) records, 
WHOIS records, search engines, social networks, various online Application 
Programming Interfaces (APIs) and extracting meta data to determine the relationships 
between:1 

(a) individuals, as represented by their names, email addresses or aliases; 

(b) groups of individuals (social networks); 

(c) companies; 

(d) organisations; 

(e) websites; 

(f) Internet infrastructure, including domains, DNS records, Netblocks, IP addresses; 

(g) affiliations; and  

 
1 Maltego, ‘What can I use Maltego for?’, Maltego (Webpage, 8 May 2024) 
<https://docs.maltego.com/support/solutions/articles/15000020188-what-can-i-use-maltego-for->. 
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(h) documents and files. 

 
4.14 Maltego integrates with external data sources, including OSINT platforms, internal 

databases, and proprietary APIs. The data integration capabilities support traditional 
sources and emerging technologies including blockchain and Internet of Things (IoT) 
devices. 
 

4.15 Maltego ensures users stay up-to-date with the latest data sources by integrating new 
data feeds and APIs adaptively. 

 

Babel Street Insights 

4.16 We understand that the Department utilises Babel Street Insights in support of their 
OSINT capabilities. This software is currently only used within OGI. 
   

4.17 Babel Street Insights is a multilingual, geo-enabled analytics platform which assists with 
threat intelligence, identity resolution, and risk mitigation. 

 
Functional capabilities  

Locate X 

4.19 The Department utilises Locate X in support of their OSINT capabilities. 
  

4.20 Locate X is a software that enables users to draw a digital fence around a defined 
geographic area, identifies the location of mobile devices  

 Mobile devices are only identified 
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through anonymised advertising ID’s, and not unique identifiers for the physical 
handsets. 

 

Functional capabilities  

4.21 Locate X uses  

 
4.22 Locate X uses  

 
4.23 The availability of some Locate X Data may be limited in accordance with various 

national privacy and/or data protection laws, including the GDPR. Where a customer 
can certify its exemption to the GDPR, additional Locate X data may be available. 

 
 
Sprinklr 

4.24 The Department utilises Sprinklr OIS in support of their OSINT capabilities. The 
Department’s Intelligence Capability uses Sprinklr on a limited basis, for monitoring 
purposes to achieve its intelligence and operational functions and activities.  
 

4.25 Sprinkler OIS operates as a cloud-based Software as a Service (SaaS) with all Australian 
customers accessing the same version of the Platform via the Internet. Sprinklr OIS is 
hosted in a Virtual Private Cloud (VPC) within a multi-tenant hosted environment, 
logically isolated from other Sprinklr customer instances that share the same physical 
servers.  
 

Functional capabilities  

4.26 Sprinklr OIS was developed as a unified customer experience management platform for 
social engagement and front office management, which encompasses several products 
and services. Sprinklr OIS is used by the Department to provide the following functions: 

(a) social listening, which involves the identification and assessment of information 
or opinions of an entity on the Internet; 

(b) management of user accounts with access to social channels; and  

(c) publication of information by those users on social channels. 
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4.27 Sprinklr OIS’ platform enables integration with multiple digital channels for users, 

including Customer Relationship Management (CRM) systems, public media sources 
such as social media posts, reviews, blog posts, and social media account metadata. This 
enables the unilateral assessment on the scope, source, and type of data being processed. 
 

4.28 Sprinklr OIS also uses Artificial Intelligence (AI) to create insights and provide deeper, 
real-time user experiences. 
 

4.29 The Sprinklr IOS platform enables users to connect, engage and service their own 
customers, including through the processing of publicly accessible online information. 
Sprinklr also provides enablement, success management, transformation, analytics and 
moderation services for customers. 

 
 
ShadowDragon SocialNet 

4.30 The Department utilises the ShadowDragon SocialNet (ShadowDragon) for online 
investigations on individuals being investigated on account of being suspected of 
criminal activity (target entity) by analysts within OGI, in pursuit of investigative 
functions, where permitted under the open source policy.  
 

4.31 ShadowDragon is an open source social media  and investigations software 
application developed by ShadowDragon, a company based in the United States. 
ShadowDragon operates under a SaaS licensing model, which allows the Department to 
access the software on external servers on a subscription basis rather than deploying it 
on existing Department infrastructure. ShadowDragon connects to the Department’s 
platform and facilitates online investigations on individuals suspected of criminal 
activity (target entity) by analysts within the Department. All information collected and 
used by ShadowDragon is data that is publicly available on online social networks and 
does not include private messages. 

 
Functional capabilities 

4.32 ShadowDragon facilitates the collection and analysis of open source intelligence by: 

(a) enabling real-time queries of data publicly available on the Internet from over 150 
social networks, including social media platforms, gaming discussion forums, 
online product reviews, or other forums and websites that offer illicit goods and/or 
services; 

(b) mapping online connections to more accurately resolve online identities with the 
real-world entities they represent, and improve queries of networks and user 
cohorts; 

(c) identifying social media associates of target entities to widen the scope of 
investigations; 

(d) data analytics to enable discovery and visualisation of a target entity’s social 
network, and cross-reference the data to establish correlations between actors to 
chart large and complex criminal operations; 

(e) discover locations of assets or individuals and infer geographical attribution to 
create a map of suspicious activity and/or track target entities; and 

(f) use the artifacts discovered to uncover lost assets and enable asset tracking. 
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4.39 Silo consists of two products, Silo Web Isolation Platform and Silo for Research. We 
understand the Department is primarily using the Silo Web Isolation Platform2 service, 
which includes: 

(a) a secure cloud-native execution environment solution for all web-based activity;3 

(b) built on the principles that all web code and critical data should be isolated from 
the endpoint, and that browsing capabilities should be configurable and auditable; 

(c) seamless deployment - Silo can be delivered as a distinct browser or seamlessly 
integrated into the existing browser using API; 

(d) role based provisioning - Lets users define access, authentication and use policies 
across users and organisations; and 

(e) integrates with IT services – Silo can interact seamlessly with current IT 
technology stacks, or act in a standalone environment and execute outside your 
organisation’s infrastructure. 

 
4.40 A small number of Silo for Research accounts exist within the Department. The 

Department uses Silo for Research to select a VPN exit node, allowing the Department’s 
intelligence analysts to select from what location their internet browsing appears from 
appropriate to the research being undertaken. 

 
Functional capabilities – ToolboxDW 

4.41 

4.42 ToolboxDW is an advanced version of Toolbox with Dark Web capabilities. This product 
option extends the reach of Silo+Toolbox into the Dark Web, delivering separate, 
geographically distributed virtual browser instances with platform and location spoofing 
functions. Users may interact with web-based content, including Dark Web, through 
their local host, but choose an alternative egress location, platform and language. 

 
4.43 In order to access the Dark Web, usually a usability penalty is involved, and browsers 

need to be equipped with specific software, or network infrastructure needs specific 
configuration changes in order to access dark web resources. The underlying encryption 
routines associated with traffic over the dark web is called ‘onion routing’ and places an 
additional performance tax on the accessor. Even once configured, ‘onion-capable’ 
browsing solutions still terminate HTTP connections to the organisation’s network and 
deliver the page payload to the local device for rendering, which exposes the organisation 
to malicious content. Toolbox DW is supposed to function as a simple, integrated 
workflow to interact with ‘.onion’ content with intuitive data capture capabilities whilst 
keeping content in an isolated host.4 

 
2 Authentic8, ‘Silo Web Isolation Platform’, Authentic8 (Webpage, 2024) <https://www.authentic8.com/products/silo-web-
isolation-platform>. 
3 Authentic8, Silo Web Isolation Platform – Data Sheet (2024) 
<https://www.authentic8.com/sites/default/files/content/PDF_files/ds-silo-web-isolation-platform.pdf>. 

4 Page 18 of ADD2017 1538111 Signed C4231807 Authentic8 Silo + Toolbox + DW SP 
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(b) Threat Intelligence: It provides real-time threat intelligence by tracking 
discussions, transactions, and behaviour associated with cybercrime, terrorism, 
and other illicit activities. 

(c) Automated Monitoring: DarkCloud uses automated tools to continuously scan the 
dark web for keywords, patterns, and indicators of criminal behaviour, helping to 
identify emerging threats. 

(d) Data Aggregation: It collects and aggregates data from various dark web sources, 
allowing investigators to analyse trends, networks, and potential threats. 

(e) Visualization Tools: The platform often includes visualization tools to map out 
connections between different actors, organizations, and activities within the dark 
web ecosystem. 

(f) Alerting and Reporting: DarkCloud generates alerts and reports based on its 
findings, enabling proactive responses to threats and supporting legal actions or 
operational decisions. 

(g) Customizable Filters and Queries: Users can customize filters and queries to tailor 
the monitoring and analysis to specific threats or investigative priorities. 

 
Benefits of the Project 

 

4.49 The Project will assist the Department to research publicly available data to assist with 
investigations and several enforcement related activities in order to respond to threats.   
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5.7 The Department utilises open-source information platforms to support operational 

priorities, active operations and projects within the Department’s functions and 
activities for the following purposes: border management, visa compliance and 
immigration status resolution, certain Australian laws including criminal and 
community protection, and enforcement related activities such as detecting, preventing, 
investigating and prosecuting breaches of visa, immigration and citizenship law. 

 
5.8 The Department has mentioned in its Privacy Policy Section 4 that it may collect 

personal information for the following purposes: border management, visa compliance 
and immigration status resolution, certain Australian laws including criminal and 
community protection, and enforcement related activities such as detecting, preventing, 
investigating and prosecuting breaches of visa, immigration and citizenship law. 
 

5.9 We find the Department’s collection of personal information necessary and directly 
related to the Department’s functions as outlined in the Department’s Privacy Policy and 
the Department’s Online Open Source and Social Media Access Policy. 
 

5.10 We note from the privacy policies of the Open Source Collection Tools that these tools 
may be collecting and using personal information for purposes not listed in their Privacy 
Policies and often the personal information collected by Open Source Collection Tools 
may be excessive and broad. We note this is beyond the Department’s control to 
maintain or update privacy policies used by the Open Source Collection Tools. As our 
recommendations in this PIA are addressed to the Department, not to the Open Source 
Collection Tools, no recommendations can be made to the Department to address this 
issue. 

 
5.11 APP 3.5 provides an APP entity must collect personal information ‘only by lawful and 

fair means’, which is an important safeguard to ensure that personal information can 
only be collected by lawful and fair means. In this particular project, Open Source 
Collection Tools generally collect public information available on the public internet 
from various sources. The standard of what is ‘fair’ presents an open-textured and 
evaluative criterion against which collection by an entity is to be assessed. Although the 
term ‘fair’ is not defined in the Privacy Act, in relation to the conception of fairness 
embodied in APP 3.5, the explanatory memorandum states that the OAIC has 
interpreted “fair” to mean “without intimidation or deception” or without use of means 
that are “unreasonably intrusive”. When undertaking the assessment of whether a 
collection is ‘fair’ for the purposes of APP 3.5, all the circumstances must be considered. 
See 63F [49] of Commissioner Initiated Investigation into Master Wealth Control Pty 
Ltd t/a DG Institute (Privacy) [2024] AICmr 243. 

 
5.12 In the Master Wealth case, the companies were found to have failed to collect the 

personal information by fair means, take reasonable steps to notify individuals whose 
information was collected, and to ensure that the information it collected was accurate 
and up to date. The companies collected personal information from court lists and 
databases for inclusion in their weekly leads lists, and whose personal information they 
subsequently disclosed to participants through those leads lists. We note that while this 
case provides references to how OAIC may interpret what lawful and fair means, ‘lawful 
and fair’ is not limited to collection with individual’s knowledge. Whilst the sources of 
information collected by the Open Source Collection Tools are often not verified, the 
Department is collecting information “without intimidation or deception” and without 
use of means that are “unreasonably intrusive”. 

 
5.13 We also note that Open Source Collection Tools often use data scraping techniques to 

extract publicly available information from online sources. The OAIC and 11 other 
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international data protection and privacy authorities have previously released a joint 
statement, Global expectations of social media platforms and other sites to 
safeguard unlawful data scraping (Statement) to identify privacy risks involved 
in data scraping processes.  

 
5.14 We have provided Recommendation 2 to the Department to use the Department’s 

Privacy Policy as a reasonable way to notify individuals about the Department’s use of 
Open Source Collection Tools, include how personal information is collected via open-
source collection tools and ensure all the primary collection purposes have been 
included in the Privacy Policy. The OAIC also included in the Statement that 
organisations can further protect users’ information and reinforce user trust by actively 
informing their users of the steps they can take to protect their personal information. 
The Department should be mindful of the practices used by relevant Open Source 
Collection Tools and avoid using tools which collect information that is sourced from 
unlawful and unfair means for the purpose of this Project.  
 

5.15 We recommend the Department review how personal information is collected by each 
Open Source Collection Tool, and satisfy itself that information is collected by lawful and 
fair means without intimidation, deception or use of means that are unreasonably 
intrusive (Recommendation 2). 
 

5.16 APP 3.6 provides that an APP entity ‘must collect personal information about an 
individual only from the individual’ unless the individual consents to the collection of 
the information from someone other than the individual or it is unreasonable or 
impracticable for the entity to collect personal information only from the individual. 

 
5.17 In this particular project, Open Source Collection Tools generally collect public 

information available on the internet. For example, individuals may not be aware that 
they have provided a broad consent to online social media sites, and they may not be 
aware that personal information publicly available on social media sites is collected by 
Open Source Collection Tools and used by customers of Open Source Collection Tools, 
like the Department, to conduct investigations and other purposes. We have also noted 
above Open Source Collection Tools often do not disclose in their Privacy Policies or 
Privacy Notices which platforms they collect personal information from, and whether 
they have obtained consent to collect such information. It is likely that some information 
collected by the Open Source Collection Tools is not directly collected from the 
individual nor with the individual’s consent. 
 

5.18 The Explanatory Memorandum, Privacy Amendment (Enhancing Privacy Protection) 
Bill 2012, page 77 provides examples of when it may be unreasonable or impracticable 
to collect personal information only from the individual concerned, for example, a law 
enforcement agency may be investigating an individual for a criminal offence, but that 
investigation could be prejudiced by the agency being forced to seek particular 
information directly from the individual. This exception allows long-standing type of 
activity to continue without breaching APP 3, and the exception is not limited to 
enforcement related activities. 
 

5.19 The Department may be able to rely on the exception provided in APP 3.6(b) to avoid 
collecting information from the individual because it is “unreasonable or impracticable 
to do so”. When the Department collects information for purposes of s 16A exception 
activities and enforcement related activities, it is unreasonable or impracticable to 
collect personal information only from the individual concerned, where the collection 
may not be practical or may jeopardise the investigation if the personal information is 
collected only from that individual (APP Guidelines 3.65). This scenario also fits the 
example provided in the Explanatory Memorandum. 

Document 1



OFFICIAL: SENSITIVE 

Page 25 of 52 

 

  
5.20 When the Department collects information for purposes other than s 16A exception 

activities and enforcement related activities, if it is for an investigation, the Department 
can still rely on APP 3.6(b) exception and the example scenario provided in the 
Explanatory Memorandum. 
 

5.21 If the Department collects information for purposes other than s 16A exception activities 
and enforcement related activities, the Department collects, uses and discloses personal 
information for the primary purposes of border management, community protections, 
investigations, intelligence and enforcement activities listed in paragraph 4.9 such as 
investigations and assessment. Most of these collection purposes require  

 and we recommend the Department assess on a case-by-case basis to 
consider whether it would be unreasonable or impracticable to collect information 
directly from individuals to avoid jeopardising the collection purposes 
(Recommendation 3).  

 
 
Collection of sensitive information 

 
5.22 The Department may only collect sensitive information about an individual with consent 

and where the information is reasonably necessary for the Department’s functions or 
activities, or if an exception under APP 3.4 applies. 
 

5.23 APP 3.4 provides that an APP entity can collect sensitive information without a person’s 
consent, if the APP entity is an enforcement body and the entity reasonably believes that 
the collection of the information is reasonably necessary for, or directly related to, one 
or more enforcement related activities conducted by, or on behalf of, the enforcement 
body.  
 

5.24 The requirement for there to be a ‘reasonable belief’ means that an objective assessment 
needs to be made in relation to whether the collection of the information by the 
Department is ‘reasonably necessary for’ the particular enforcement related activities, 
listed in paragraph 4.9, to be undertaken by the Department. 

 
5.25 As an enforcement body, the Department may collect sensitive information where there 

is a reasonable belief that collecting the information is reasonably necessary for, or 
directly related to, one or more enforcement related activities conducted by, or on behalf 
of, the Department (APP 3.4(d)(i)).   
 

5.26 APP 3.4(b) also provides seven permitted general situations in relation to the collection 
of sensitive information by the APP entity. We have included our analysis in paragraph 
4.5 that the Department may rely on these exceptions when Open Source Collection 
Tools are being used for any of the s 16A exception activities. 

 
5.27 For of this Project, the Department can only collect sensitive information if: 

(a) the Department has obtained an individual’s consent, or  

(b) it is for enforcement related activities purpose, or  

(c) it falls within the list of s 16A exception activities.  
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Unsolicited personal information 

 
5.28 APP 4 outlines the steps the Department must take if it receives unsolicited personal 

information. Unsolicited personal information is personal information received by the 
Department that has not been requested by the Department.  
 

5.29 We understand that while search requests within the tools can provide search results 
that may include personal information, including sensitive information, that is not 
necessary for the functions of the Department, only the information that is relevant to 
an investigation is collected by Departmental Staff. No unsolicited personal information 
is expected to be collected for this Project.  

 
 

Notification of the collection of personal information 
 

5.30 APP 5 requires an APP entity that collects personal information about an individual to 
take reasonable steps either to notify the individual of certain matters or to ensure the 
individual is aware of those matters. 

 
5.31 The OAIC APP Guidelines provide that APP 5.1 acknowledges that it may be reasonable 

for an APP entity to not take any steps to provide a notice or ensure awareness of all or 
some of the APP 5 matters. It is the responsibility of the entity to be able to justify not 
taking any steps. One of the examples of when this may be reasonable is when 
Notification may jeopardise the purpose of collection or the integrity of the personal 
information collected and there is a clear public interest in the purpose of collection, for 
example, a law enforcement agency undertaking lawful covert surveillance of an 
individual in connection with a criminal investigation (OAIC APP Guidelines Chapter 5 
APP 5 Notification of the collection of personal information paragraph 5.7). 
 

5.32 In this Project, notification to individuals will jeopardise the purpose of the collection, 
for example, when the Department conducts an investigation on a person of interest. 
Therefore, it is not required for the Department to take reasonable steps outlined in APP 
5.2 to notify individuals when conducting activities for a purpose that may be 
jeopardised by the notification.  

 
 
Use and disclosure of personal information 
 
5.33 Under APP 6, the Department may only use or disclose personal information about an 

individual for the purpose it was collected (primary purpose) or for another purpose 
(secondary purpose) with the individual’s consent or where an exception in APP 6.2 
applies. 
  

5.34 The Department has mentioned in its Privacy Policy Section 4 that it may collect, use 
and disclose personal information for the following purposes: border management, visa 
compliance and immigration status resolution, certain Australian laws including 
criminal and community protection, and enforcement related activities such as 
detecting, preventing, investigating and prosecuting breaches of visa, immigration and 
citizenship law. 
 

5.35 In this Project, the Department collects, uses and discloses personal information for the 
primary purposes of border management, community protections, investigations, 
intelligence and enforcement activities listed in paragraph 4.9 such as investigations and 
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assessment. The specific purpose applicable to a particular use of a Tool depends on the 
circumstances. The Department’s primary use of personal information is aligned with 
the collection purposes outlined in its privacy policy. 

 
5.36 The Department may also use personal information for secondary purposes beyond the 

original collection purpose, such as for research and reporting purposes.  
 

5.37 If the Department uses Open Source Collection Tools for purposes beyond the primary 
purposes and relies on APP 6.2 as an exception, the Department needs to be mindful 
that for any use and disclosure purposes beyond the primary purposes, the secondary 
use and disclosure purpose must fall within one of the exceptions outlined in the 
APP 6.2: 

(a) the individual would reasonably expect the APP entity to use or disclose the 
information for the secondary purpose, and the secondary purpose is directly 
related the primary purpose (if the information is sensitive information), or 
related to the primary purpose (if the information is personal information); 

(b) the use or disclosure of the information is required or authorised by or under an 
Australian law or a court/tribunal order; 

(c) a permitted general situation exists in relation to the use or disclosure of the 
information by the APP entity; 

(d) the APP entity is an organisation and a permitted health situation exists in relation 
to the use or disclosure of the information by the entity; 

(e) the APP entity reasonably believes that the use or disclosure of the information is 
reasonably necessary for one or more enforcement related activities conducted by, 
or on behalf of, an enforcement body. 

 
5.38 In this Project, APP 6.2(b) may apply when the Department operates under a court order 

or where it is otherwise authorised or required by law. APP 6.2 (c) may apply if the use 
or disclosure of the information falls within one of the s 16A permitted general 
situations. APP 6.2(e) applies when the Department conducts enforcement related 
activities. 
 

5.39 The Department may use or disclose personal information collected through the open 
source tools for a secondary purpose where, amongst others, the use or disclosure of the 
personal information is reasonably necessary for an enforcement related activity of the 
Department or if the Department considers that the use or disclosure of the information 
is necessary to prevent a serious threat to the life, health or safety of an individual or 
reasonably necessary to assist in locating a person who has been reported as missing. 
These disclosures remain compliant with APP 6. 
 

5.40 The Department’s Privacy Policy outlines that “We are permitted to disclose personal 
information to law enforcement bodies (amongst others) and intelligence bodies for 
the purpose of enforcing the criminal law, laws imposing a pecuniary penalty or for 
the purpose of protecting public revenue (amongst other things)”.  

 
5.41 Under APP 6.2(e), the Department is permitted to use or disclose personal information 

if it reasonably believes that the use or disclosure is ‘reasonably necessary’ for one or 
more ‘enforcement related activities’ conducted by, or on behalf of, an enforcement 
body. 
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5.42 We understand that personal information collected by the Department may form part of 
intelligence reporting and constitute IBP Information which may be disseminated to 
partner agencies where relevant to informing their enforcement related functions.  

 
5.43 An entrusted person authorised by the Secretary, may disclose IBP Information 

containing personal information to another department, agency, AFP or other person or 
body listed at section 44(4) of the ABF Act if: 

(a) the Secretary is satisfied that the information will enable or assist that body to 
exercise their powers or functions; and the disclosure is necessary for a purpose 
listed in section 46, including for example: 

(i) law enforcement; 

(ii) protection of public health or safety; 

(iii) assisting in the establishing of a person’s identity; 

(iv) provision of services to persons who are not Australian citizens; 

(v) protection of national security or defence of Australia;  

(vi) locating a missing person; and  

(vii) purposes relating to matters covered by Customs Act 1901, the Migration 
Act 1958, the Maritime Powers Act 2013, the Australian Citizenship Act 
2007, the Immigration (Guardianship of Children) Act 1946, the Education 
Services for Overseas Students Act 2000 or the Biosecurity Act 2015; and 

(b) the body has complied with any applicable conditions in respect of the disclosure. 
 

5.44 In addition, s 51 of the ABF Act provides that disclosure under s 43, 44, 45, 47, 48 or 49 
of the ABF Act is taken to be a disclosure that is authorised by the ABF Act, which 
constitutes a disclosure ‘authorised by or under an Australian law’ for the purposes of 
APP 6.2(b).  Falling within the APP 6.2(b) exception permits the disclosure of personal 
information for a purpose other than the purpose for which the information was 
collected. 

 
5.45 We consider these uses and disclosures of personal information are for the primary 

purpose of border management, community protections, investigations, intelligence and 
enforcement activities listed in paragraph 4.9 such as investigation and assessment. 

 
5.46 Under the Privacy Act, if the Department uses or discloses personal information in 

accordance with the ‘enforcement related activities’ exception in APP 6.2(e), the 
Department must make a written note of the use or disclosure (APP 6.5).  

 
5.47 ‘The Department as an Enforcement Body’ document provides guidance with respect to 

the record keeping requirements. We recommend that this guidance is provided to all 
departmental staff who are permitted to use or disclose personal information collected 
via open-source tools in connection with enforcement related activities 
(Recommendation 4). The following guidelines should be included:  

(a) the date of the use or disclosure;  

(b) details of the personal information that was used or disclosed;  

(c) the enforcement body conducting the enforcement related activity;  

(d) if the entity used the personal information, how the personal information was used 
by the entity;  
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(e) if the entity disclosed the personal information, who it disclosed the personal 
information to (this may be the enforcement body or another entity); and   

(f) the basis for the entity’s ‘reasonable belief’. This will help the entity assure itself 
that this exception applies, and it may be a useful reference if the entity later needs 
to justify its reasonable belief.  

 
Cross-border disclosure 
 
5.48 An ‘overseas recipient’ is a person who receives personal information from the 

Department and is: 

(a) not in Australia or an external Territory; 

(b) not the Department (disclosing the personal information); and 

(c) not the individual to whom the personal information relates. 
 
5.49 The Department’s Privacy Policy identifies that personal information may be disclosed 

overseas and there may be circumstances where the Department engages contractors to 
collect, transmit and store data, including providers located outside of Australia.  
 

5.50 Under APP 6.1, the Department ‘uses’ information where it handles or undertakes an 
activity with the information, within the entity’s effective control. Open Source 
Collection Tools are used within the Department’s effective control when the 
Department directly operates on the tools or provides instructions to the search criteria. 

 
5.51 Some of the Open Source Collection Tool providers are based overseas. Once the 

information from Open Source Collection Tools is collected by the Department’s 
Intelligence Capability, it is stored as an internal departmental record. 

 
5.52 Even if the Department engages a third party provider to operate on Open Source 

Collection Tools, providing personal information to a contractor to perform services on 
behalf of the Department constitutes a use, rather than a disclosure where the 
Department does not release the subsequent handling of personal information from its 
effective control. Given the Department has a binding contract in place with the service 
providers, which requires the provider only to handle the personal information for 
limited purposes of performing searches, the Department retains effective control of the 
personal information and such search requests to a service provider does not constitute 
a disclosure or overseas disclosure of personal information.  
 

5.53 APP 8.1 will not apply to a disclosure of personal information by an APP entity to an 
overseas recipient where the disclosure is ‘required or authorised by or under an 
Australian law or a court/tribunal order’ (APP 8.2(c)). We understand that the 
Department may also be authorised to disclose personal information to a foreign 
country, agency or authority of a foreign country or a public international organisation  
under section 45 of the ABF Act. Such overseas disclosures are in line with the 
Department’s existing BAU disclosure guidance and APP 8. 
 

5.54 Under section 45 of the ABF Act, an entrusted person authorised by the Secretary may 
disclose IBP Information containing personal information to a foreign country, agency 
or authority of a foreign country or a public international organisation for a purpose 
mentioned in section 46 of the ABF Act including the purposes set out at paragraph 
5.23(a) if: 
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Sprinklr  Under Spinrklr’s Privacy Notice, information collected 
by Sprinklr at the instruction of the customer may be 
processed outside of Australia. 

ShadowDragon SocialNet  Per ShadowDragon’s Privacy Policy, information 
collected by ShadowDragon through the use of its tools 
may be stored outside of Australia.   

Authentic8 Silo + ToolboxDW  Under Authentic8’s Terms of Service, information 
collected by Authentic8 at the instruction of the 
customer may be processed outside of Australia. 

 
5.60 Although the tools mentioned above have offshore data processes, once the Department 

collects the information from the tool, we understand it is recorded and stored 
separately on the Department’s systems. The Department stores records of information 
about individuals on their internal ICT environment which is located onshore in 
Australia. The Open Source Collection Tools are an intermediary step and no records of 
personal information are stored on the tools.  
 

5.61 

 
Quality of personal information 
 
5.62 The quality of the information associated with the Project will be dependent on what is 

publicly available, and in turn, is up to the discretion of Departmental personnel to 
consider the quality of such information.  
 

5.63 We have not had the opportunity to review any policies or procedures the Department 
has in place to ensure that the information is accurate, up-to-date and correct.  

 
5.64 We recommend the Department satisfy itself that it has appropriate mechanisms 

(such as standard operating procedures and system controls) to ensure the personal 
information it holds is accurate, up-to-date and complete and the personal information 
it uses or discloses is, having regard to the purpose of the use or disclosure, accurate, up-
to-date, complete and relevant (Recommendation 6). 

 
Security of personal information 
 
5.65 APP 11 requires the Department to take active measures to ensure the security of 

personal information it holds, and to actively consider whether it is permitted to retain 
personal information.  
 

5.66 The Department must take reasonable steps to protect the information from misuse, 
interference and loss, as well as unauthorised access, modification or disclosure. 
 

5.67 In accordance with the Protective Security Policy Framework (PSPF), the Department 
is required to comply with the Information Security Manual (ISM). The PSPF mandates 
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that all Australian Government agencies, organisations and entities manage the security 
of their information systems through a certification and accreditation process. 

 
5.68 We understand that the use of open-source collection tools has role-based access 

controls, which require supervisor approval. This includes password protected licences.  
 

5.69 We recommend the Department satisfy itself that it has appropriate security 
mechanisms to protect the personal and sensitive information it holds in relation to the 
Project (Recommendation 7).  
 

5.70 This could include: 

(a) ICT security mechanisms such as: 

(iv) encryption; 

(v) audits and monitoring; and 

(vi) backup and recovery; 

(b) internal standard operating procedures; 

(c) an appropriate Data Breach Response Plan; and 

(d) destruction and de-identification processes. 
 
5.71 We understand that where required, a Security Impact Assessment is conducted with 

the Department’s Cyber Risk Management Branch during the procurement process for 
open source tools. 
 

5.72  We recommend the Department obtain a Security Risk Assessment (SRA) relating to 
the Project and consider implementing any recommendations forming part of the SRA 
(Recommendation 8). 
 

5.73 We understand that all Departmental staff are required to complete the Essentials Suite, 
which is mandatory training about privacy and personal information, and associated 
obligations. Additionally, we understand that Departmental staff are regularly required 
to complete security awareness training.  
 

Storage, retention and destruction of personal information 
 

5.74 The Department must take reasonable steps to destroy or de-identify the personal 
information it holds once the personal information is no longer needed for any purpose 
for which the personal information may be used or disclosed under the APPs.  
 

5.75 However, this requirement does not apply where the personal information is contained 
in a Commonwealth record or where the entity is required by law or a court/tribunal 
order to retain the personal information (APP 11.2). Under APP 11.2 and the Archives 
Act 1983 (Cth) (Archives Act), Australian Government agencies such as the 
Department are generally required to retain the personal information they hold as 
‘Commonwealth records’, for the periods specified in the relevant Records Authority 
made under the Archives Act. The Archives Act makes it an offence to destroy a 
Commonwealth record before expiration of its retention period (section 24). 
 

5.76 Storage and retention of personal and sensitive information collected by open-source 
tools used by the Department must be in accordance with the Department’s Protective 
Marking and Handling of Sensitive and Security Classified Information Procedural 
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Instruction (HR-6361), which adheres to the broader Protective Security Policy 
Framework (PSPF), and relevant legislation. 

 
5.77 We understand that bulk data provided by the use of the open source tools is not 

extracted by the Department. Where information is relevant to an intelligence 
assessment, it is manually collated by Departmental Staff and stored as part of the 
information base for the work being undertaken. Any resulting artefacts are stored in 
Departmental record keeping systems at the level of PROTECTED or higher.  

 
5.78 We recommend the Department retain the records associated with the Project per 

existing Departmental records management protocols and the Records Authorities that 
apply to the Department’s core activities (Recommendation 9). 

 
Access to and correction of personal information 

 
5.79 As each open-source tool collects data from publicly available information on the 

internet, and not the individual themselves, there will be no opportunity for correction.  
 

5.80 When exercising its law enforcement functions, the Department may not be required to 
provide an individual access to the personal information under APP 12.2 and s 37 of the 
FOI Act if the Department can provide evidence that providing access to information 
collected via open-source tools would affect enforcement of law and protection of public 
safety.  
 

5.81 Information falling under Part IV, Division 2 of the FOI Act may also be exempted, such 
as information relating to national security, defence or international relations (s 33), 
cabinet documents (s 34) and information subject to legal professional privilege (s 42). 
A conditional exemption in Part IV Div 3 may also apply depending on the 
circumstances.  
 

5.82 A decision to refuse access under APP 12.2(b)(i) (on one of the FOI grounds) is a decision 
made under the Privacy Act, not the FOI Act. As required by APP 12.9, the Department 
must provide the individual with a written notice that sets out the reasons for the refusal 
and the complaint mechanisms available to the individual. The individual may have a 
right to complain to the Information Commissioner under the Privacy Act. After 
investigation, the Commissioner may make a determination that the Department has 
failed to comply with APP 12 and require, for example, that the agency give access 
(Privacy Act, s 52). However, the individual will not have a right to seek internal review 
or Information Commissioner review under the FOI Act. 
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Flow of information 
 
5.83 An illustration of information flows associated with the Project is in Annexure A. 
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How will the Department handle any privacy breaches? 
 
7.9 Privacy breaches are managed in accordance with the Department’s existing Privacy 

breaches and Notifiable Data Breaches Scheme document.  
 

7.10 We recommend the Department ensures its Data Breach Response Plan appropriately 
considers information handling associated with the Project, to ensure that privacy 
breaches are identified and mitigated in a timely manner (Recommendation 10). 

 
Are there audit and oversight mechanisms in place (including emergency 
procedures) in case the system fails? 

 
7.11 In addition to data breach management (as discussed immediately above), the 

Department is obliged to comply with the ISM (including its guidelines for Cybersecurity 
incidents, physical and personnel security, system hardening, ICT equipment, system 
management and monitoring, database systems and data transfers). It is also required 
to follow the Information Security Policies of the PSPF, covering ‘Sensitive and classified 
information’ (Policy 8), ‘Access to information’ (Policy 9), ‘Safeguarding data from cyber 
threats’ (Policy 10) and ‘Robust ICT Systems’ (Policy 11).  

 
7.12 This obligation is not changed by the implementation of the Project. Accordingly, the 

Department’s existing business continuity and emergency management arrangements 
continue to apply. 
 

Does the Project recognise the risk of function creep? (For example, is there an 
interest in using the personal information collected for the project for other 
purposes that might occur in the future?) 
 
7.13 Yes, there is a risk of function creep if the Department plans to collect, use and disclose 

information for additional secondary purposes outside of the primary and secondary 
purposes recognised in this PIA. If the Department collects information for purposes 
other than s 16A exception activities and enforcement related activities, the Department 
collects, uses and discloses personal information for purposes of border management, 
community protections, investigations, intelligence and enforcement activities listed in 
paragraph 4.9 such as investigations and assessment.  
 

7.14 Most of these collection purposes require  and the Department 
will assess on a case-by-case basis to consider whether it would be unreasonable or 
impracticable to collect information directly from individuals to avoid jeopardising the 
collection purposes.  

 
7.15 As discussed with Recommendation 4, ‘The Department as an Enforcement Body’ 

document provides guidance with respect to the record keeping requirements. We 
believe this recommendation will mitigate the risk of function creep. 

 
How valuable would the information be to unauthorised users? (For example, is 
it information that others would pay money for or try to access via hacking?) 
 
7.16 The information would be highly valuable to unauthorised users as it may contain 

intelligence reports based on key identity information or sensitive information of 
individuals. However, the Department has identified this as a risk and has appropriate 
security mechanisms in place to ensure personal information is protected. 
 

Is any intrusion or surveillance fully justified and in proportion to the Project’s 
anticipated benefits? Is it the only way of achieving the aims of the Project, and 
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done in the least intrusive manner? Is it subject to legislative or judicial 
authority? What auditing and oversight measures are in place? 

 
7.17 The Project uses information collected by the Department from publicly available 

sources and we have made previous recommendations to the Department to be aware of 
collection by lawful and fair means without intimidation, deception or use of means that 
are unreasonably intrusive, especially when the Department collects and uses 
information for purposes outside the s 16A exceptions or enforcement related activities.  
 

7.18 We note that collecting and using personal information for purposes within the S 16A 
exceptions and for enforcement related activities are subject to exceptions, and any 
intrusion is limited to what is necessary for the enforcement related activities.  
 

7.19 As a privacy-positive strategy, we recommend a post-implementation audit after the 
deployment of the Project to assess whether any changes need to be made to 
functionality or processes to better protect the data (Recommendation 11). The 
Department may decide a practical timeframe for the post-implementation audit 
considering other changing factors, such as policy updates. 

 

How consistent is the project with community values about privacy? 
 
7.20 The OAIC has published the Australian Community Attitudes to Privacy Survey 2023 

(OAIC 2023 survey). Relevantly, the OAIC survey found: 

(a) 74% of respondents feel data breaches are one of the biggest privacy risks they 
face. This has increased by 13% since 2020; and 

(b) Federal government agencies were rated second in the level of trustworthiness by 
sector – with 67% of respondents rating Federal government agencies as 
‘somewhat trustworthy’ or ‘very trustworthy’. 

 
7.21 In addition, the previous OAIC Australian Community Attitudes to Privacy Survey 

2020 (OAIC 2020 survey) identified that: 

(a) 70% of respondents were uncomfortable with government agencies sharing their 
personal information with businesses in Australia; and  

(b) 40% of respondents felt that the privacy of their personal information was either 
poorly or very poorly protected.’ 
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