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OFFICIAL: Sensttve

The Following candidates have been appointed:

Proposed candidat_e_ for Chair
s. 22(1)(a)(ii)

Proposed candidates for standing members
H N

The Cyber Security Act 2024 (the Act) established the Cyber Incident Review Board as an
independent statutory advisory body to conduct no-fault, post-incident reviews of significant cyber
security incidents in Australia.

Recent high-profile and high-impact cyber security incidents highlight the need for industry and
Government to do more to effectively review and learn lessons from cyber security incidents and to
prepare contingencies for future attacks.

Australia needs an independent mechanism responsible for undertaking post-incident reviews of
significant cyber security incidents, and the effectiveness of government and industry response.

The Cyber Incident Review Board will uplift Australia’s collective cyber security by boosting our
ability to hone incident preparation and response.

It's important that we understand the vulnerabilities that led to the attack when a major incident
occurs and to share lessons learned with industry, government and the public to improve future
cyber readiness.

The Board has broad independence in deciding which cyber incidents it will review and how the
Board will operate.The Board will work cooperatively with industry to enhance Australia’s collective
cyber resilience.

Lessons learned from reviews will be shared with the business community and the wider public.
The Board will provide actionable recommendations to government and industry in order to
prevent, detect, respond to, or minimise the impact of cyber security incidents of a similar nature in
the future.

Background
Establishment under the Act

e The Act established the Board as an independent statutory advisory body with a remit to
conduct no-fault, post-incident reviews of significant cyber security incidents in Australia.

¢ The Board will provide actionable recommendations to government and industry in order to
prevent, detect, respond to, or minimise the impact of cyber security incidents of a similar
nature in the future.

Cyber Incident Review Board
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OFFICIAL: Sensitive

The Board is a key component of the Australian Government’'s 2023-2030 Australian Cyber
Security Strategy vision for building resilient and cyber future ready communities, strong
businesses and a secure Australian economy.

The Board will not act as an investigatory body that apportions blame or determines the liability
of any entity in relation to a cyber security incident. The Board will have independence and
enable Australia to learn from cyber security incidents and continuously uplift our national
resilience.

Composition of the Board

The Minister will appoint a Chair and up to 6 standing members from both the public and
private sectors. The Board will be composed of a cross section of the Australian community
and business sector; diverse in professional experience, gender, cultural background and age.

The appointed Chair and standing members will be updated in Attachment A, pending the
approval of the Minister and the Prime Minister (these are considered significant
appointments).

An Expert Panel will support the Board, comprised of relevantly experienced individuals. These
individuals will form a large pool of pre-cleared experts that the Board can appoint to a review
panel to assist with the conduct of a review, providing specialist expertise.

The Expert Panel will be established once the Board is in place, as the Board sees fit.
Individuals may register their interest in applying to join the Expert Panel by emailing
CIRB.Enquiries@homeaffairs.gov.au.

Eligibility

The Cyber Security (Cyber Incident Review Board) Rules 2025, established eligibility criteria
for the Board, for example qualifications or experience in the field of cyber security and incident
management or crisis response.

Standing members and the Expert Panel will have a requirement to hold or be eligible to obtain
an Australian security clearance or an equivalent security clearance recognised by the
Commonwealth that allows the person access to information that has a security classification of
at least secret.

The Board and Expert Panel are required to disclose all interests they may have, pecuniary or
otherwise, in relation to the Board or its equities and may be required to recuse themselves
from involvement in matters undertaken by the Board in which they have an interest.

Remuneration

Board members will be remunerated through a daily fee model, as established through
determination by the Remuneration Tribunal.

Expert Panel members appointed to a review panel for a review are eligible to be paid the
remuneration and allowances determined by the Chair of the Board by legislative instrument.
The amount of remuneration will be informed by what other individuals received performing
similar or equivalent functions within Government and industry.

Cyber Incident Review Board
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Attachment A: Chair and standing member
biographies

To be confirmed with nominees, subject to approvals

Cyber Incident Review Board
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OFFICIAL ~SENSIHYE—

Conflict of Media and
Interest Communications Financial Checks
(Col) Checks

Candidate Name PID identifies any Socialmedia Media & Press Review for Bankruptcy ASIC Register Affiliations with industry Civil or criminal Substantial Perpetrated Civil or criminal
conflict of interest(s), check coverage includ negative Register comprehensive or previous companies that proceedings or  involvmentin or participated proceedings or
either actual, ing associated public Search search to affirm may carry any perceived or enforcement the in negligent, enforcement action,
perceived, or companies, commentary banned or actual conflict of interest  action, inrelation management deceitful, or which adversely
potential. businesses. disqualified status risk. to the management of a business otherwise reflects on the
and other related of an entity, or orcompany discreditable candidate’s
business or person commercial or which has business or competence,
searches. professional failed professional diligence,
activities practices judgement, honesty
or integrity

s. 22(1)(a)(l

OFFICIAL: Seasitive_

Involvement
with
management
of a business
or company
which has
failed
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The Hon Tony Burke MP
Minister for Home Affairs
Minister for Immigration and Citizenship
Minister for Cyber Security
Minister for the Arts
Leader of the House

Ref No: MS26-000559

The Hon Anthony Albanese MP
Prime Minister

Parliament House

CANBERRA ACT 2600

Dear Prime Minister

| am writing to seek your agreement for me, as the Minister for Cyber Security, to
appoint my selected nominees to the Cyber Incident Review Board (the Board)
under the Cyber Security Act 2024 (Cth) (the Act). In accordance with the Act, | may
appoint a Chair and up to 6 standing members to the Board.

In September last year, you granted an exemption from the Australian Public Service
Commission (APSC) Merit and Transparency Policy for the appointment of the Board
(MS25-002555 refers). The Department of Home Affairs (the Department) then
conducted a 4-week expression of interest (EOI) process and provided me with a list
of suitable candidates for consideration.

Due care has been taken at each stage of the EOI recruitment to ensure that the
process for the Board appointments aligns with the principles of the Merit and
Transparency Policy:

e The EOI was publicised broadly through the 2500-member Trusted Information
Sharing Network and amplified across the Department’s relevant social media
profiles.

e The Department received 185 eligible submissions in total, which were
assessed for suitability against the eligibility criteria in section 13 of the Cyber
Security (Cyber Incident Review Board) Rules 2025 and using an approved
skills matrix.

Parliament House Canberra ACT 2600 Telephone: (02) 6277 7860
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In making my determination, | have considered all 185 applicants and given due
consideration not only to their individual merits, but also to ensuring the
representation of women, culturally and linguistically diverse persons, and
geographic position; to reflect the Government’s commitment to equity and diversity
in making senior government appointments.

| have identified the following individuals for appointment to the Board. Their
curricula vitae and private interest declarations are enclosed for your consideration.

Proposed Chair

s. 22(1)(a)(ii)

Proposed standing members

s. 22(1)(a)(i

The Department has conducted rigorous due diligence and background checks to
ensure the selected candidates have the character and qualities to represent the
Board. No issues or concerns have been identified with the proposed nominees that
may give rise to a real or perceived conflict of interest that would cast doubt on the
integrity or independence of the Board.

Following your agreement with the proposed appointees, | will write formally to the
candidates with a letter of offer and proceed with the appointments. The Department
will liaise with my office and the Department of the Prime Minister and Cabinet to
deliver the media and communications for public announcement of the Board.

Yours sincerely

Tony Burke

/ / 2026
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OFFICIAL

Cyber Incident Review Board
Membership and Skills Matrix
Framework

Purpose

This Framework will be used to ensure that appointments to the Cyber Incident Review Board (the Board)
and Expert Panel meet the eligibility criteria established in the Cyber Security (Cyber Incident Review Board)
Rules 2025 (the Rules) and support a fair and independent process for appointments to the Board.

The Framework will also ensure that the Board reflects the diversity of the Australian community and
business sector, both in professional experience, as well as in gender, cultural background and age.

Background

The Cyber Security Act 2024 (the Act) provides that the Minister is responsible for appointing the standing
members of the Board, including the Chair. Once appointed, the Chair will make appointments to the Expert
Panel. Eligibility criteria for both groups are set out in the Rules. (Annex A)

High profile cyber incidents, such as the Optus and MediBank breaches show the need for stronger action by
government and industry to improve Australia’s cyber resilience. The Board will review similar incidents and
deliver reports and recommendations to government and industry which will uplift cyber resilience.

The Matrix helps the Chair ensure the right mix of skills and experience across the Board and Expert Panel
to deliver these reports.

Role of the Secretariat

The Secretariat is responsible for management of the Matrix, including the receipt, triage and storage of
information provided by current and prospective members of the Board and Expert Panel.

Receiving Information

Information provided by prospective or current members of the Board and Expert Panel for the purposes of
demonstrating eligibility for appointment must be provided in writing to CIRB.Enquiries@homeaffairs.gov.au
using the approved template. The Secretariat will pre-assess each individual's skills and capabilities before
providing the pre-assessment and template to the Board for review and certification using the Matrix. The
Board may assess the information at a meeting of the Board or out of session. Once the Board makes a final
determination, the Secretariat will update the Cyber Incident Review Board Skills Register (the Register) as
required.

OFFICIAL
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Right to Review

A member of the Board or Expert Panel may request that their assessed skills or competencies be reviewed
at any time by making a written request to CIRB.Enquiries@homeaffairs.gov.au and providing evidence of a
new qualification or any other relevant factor. In these instances, the Secretariat will pre-assess the updated
information and provide the updated information to the Board at its next meeting.

Information Storage and Access Controls

The Secretariat is responsible for managing the secure storage and access of the information submitted to
the Board and stored within the Register. All information, and the Register itself, will be maintained on the

Department’s approved information management system (Content Manager). Access to Content Manager
will be limited to the Chair and Secretariat.

Requirement to hold a security clearance

A person may be appointed as a standing member of the Board or Expert Panel, if, in addition to meeting the
eligibility criteria set out in sections 13 and 22 of the Rules (Annex A), the person either:

e holds, oris eligible to hold, an Australian Government security clearance that allows the person
access to information that has a security classification of at least secret level (NV1); or

e holds an equivalent security clearance recognised by the Commonwealth for the purposes of
allowing the person access to information that has an NV1 security classification.

In order to be eligible for an Australian Government security clearance, an individual must:

e be an Australian citizen; and

e have a checkable background.

Appointment to the Board and Expert Panel

A person’s eligibility for appointment to the Board and Expert Panel is established in the Rules. No individual
member of the Board or Expert Panel is expected to have all the identified skills and experience; instead
they must demonstrate ‘significant’ experience or qualifications in one or more of the listed skills.

The Matrix Assessment Tool (Annex B) establishes clear definitions of ‘significant experience’ for the
purposes of determining if a potential appointee meets minimum thresholds for appointment, and also to
grade any other relevant skills.

To meet the criteria for appointment person is required to score a ‘4’ against one or more of the eligibility
criteria.

Appointment to a Review Panel

Once the Board decides to conduct a review of a cyber incident, it forms a Review Panel. The Board will first
review the skills and experience of the members of the Board and identify what additional skills and
perspectives it requires to conduct the review. It will then seek to address those gaps by appointing
members of the Expert Panel to the Review Panel.

Annual Review

The cyber threat landscape continues to evolve as businesses integrate new technologies into their networks
and supply chains. To ensure that the Board continues to have the correct mix of skills, expertise and
experience to fulfil its function in a dynamic environment. The Board will review both the skills matrix

Cyber Incident Review Board
Membership and Skills Matrix
Framework Page 2 of 6



OFFICIAL

assessment tool and the skills register to ensure that it remains fit for purpose and identify skills gaps to be
addressed through new appointments.

Cyber Incident Review Board
Membership and Skills Matrix
Framework Page 3 of 6
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Annex A — Cyber Security (Cyber Incident Review Board) Rules eligibility criteria

Section 13 Eligibility for appointment as a Board member

(1) A person is only eligible to be appointed as a Board member, under section 64 or 66 of the Act, if:s
(a) the person either:

(i) holds, or is eligible to hold, an Australian Government security clearance that allows the
person access to information that has a security classification of at least secret; or

(i) holds an equivalent security clearance recognised by the Commonwealth for the
purposes of allowing the person access to information that has a security classification of at
least secret; and

(b) the person:

(i) has obtained a degree from a university, or an educational qualification of a similar
standing, in the field of law and has significant experience working in that field; or

(ii) has obtained an educational qualification in the field of cyber security or information
security; or

(iii) has significant experience working in the field of cyber security or information security;
or

(iv) holds a relevant Commonwealth, State or Territory government position at an
appropriately senior level; or

(v) has significant experience in audit, assurance or review processes, public administration
or financial or prudential regulation; or

(vi) has significant experience in incident management or crisis response;

(vii) has significant experience in a critical infrastructure sector (within the meaning of the
Security of Critical Infrastructure Act 2018); or

(viii) has significant academic qualifications or knowledge in a relevant field.

(2) Before appointing a person as a Board member, the Minister must be satisfied that:
(a) the person meets the eligibility requirements mentioned in subsection (1); and
(b) the person has appropriate qualifications, knowledge, skills or experience to perform the role.

(3) The Minister may appoint a person who holds a State or Territory government position only with the
agreement of the State or Territory concerned.

Section 22 Appointments to the Expert Panel

(3) A person is only eligible to be appointed as a member of the Expert Panel if:

(a) the person either:
(i) holds, or is eligible to hold, an Australian Government security clearance that allows the
person access to information that has a security classification of at least secret; or
(i) holds an equivalent security clearance recognised by the Commonwealth for the
purposes of allowing the person access to information that has a security classification of at
least secret; and

(b) the person:
(i) has obtained a degree from a university, or an educational qualification of a similar
standing, in the field of law and has significant experience working in that field; or
(ii) has obtained an educational qualification in the field of cyber security, information
technology, computer networks or software engineering; or
(iii) has significant experience working in the field of cyber security or information security;
or
(iv) holds a relevant Commonwealth, State or Territory government position at an
appropriately senior level; or
(v) has significant experience in audit, assurance or review processes, public administration
or financial or prudential regulation; or

Cyber Incident Review Board
Membership and Skills Matrix
Framework Page 4 of 6
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(vi) has significant experience in incident management or crisis response;

(vii) has significant experience in a critical infrastructure sector (within the meaning of
the Security of Critical Infrastructure Act 2018); or

(viii) has significant academic qualifications or knowledge in a relevant field.

(4) Before appointing a person as a member of the Expert Panel, the Chair must be satisfied that:
(a) the person meets the eligibility requirements mentioned in subsection (3); and
(b) the person has appropriate qualifications, knowledge, skills or experience to perform the role.

(5) The Chair may appoint a person who holds a State or Territory government position only with the
agreement of the State or Territory concerned.

Cyber Incident Review Board
Membership and Skills Matrix
Framework Page 5 of 6
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Annex B — Skills Matrix Assessment Tool

Competence Score

1 - Limited

2 - Background

3 - Sound

4 - Comprehensive

5-
Professional/Expert

Cyber Incident Review Board
Membership and Skills Matrix

Framework

Description

The individual has no formal work experience, knowledge or qualifications in the skill.

The individual has had some ancillary/indirect exposure through work experience or
training sufficient to enable background awareness but not sound knowledge.

For example, exposure to the skill's subject matter while working in a different function
that the skill is connected to.

The individual has had experience or training sufficient to give a sound understanding of
the skill.

This includes (but is not limited to) having had:

« relevant work experience of at least 2 years, specific to the skill; or

« relevant training in relation to the skill below a tertiary level, such as through short
courses, industry conferences, seminars or in-house training programs

The individual has significant experience or holds relevant qualifications that give a
comprehensive understanding of the skill.

This includes (but is not limited to) having:

« had relevant work experience of at least 5 years specific to the skill in an area either
specifically relevant or transferrable to the work, including experience on boards at a
management level or in a professional services firm; or

« holds tertiary qualifications or industry equivalents specific to the skKill.

The individual has had significant experience and generally also holds relevant
qualifications to give an expert understanding of the skill.

This includes (but is not limited to) having had:

« relevant work experience of at least 10 years specific to the skill, including experience
on boards, at a senior management level, or in a professional services firm; and

« holds tertiary qualifications or industry equivalents specific to the skKill.

Where a person has significant experience (of over 15 years) a qualification is not
necessary if that particular skill does not require a professional qualification.

For example, while a lawyer would be required to have a law degree and years of
experience practising law to score a 5 for the legal skill. A senior security or project
manager may not be required to hold a qualification in order to be graded at this level.

Page 6 of 6
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