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About the HCF

Purpose

The Hosting Certification Framework (HCF) has been developed to help operationalise the Whole
of Government Hosting Strategy. It certifies the security of data centres and associated
infrastructure supporting hosting services for Non-corporate Commonwealth Entities (NCEs) and in
turn security classified information and data. The HCF provides direction and guidance for:

* The Certifying Authority overseeing the certification of providers (the Department of Home
Affairs)

» Data Centre Providers (DCPs) and Cloud Service Providers (CSPs), and

* NCEs procuring service providers and accountable authorities managing Systems of
Governance Significance (SoGS).

The HCF standardises security and risk management compliance requirements for DCPs and
CSPs that process, store, and communicate security classified information and data. In doing so,
the HCF assists NCEs in mitigating supply chain and data centre ownership risks by enabling them
to identify and source appropriate hosting and related services.

Applicability and Scope

The HCF provides a standardised approach to managing technology risk at the infrastructure level
across the Commonwealth. It delivers assurance to the Australian Government that infrastructure
supporting the hosting of security classified information and data is subject to consistent and
effective risk management practices (Figure 1).

The HCF applies to all DCPs and CSPs delivering hosting services to NCEs for security classified
information and data. In accordance with the requirements of the PSPF, the use of HCF Certified
services is mandatory for NCEs requiring hosting services for security classified information and
data. NCEs may use uncertified providers to host non-sensitive (OFFICIAL) government and
commercial information and data.
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Monitoring and Compliance

To uphold the integrity and effectiveness of the HCF, a structured set of oversight and assurance
mechanisms is embedded within the certification lifecycle. These mechanisms are designed to
ensure that HCF Certified providers continue to operate in alignment with the Commonwealth’s
protective security expectations and maintain a security posture commensurate with the sensitivity
of the data and services they support. This enables the Department of Home Affairs to monitor
implementation, identify vulnerabilities, and respond to emerging risks in a timely and coordinated
manner.

The three core compliance mechanisms are:

8. 33(a)(i), s. 47C(1)

2. Periodic Spot Audits: HCF Certified service providers must notify the Certifying
Authority of all contractual arrangements with NCE customers. The Certifying Authority
will conduct periodic audits informed by a risk-based assessment of the criticality and
business impact of the security classified information and data hosted by the service
provider. These audits form part of the broader compliance monitoring framework and
provide assurance that certified providers continue to meet their obligations under the
HCF.

3. Enhanced Security Incident Reporting: HCF Certified service providers are subject to
broader reporting obligations than those required under the Security of Critical
Infrastructure Act 2018 (SOCI Act). While SOCI requires reporting on direct impacts to
critical infrastructure assets, the HCF requires providers to report any incident that
affects the confidentiality, integrity, or availability of systems or data used to deliver the:
HCF Certified service. This includes incidents arising from supply chain dependencies
or third-party services that may disrupt service delivery, as well as any security event
that could impact the Certification status of the HCF Certified service. Security incidenis
that fall outside SOCI thresholds must be reported to the Certifying Authority as soon.as
practicable within 72 hours, or within 12 hours if the incident is assessed as critical.
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Renewal, Recertification, and Termination

In addition to Annual Assurance Reporting, HCF Certified service providers are required to execute
the Deed, which remains valid for a period of five years from the date of certification. This validity
period aligns with the typical duration of contractual arrangements between certified providers and
NCEs, and ensures that providers remain subject to a consistent set of obligations throughout the
certification term. The Deed is a mandatory element of the recertification process and must be
renewed upon its expiry to maintain HCF Certification status.

Voluntary termination

HCF Certified providers may elect to voluntarily terminate the HCF certification of a service prior to
the expiry of the Deed. In such cases, the provider must notify the Certifying Authority by
contacting hostingcertifications@homeaffairs.gov.au and providing a rationale for the decision.
Voluntary termination must be managed in accordance with the PSPF, ensuring that:

e The termination does not compromise the Australian government’s security classified
information and data

e Appropriate transition arrangements are in place to maintain continuity of service for
affected NCEs, and

e Any residual risks are identified and mitigated in consultation with the Department of Home
Affairs.

Following voluntary termination, the provider’s certification status will be formally revoked, and the
provider will be reclassified as uncertified. NCEs must reassess any ongoing hosting arrangements
with the provider in accordance with their risk management obligations.
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Non-Compliance and Sanctions

HCF Certified service providers that fail to comply with the requirements of the HCF will be subject
to the enforcement process, which may result in the suspension or revocation of HCF Certification.

Enforcement process

For HCF to provide a high level of compliance to NCEs, a graduated compliance enforcement
process is in place. This process is triggered when instances of non-compliance are identified.

When an issue of hon-compliance is identified, the service provider is initially notified via an
informal note of concern, allowing the provider to address the issue. If the service provider does
not supply evidence of in-progress or complete remediation of the issue within 20 business days,
the formal compliance enforcement process may be initiated.

The enforcement process comprises four core phases (detailed in Figure 4):

1. Note of concern: Non-compliant providers receive an informal note of concern outlining the
issue of non-compliance. The provider is made aware that if evidence is not provided to
demonstrate in-progress or complete remediation within 20 business days, a formal warning
will be issued.

2. Warning: Non-compliant providers receive a written warning and have 20 business days to
show evidence of resolving the issue.

3. Suspension: If there is no response or resolution progress within 20 business days of the
warning, HCF Certification is suspended, NCEs are notified, and the provider is barred from
taking on new contracts.

4. Revocation: If compliance or evidence of resolution progress is not provided, Certification may
be revoked at the discretion of the Certifying Authority and the Deed terminated, based on a
risk assessment of the non-compliance. NCEs will be informed, and the provider must re-apply
to regain Certification.

Each phase of the enforcement process allows 20 business days for a response before moving ia
the next, giving providers a total of 60 business days before HCF Certification is suspended.

In extreme cases, the Certifying Authority may consider options to fast-track the revocation of a
service provider’s Certification. This instrument will be used as a measure of last resort following
significant changes to the Commonwealth’s risk appetite, changes in the service provider's
circumstances, threat environment, or evaluated risk.

s. 33(a)(i), s. 47C(1)

edom ¢
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Security of Critical Infrastructure Act

The SOCI Act establishes a legislative framework to protect Australia’s critical infrastructure from
threats that may compromise national security, economic stability, or public safety.

The SOCI Act applies to 11 designated critical infrastructure sectors, including data storage and
processing, which encompasses DCPs and CSPs.

Under the SOCI Act, entities that own, operate, or have direct interests in critical infrastructure
assets are subject to specific legal obligations. These include risk management, mandatory
reporting, and cooperation with the Australian Government in the event of a significant incident
affecting the security or functionality of a critical infrastructure asset.

As data storage and processing is a defined critical infrastructure sector, DCPs and CSPs may
have existing obligations under the SOCI Act. These obligations operate in parallel with HCF
requirements. The HCF’s FOCI controls align with the SOCI definitions of ‘control’, and security
incident reporting requirements are consistent with those mandated under SOCI.

Information Security Manual

The ISM, developed by the Australian Signals Directorate (ASD), provides guidance on securing
information technology (IT) and operational technology (OT) systems, applications, and data. It
outlines cyber security principles and controls that support risk-based decision-making and
compliance with national security standards.

The HCF supports the ISM by requiring hosting providers to align with and implement appropriate
technical controls to safeguard security classified information and data, and to demonstrate their
effectiveness through IRAP assessments.

International Organization for Standardisation

The International Organization for Standardization (ISO) develops globally recognised framewarks
that support consistent, risk-informed security and risk management practices. ISO 28001 providés
guidance on supply chain security, while ISO 31000 outlines principles for enterprise risk
management.

The HCF supports these standards by requiring hosting providers to implement aligned risk
management practices that enhance resilience, support secure service delivery, and safeguard
security classified information and data.
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