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1 Executive summary 

Background 

The Attorney-General’s Department (AGD) is proposing to reform Australia’s anti-money laundering and 

counter-terrorism financing (AML/CTF) regime to address sector gaps and simplify and modernise 

regulations.  

AGD engaged Nous Group (Nous) to undertake an impact analysis of the proposed reform options in 

consultation with the Australian Transaction Reports and Analysis Centre (AUSTRAC) and the Office of 

Impact Analysis. This includes analysis of the benefits and costs of simplifying and modernising the 

regime, and extending the regime to tranche two entities who provide certain high-risk services. Tranche 

two entities include lawyers, accountants and real estate professionals, trust and company service 

providers, and dealers in precious metals and precious stones.  

Context for reform 

Anti-money laundering and counter-terrorism financing regulation is critical to support Australia’s 

prosperity. Each year billions of dollars of illicit funds are generated from illegal activities such as drug 

trafficking, tax evasion, people smuggling, cybercrime, arms trafficking and other illegal and corrupt 

practices. It is estimated that such examples of serious and organised crime cost the Australian economy a 

total of $60.1 billion in the 2020-21 financial year1. Australia’s AML/CTF regime establishes a regulatory 

framework for combatting money laundering, terrorism financing and other serious financial crimes. 

Australia is currently assessed as deficient in key areas of compliance by the Financial Action Task Force 

(FATF), an intergovernmental body established in 1989 to protect the global economy from the threats of 

money laundering, terrorism financing and proliferation financing. Australia’s deficiencies against the FATF 

Standards have been identified across several key areas including the regulation of designated non-

financial businesses and professionals, the regulation of virtual assets, and transparency of beneficial 

ownership. Australia is scheduled to undergo a FATF Mutual Evaluation in 2026-27 and must demonstrate 

progress in addressing the identified deficiencies or otherwise risk serious consequences. 

Objectives of reform 

The proposed reforms to the AML/CTF regime have three objectives: 

1. Combatting crime through greater volume and quality of financial reporting from regulated entities 

to support actionable financial intelligence, and closing regulatory gaps that criminals can exploit 

2. Strengthening FATF compliance  

3. Minimising regulatory burden for the regulated population. 

Reform categories and policy options 

The effectiveness of Australia’s AML/CTF regime is currently limited by gaps in regulated sectors and over-

complexity. Three proposed reform categories have been developed to address these issues: 

1. Simplifying, clarifying and modernising the AML/CTF regime 

2. Modernising digital currency and payments technology-related regulation 

3. Addressing vulnerabilities in sectors providing certain high-risk services (tranche two industries). 

Existing regulated entities include financial service providers, bullion traders, gambling services, digital 

currency exchange providers (DCEP) and remitters. Tranche two industries which an expanded regime 

would regulate, include legal services, accounting services, trust and company services, real estate and 

dealers in precious metals and stones. 

 
1 R. Smith & A. Hickman (2022), Estimating the costs of serious and organised crime in Australia, 2020–21, Australian Institute of 

Criminology. 
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• Costs to government of operating the revised regime. 

The impact analysis applied a range of information sources, including domestic and international academic 

literature as well as AUSTRAC, the Australian Institute of Criminology (AIC), the Australian Taxation Office 

(ATO), and the Australian Federal Police (AFP) data on the benefits and uses of financial intelligence data. 

Information was also collected from reporting entities and tranche two entities on the estimated time, 

effort and cost required to comply with regime obligations. Analysis throughout this report has applied a 

ten-year timeframe, beginning in FY25. 

Industry stakeholder input was sought through two separate approaches. Firstly, surveys of existing 

regulated entities and tranche two entities were used to collect information on the current and expected 

future regulatory burdens placed on businesses under the current and proposed regime. A total of 109 

completed responses across regulated and tranche two entities were analysed to develop the estimates of 

regulatory burden. Secondly, Nous undertook targeted consultations with five businesses providing 

AML/CTF services to supplement information provided by regulated entities. These consultations assisted 

in understanding and validating the likely costs that businesses may face if they were to outsource specific 

components of their AML/CTF obligations, as well as other factors that would influence the 

implementation of the reforms.  

A decision tool was applied to determine the option that is expected to provide the highest net benefits 

(the preferred option).  The costs and benefits of the options have been assessed, with a multi-criteria 

analysis (MCA) applied to determine the preferred option due to the challenges of insufficient data to fully 

quantify the benefits. 

Benefits of combatting crime 

Reform to AML/CTF regulation is expected to both deter criminal activity by equipping businesses with the 

tools to detect, prevent and report money laundering and terrorism funding, and support law enforcement 

to act on greater financial intelligence and prevent these activities. 

The benefits of reducing the effectiveness of money laundering techniques and increasing the 

effectiveness of money laundering investigations is expected to reduce the overall level of crime 

committed, and therefore reduce the cost of crime across the economy. This includes illicit drug activity 

and harm, the consequences of serious and organised crime, cybercrime, human trafficking and modern 

slavery, and child exploitation.  

The key benefits for Australian businesses, the community and government from enhancing the strength 

and coverage of the AML/CTF regime include3: 

• Reduced criminal activity and the associated cost of crime by reducing criminals’ ability to profit from 

and invest in criminal activities. 

• Greater asset confiscations associated with criminal activities. 

• Increased tax revenue through greater recovery of unpaid tax. 

• Reduced price inflation of certain goods, services or asset classes targeted by money laundering 

syndicates. 

• Reduced harm from terrorism activity by disrupting terrorism financing and reducing the probability of 

a terrorist incident occurring; and reduced loss of tourism activity by promoting a safer international 

image for Australia. 

While the benefits of combatting crime are significant, they are difficult to quantify. This analysis has 

quantified benefits associated with the greater use of intelligence to better detect criminal activity and 

deter criminal profits from being laundered through high-risk industries. These benefits are derived from 

the greater volume and quality of sources of intelligence from the inclusion of additional designated 

 
3 Several benefits included are identified and explored in Schmidt A 2024. Impacts of money laundering and terrorism financing: Final 

report. Special reports. Canberra: Australian Institute of Criminology. https://doi.org/10.52922/sp77543 
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• Reduced influence as a regional AML/CTF leader and capacity to assist countries in our 

neighbourhood to combat ML/TF threats 

• Damage to Australia’s international standing, reputation and influence. 

With Australia’s significant level of foreign direct investment ($1,180bn), portfolio investments in equity 

($858bn) and in debt from foreign sources of finance ($1,429bn) in 20234, any reduction in Australia’s 

foreign investment could significantly impact Australia’s economy. Therefore, avoiding being ‘grey-listed’ 

by strengthening FATF compliance could provide a significant economic benefit for Australia.  

Literature on the economic consequences of countries being ‘grey-listed’ has found mixed results. Kida 

and Paetzold (2021) found that grey-listing resulted in foreign direct investment inflows and portfolio 

investment inflows for 89 emerging and developing countries declining temporarily by approximately 3%.5 

Other literature has identified weaker or no impacts of grey-listing on foreign investment inflows.  

Based on this literature, it is unclear the extent to which there would be a negative impact for Australia as 

a result of being ‘grey-listed’ and how long any negative impact would endure. While it remains a 

possibility and a risk, it is also unknown whether Australia would be grey-listed if it did not implement the 

proposed reforms to its AML/CTF regime. Given these significant unknowns, five indicative scenarios have 

been developed to provide an indication of the potential economic benefits of avoiding a reduction in 

foreign investment in Australia.  

These scenarios are outlined in Table 3, and differ in the assumed percentage reduction of foreign 

investment inflows and the expected duration of the impact. The relative likelihood of each scenario is 

unknown based on the available evidence.  

The first scenario reflects the case where Australia would not be ‘grey-listed’ in the absence of the 

proposed reform to Australia’ AML/CTF regime. In this scenario, Australia would not experience any 

reduction in foreign investment relative to the current situation.  Therefore, implementing the reforms 

would not be expected to directly result in any change in Australia’s foreign investment levels.  

Across scenarios 2 to 5, two reductions in foreign investment inflows are considered: 0.5% and 1.5%. These 

assumptions are lower than the approximate 3% reduction identified in Kida and Paetzold (2021). This 

reflects the structural and reputational differences between Australia’s economy and smaller developing 

economies. Also, as Australia’s non-compliance with the FATF recommendations is primarily related to the 

lack of AML/CTF regulation of tranche two entities, it is assumed that ‘grey-listing’ would not have the 

same impact on foreign investment across the whole economy. As certain sectors, including financial 

services, are already regulated under the AML/CTF regime, foreign investors are less likely to be deterred 

from continuing to invest in these industries given the continued strength of their AML/CTF requirements 

and compliance under the oversight of AUSTRAC and other financial regulators. Any residual risks related 

to financial services handling tranche two entity transactions (e.g., real estate) would also exist under the 

status quo with tranche two entities not covered by the AML/CTF regime. This situation of strong financial 

sector regulation and oversight may not be the case in the smaller, developing economies considered in 

the literature.  

In addition, for smaller developing and emerging markets that receive comparatively less foreign 

investment compared to Australia, ‘grey-listing’ may act as a stronger signal to foreign investors of the 

risks of investing in these countries than they would for Australia, which is a well-known, established 

international market for investment. Given these differences, an assumed 1.5% reduction in foreign was 

considered to provide a reasonable upper bound for this analysis, with an alternative assumption of a 0.5% 

reduction designed to reflect the possibility of ‘grey-listing’ leading to a more moderate reduction in 

foreign investment inflows.  

Two different durations of the impact were considered to reflect that non-regulatory responses may or 

may not occur within the Australian economy to offset and/or address any actual or anticipated reductions 

 
4 Australian Bureau of Statistics (2023), International Investment Position, Australia: Supplementary Statistics, ABS Website. 
5 Kida, M. and Paetzold, S., 2021. The impact of gray-listing on capital flows: an analysis using machine learning. International Monetary 

Fund. 
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2 Reform context and options 

2.1 Context for reform 

Anti-money laundering and counter-terrorism financing regulation     m        f            ’  

prosperity. 

Each year billions of dollars of illicit funds are generated from illegal activities such as drug trafficking, tax 

evasion, people smuggling, cybercrime, arms trafficking and other illegal and corrupt practices. 

Money laundering is the process of disguising or concealing the origin of illicit funds to make it appear 

that the funds come from a legitimate source. Terrorism financing encompasses the means and methods 

used by terrorist organisations to finance activities that pose a threat to national and international security. 

International research has found Australia to be a prominent destination for money laundering, 

indicatively estimating the amount of domestic money laundered to be  .7 per cent of Australia’s gross 

domestic product (GDP), and when flowthroughs and laundering of foreign criminal money are added, up 

to 2.3 per cent of GDP. These figures equate to approximately $45 billion and $60 billion, respectively11. 

This will only increase as criminal organisations continue to exploit legitimate businesses and innocent 

Australians without appropriate measures to address transnational serious and organised crime in 

Australia. 

Australia’s anti-money laundering and counter-terrorism financing regime establishes a regulatory 

framework for combatting money laundering, terrorism financing and other serious financial crimes. The 

current regime is established by the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (the 

Act) which includes regulation for reporting entities in the financial, remittance, gambling and bullion 

sectors. Further details on regulation is provided in the Anti-Money Laundering and Counter-Terrorism 

Financing Rules Instrument 2007 (No. 1) (the Rules). The Act and the Rules work in tandem with the 

Financial Transactions Report Act 1988 (Cth) which contains residual reporting obligations for cash dealers.  

The Act provides the means to help deter, detect and disrupt money laundering and terrorism financing. 

The reporting obligations under the Act also provide financial intelligence to revenue, law enforcement 

and national security agencies. The Act aims to implement a risk-based approach to regulation and set out 

general principles and obligations for reporting entities to apply to their business. Businesses must meet 

the minimum obligations set out in the Act and the Rules. Six key obligations include enrolment and 

registration with AUSTRAC, developing and maintaining an AML/CTF program, conducting customer due 

diligence (CDD), conducting ongoing CDD, reporting, and record keeping. 

Australia is assessed as currently deficient in key areas of FATF compliance. 

The Financial Action Task Force is an intergovernmental body established in 1989 to protect the global 

economy from the threats of money laundering, terrorism financing and proliferation financing. Its 

membership consists of 39 jurisdictions, including Australia, all G20 countries, and a global network of 

FATF-Style Regional Bodies. It sets global standards for combatting financial crime and promotes 

compliance and effective implementation of the standards through peer assessment mechanisms—known 

as Mutual Evaluations—and public listing of jurisdictions found to have weak AML/CTF systems. 

The FATF Standards set out a comprehensive and consistent framework of measures to combat money 

laundering, terrorist financing and proliferation financing. They comprise 40 Recommendations on the 

legal, regulatory and technical AML/CTF mechanisms countries are required to implement, and 11 

Immediate Outcomes that relate to the effectiveness of AML/CTF systems. Each country’s technical 

 
11 Joras Ferwerda, Alexander van Saase, Brigitte Unger and Michael Getzner, ‘Estimating money laundering flows with a gravity model-

based simulation’ ( 0 0)  0(     ) Scientific Reports,  . Note, AUD figures have been calculated using Australia’s nominal GDP as at    

Dec 2023.  <https://www.nature.com/articles/s41598-020-75653-x>. 

Document 1

017



 

Nous Group | Impact analysis | Regulatory reforms to AML/CTF regime | 19 August 2024 | 15 | 

compliance with the Recommendation is assessed by the FATF as compliant (C), largely compliant (LC), 

partially compliant (PC) or non-compliant (NC). An ongoing failure to comply with 

The FATF continually reviews jurisdictions based on how their systems address AML/CTF risk. Failure to 

demonstrate the effectiveness of AML/CTF systems can lead to countries being identified as having 

strategic AML/CTF deficiencies that present a risk to the international financial system, and being ‘grey- or 

black-listed’. The FATF’s International Co-operation Review Group (ICRG) oversees this process and closely 

monitors listed jurisdictions’ progress. 

The FATF Standards set out the essential measures that countries should have in place across their 

AML/CTF systems, including to: 

• Identify money laundering risks, and develop policies and domestic coordination mechanisms to 

address them 

• Investigate and prosecute money laundering, terrorist financing and proliferation financing 

• Apply preventative measures for the financial sector and other designated sectors 

• Establish powers and responsibilities for competent authorities  

• Facilitate national coordination and international cooperation.  

Currently Australia is compliant with 18 of the recommendations and largely compliant with 12 others. 

However, Australia is currently only partially compliant with six recommendations (two of which are in 

scope for the current reforms; #15 and #16) and non-compliant with 4 (three of which are in scope for the 

current reforms, #22, #23, #28). Key thematic areas of the FATF Standards in which Australia is currently 

assessed as having deficiencies include:  

• Regulation of designated non-financial businesses and professions 

• Regulation of Virtual Assets  

• Understanding of money laundering, terrorist financing and proliferation financing risks 

• Transparency of beneficial ownership of legal persons and arrangements 

• Supervision by competent authorities (including supervision of UN Security Council sanctions 

compliance) 

• Money laundering and terrorism financing investigations. 

Australia must demonstrate progress in addressing deficiencies or risk serious potential 

consequences. 

Australia has undergone two Mutual Evaluations in 2005 and 2015 - with the next one scheduled for 2026-

27. As a full FATF member, Australia will be subject to high expectations, and is currently at risk of grey 

listing due to its failure to address long-standing compliance gaps, most critically, its failure to regulate 

designated non-financial businesses and professions The upcoming Mutual Evaluation will consider 

Australia’s performance against Immediate Outcomes and Recommendations since its last Mutual 

Evaluation in 2015, (and two follow-up reports on technical compliance in 2018 and 2024) including its 

progress in addressing identified deficiencies.  

A strong Mutual Evaluation result is important for Australia to demonstrate its effectiveness in fighting 

money laundering, terrorism financing and proliferation financing, and to send a powerful signal that 

criminals and other malign actors cannot easily exploit Australia’s financial system. Conversely, a poor 

Mutual Evaluation result could lead to Australia being publicly identified by FATF and potentially ‘grey-

listed’ for having a weak AML/CTF system. This could carry serious potential consequences, including: 

• Economic impacts and decreased GDP based on reduced incoming capital flows, lowered credit rating, 

increased business costs and potential loss of correspondent banking relationships 
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3.2.1 Benefits of combatting crime and strengthening FATF compliance 

The proposed options to enhance the regime will have various direct and indirect benefits to the 

Australian Government, businesses and the wider Australian community regarding combatting crime and 

strengthening FATF compliance. Each option has therefore been assessed against the first two policy 

objectives of the proposed reforms.  

These associated benefits are outlined according to the categories below.  

1. Combatting crime – The extent to which each option would contribute to deterring, detecting, and 

disrupting transnational, serious and organised crime by improving compliance with AML/CTF laws and 

regulations, and greater financial intelligence assisting AUSTRAC and other law enforcement agencies. The 

proposed options have been assessed in terms of their ability to deliver benefits to firstly Government 

agencies, and secondly the community and businesses.  

The benefits of AML/CTF regulatory reform to combatting crime in Australia are expected to be significant 

and broad. While all benefits would be shared among Australians, including businesses the community 

and varying levels of government, benefits are split between i) community and business and ii) 

government based on the direct pathway through which they would be first realised. It is important to 

note that such benefits to government will have indirect benefits to business and the community. 

Benefits to business and the community: The proposed reforms will also deliver various benefits to the 

Australian business community as well as the broader community in the form of: 

• Reduced criminal activity and the associated cost of crime by reducing criminals’ ability to profit from 

and invest in criminal activities. 

• Reduced inflation of certain goods, services or asset classes targeted by money laundering syndicates. 

• Reduced harm from terrorism activity by disrupting terrorism financing and reducing the probability of 

a terrorist incident occurring; and reduced loss of tourism activity by promoting a safer international 

image for Australia. 

Benefits to government: Implementation of the proposed reforms will improve and/or expand AML/CTF 

surveillance over the economy, providing law enforcement with higher quality intelligence to identify and 

respond to instances of money laundering and terrorism financing and tax avoidance. Utilisation of the 

improved intelligence provided under the reformed regime will provide benefits to Government agencies 

in the form of: 

• Increased efficiency and effectiveness of investigations using AUSTRAC financial intelligence, leading 

to more cost-effective delivery of investigations and increasing the identification and confiscation of 

criminal assets under Proceeds of Crime legislation. 

• Increased tax revenue by increasing the amount of unpaid tax liabilities identified and recovered. 

2. FATF Compliance – The extent to which each option would address Australia’s deficiencies against the 

relevant FATF Recommendations and contribute to strengthening its compliance with the global AML/CTF 

standards. These benefits will be assessed in terms of minimising the risk of Australia being ‘grey-listed’ by 

the FATF. Reforming Australia’s AML/CTF regulations to become more compliant with the FATF regulations 

may benefit Australia in the form of: 

• Avoided reputational damage to Australia that may occur in the event of a failure to implement 

adequate AML/CTF laws and regulations. 

• Avoided reduction in foreign investment due to negative perceptions of increased money laundering 

and terrorism financing risk. 

Due to the illicit nature of money laundering and terrorism financing, there is considerable uncertainty as 

to the scale of impacts of options on the community, making the calculation of the benefits of the reforms 

complex. The value of money laundering that occurs in Australia each year is extremely difficult to 

accurately measure, as is the relationship between money laundering and the costs to society of criminal 
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Quantification of estimated change in regulatory burden to business cohort 

To estimate the change in regulatory burden for all impacted businesses, the average change in regulatory 

burden per business was estimated and then multiplied by the number of businesses impacted by the 

proposed reforms.   

This estimation of burden per business and multiplication was conducted by business cohort (on the basis 

of industry and business turnover groupings). These industries are listed in Section 3.1, and the business 

turnover ranges are discussed in Appendix B.6.1. That is, the change in regulatory burden has been 

estimated for each of the distinct business turnover sizes within each industry and then summated to get 

the total regulatory burden estimate.  

 

A current state cost, future state cost and upfront transition cost methodology was used to estimate the 

average change in regulatory burden per business across both regulated and tranche two industries. This 

allowed the estimation of the upfront transition cost and change in ongoing compliance costs.  

As noted above, estimates of regulatory burden per business were conducted for every business cohort. 

This means that for each industry and business size cohort, the current state, future state and upfront 

transition costs were estimated.  

 

The current state refers to the cost experienced by industry while operating under their existing 

regulatory requirements. These requirements vary by industry and business type. Some tranche two 

industries already operate under regulatory frameworks with similar requirements to those of the 

AML/CTF regime and this is considered in current state analysis. 

• For regulated entities, this includes the costs of complying with the existing regime’s requirements 

across the AML/CTF areas for reforms identified in Category 1 and 2. An example is the cost of time 

spent conducting initial customer due diligence for new customers under the existing requirements.  

• For tranche two entities, this includes the costs they already experience under their existing business 

processes (required by other legislation in some cases). An example is the cost of time spent updating 

customer contact details due to a change in customer circumstances.  

The future state refers to the cost expected to be experienced by industry when operating under the 

proposed reforms. The proposed reforms would have different impacts on businesses in different 

industries and with different customer types.  

• For regulated entities, this includes the costs of complying with the proposed regime’s requirements 

across the AML/CTF areas for reforms identified in Category 1 and 2. An example is the change in time 

spent conducting enhanced customer due diligence for new customers under the proposed reforms.  

• For tranche two entities, this includes the costs of complying with the proposed regime’s requirements 

across the AML/CTF legislation. These requirements vary between Option 3 and Option 4. An example 

is the cost of time spent updating customer risk ratings, as part of ongoing customer due diligence 

requirements, due to a change in customer circumstances.  

The upfront transition cost refers to the costs required to design or update business processes and 

systems to comply with the proposed reforms. The costs associated with updating processes vary by 

business size and industry.  

• For regulated entities, this includes the expected costs of updating their AML/CTF programs and 

processes to align with the AML/CTF areas for reforms identified in Category 1 and 2. An example is 
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multiplied by the cost of effort for each customer. As the nature of CDD processes require one-off effort 

by a customer each time they are onboarded, the regulatory burden was calculated as an ongoing cost 

based on the number of new customers onboarded each year by businesses.  

 

3.2.3 Costs to government 

The costs to government of implementing the proposed reforms was determined by estimating the 

expected additional staffing and resources required for AUSTRAC to administer the reformed regime 

under each option. This includes the ongoing cost to monitor and enforce the regime for additional 

businesses regulated due to the proposed reforms. Under the Category 3 reforms (Options 3 and 4), this 

will entail a significant expansion of AUSTRAC’s regulatory functions as it becomes responsible for a larger 

regulated population. Costs estimates were developed by AUSTRAC for use in this analysis.  

3.3 Methodology for assessing options 

MCA is chosen as the appropriate tool for assessing the options, as it is difficult to fully quantify (and 

monetise) the benefits of the proposed regulatory framework. This is due to a lack of available data on the 

causal impact of AML/CTF regulatory changes on criminal activity.  

MCA is a decision tool that is appropriate for this assessment because it: 

• aligns with the problem statement and description of reform objectives 

• provides a transparent assessment of how each option performs against each of the reform objectives 

• utilises the quantified costs of each option to score the cost criteria against which to compare the 

benefit criteria scoring 

• avoids the risk of false precision that would occur if broad assumptions were applied to monetise the 

benefits without sufficient and relevant data.  

MCA allows a decision to be made based on the weighted scores of options for each criterion. The option 

assigned the highest weighted score is the ‘preferred option’. MCA provides a structured, systematic, and 

transparent framework for comparing options across criteria (aligned to reform objectives) which are 

measured or considered in various ways.  

The assessment of each option against each criterion is scored using a scale from -10 to +10 relative to 

Option 1 (no reform to the regime, which carries its own impacts described earlier). A score of zero 

represents no change in impacts against a criterion for that option compared to Option 1. A positive score 

represents a benefit (or a lower cost) relative to Option 1 and a negative score represents an increased 

cost (or reduction in a benefit) relative to Option 1.  

For each specific impact relating to a criterion, the ‘relevance’ of the option is considered for that impact 

prior to assigning a MCA score. This is applied where there are multiple impacts assessed per criterion, 

and where a financially quantified benefit of reform cannot be differentiated for each option. Relevance is 

considered based on the categories Low, Low to Medium, Medium, Medium to High, and High, where 

High is the assessment indicating greatest relevance.  

The assessment criteria align with the policy objectives of the proposed reforms. The relative weights of 

the criteria are set to reflect the relative importance and magnitude of the expected impacts of each 

criterion. The criteria for impacts of combatting crime and strengthening FATF compliance are assigned a 

total weighting of 50%, with the regulatory burden and cost to government criteria also having a total 

weighting of 50%. The criteria and weightings are provided in Table 17.  
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4 Benefits of combatting crime 

The benefits of AML/CTF regulatory reform to combatting crime in Australia are significant and broad. 

While all benefits would be shared among Australians, including businesses the community and varying 

levels of government, benefits are split between i) community and business and ii) government based on 

the direct pathway through which they would be first realised.  

4.1 Community and Business benefits 

4.1.1 Reducing criminal activity 

Money laundering allows individuals and criminal organisations to profit from their crimes. By disguising 

the origin of the proceeds of crime by integrating them into legitimate transactions, criminals can spend 

their criminal proceeds in the legitimate economy without being detected. If the funds were spent in the 

legitimate economy without the money laundering process, law enforcement could more easily identify 

the funds as being unexplained wealth and derived from an illicit source. When money laundering is made 

more difficult to complete, it reduces the incentive to conduct criminal activity. 

Reducing the effectiveness of money laundering techniques and increasing the effectiveness of money 

laundering investigations and prosecutions should work to reduce the incentive for committing certain 

types of crime. This should reduce the overall level of crime committed, and therefore reduce the cost of 

crime across the economy. 

It is estimated that serious and organised crime cost the Australian economy a total of $60.1 billion in the 

2020-21 financial year19. This comprises $16.4 billion in prevention and response costs and $43.7 billion for 

the cost of criminal activity and serious and organized crime. Of the latter amount, $22.1 billion is the total 

cost of illicit drugs procured on the market and organized fraud.  

The other $21.6 billion20 is indirect costs associated with crime and comprises: 

• Illicit drug activity ($4.5 billion) | The cost of medical treatment for drug related incidents 

($894 million) and the lost economic output of drug users while in treatment or due to death ($3.7 

billion).   

• Illicit commodities ($4.9 billion) | The cost of intellectual property crime ($3.2 billion), environmental 

crime ($637 million) and illicit tobacco crime ($1 billion).  

• Consequences of serious and organised crime ($6.4 billion) | The costs related to conventional crimes 

committed as a consequence of serious and organised crimes, such as violence, burglaries and sexual 

assaults. 

• Cybercrime ($3.5 billion) | The cost associated with lost wealth due to cybercrime targeting individuals 

($3 billion), businesses ($396 million) and government ($37.5 million).  

• Crime enablers ($2.3 billion) | The costs associated with serious and organised crime enablers 

including identity crime ($1.3 billion), laundering commission ($830 million), corruption ($90 million) 

and violence ($0.5 million). 

• Crimes against the person ($673 million) | The cost of human trafficking and modern slavery 

($111 million) and child sexual abuse ($561 million). 

 
19 R. Smith & A. Hickman, Estimating the costs of serious and organised crime in Australia, 2020–21, Australian Institute of Criminology, 

2022. 
20 As above. Note: Organised tax fraud is excluded as this is discussed in more detail in Section 4.2 to avoid overcounting. 
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These costs of crime relate only to those enabled or associated with organised criminal activity. The true 

total cost of crime is likely much greater, as many crimes are committed outside of the remit of organised 

crime organisations.  

Due to the complex and inherently covert nature of money laundering, it is not possible to estimate the 

full effect of AML/CTF reform on the money laundering and the cost of serious and organised crime. This 

impact analysis uses a mix of existing domestic and international academic literature and Australian 

Government financial crime data to quantify the impacts of two benefits relating to combatting crime: 

• Reduction in illicit drug harm  

• Reduced crime harm associated with avoided re-investment of criminal proceeds due to crime 

confiscations. 

Reduction in illicit drug harm 

Of the costs of crime outlined above, money laundering is a significant enabler of illicit drug activity and 

its resultant damage to the community. The amount of money laundered domestically within Australia 

each year has been estimated to be between approximately $45 billion and $60 billion21. Internal analysis 

conducted by the AIC of AIC and AUSTRAC data estimated that of the money laundered, $935.5 million 

(~2%) was related to illicit drug activity. Additional AIC analysis on the characteristics of approximately 600 

organised crime groups involved in illicit drug trafficking found that 49.7 percent of the groups were 

involved in money laundering, and that 9 percent of the groups only laundered proceeds of crime through 

the real estate industry or other professional facilitators of money laundering22.  

The laundering of proceeds of crime amplifies the harm that illicit drug activity has on the community. AIC 

analysis of AUSTRAC and AIC data found that an increase in money laundering by an organised crime 

group preceded an increase in crime harm due to the reinvestment of illicit funds in future criminal 

activities. It was estimated that each individual group involved in reinvesting their criminal proceeds was 

on average responsible for $5.18m of illicit drug harm each year ($5.3m in FY24).  Conversely, the analysis 

found that reducing money laundering by organised crime groups involved in illicit drug activity had the 

potential to significantly reduce the associated harm to the community. The analysis determined the 

proportional reduction in illicit drug harm that would occur under two scenarios where organized crime 

groups were restricted from laundering their proceeds of crime: 

• A 33% reduction when a group is prevented from laundering any money 

• A 3.3% reduction when a group continues to launder money but the amount of money laundered is 

reduced by 50%23. 

By preventing money laundering techniques in high-risk industries such as real estate, AML/CTF reform 

can reduce illicit drug harm. 

Reduced crime harm associated with avoided re-investment of criminal proceeds due to crime confiscations 

In addition to deterring criminals from committing crimes, AML/CTF regulations can further reduce the 

cost of crime to the community by supporting law enforcement to identify and restrain the proceeds and 

instruments of crime (refer to Section 4.2.1). Removing criminals’ access to the proceeds of their illicit 

activities removes their ability to reinvest them into future criminal activities. This has the impact of 

reducing crime, particularly for serious and organised crime that requires greater levels of investment.  

 
21   Joras Ferwerda, Alexander van Saase, Brigitte Unger and Michael Getzner, ‘Estimating money laundering flows with a gravity model-

based simulation’ ( 0 0)  0(     ) Scientific Reports,  . Note, AUD figures have been calculated using Australia’s nominal GDP as at 31 

Dec 2023.  <https://www.nature.com/articles/s41598-020-75653-x>. 
22 Morgan A & Dowling C 2023. Enablers of illicit drug trafficking by organised crime groups. Trends & issues in crime and criminal 

justice no. 665. Canberra: Australian Institute of Criminology. 
23 Inferred from Morgan (2024) Money laundering and the harm from organised crime: Results from a data linkage study. Report by 

the Australian Institute of Criminology’s Serious and Organised Crime Research Laboratory for the Australian Transaction Reports and 

Analysis Centre 
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A study conducted in the Netherlands and reported by the United Nations Office of Drugs and Crime24 

found that criminals tend to reinvest   % of their income on criminal activities or ‘irregular business’ 

activities. Proceeds of crime reinvested into further criminal activities will have a multiplier effect on crime 

as a portion of the profits from the reinvested proceeds of crime will also be reinvested into future criminal 

activities. Research in 2006 estimated the multiplier lies between 1.0 and 3.0 with a likely range of 1.1-1.25 

based on assumptions of the profitability of crime in the Netherlands, indicating that money laundering by 

criminals leads to 10-25% more proceeds of crime in the future by funding additional illegal activities25.  

The size of the multiplier effect is dependent on the profitability of the criminal act in question, with 

proceeds of crime reinvested in more profitable activities such as drug trafficking having a significantly 

larger multiplier. The Proceeds of Crime Drug Disruption Index (POCDDI) estimates based on Australian 

data that a reduction in criminal funds due to proceeds of crime action will have a medium-term (6-

months) multiplier of 4.6 for funds set to be reinvested in any stage of the drug trafficking supply chain, 

with the multiplier increasing to 11.9 for funds reinvested in the more profitable activities of distribution, 

importation or production of illicit drugs26. The POCDDI also found that 26% of proceeds of crime 

confiscations made by the AFP were from drug-related crimes.  

As it is not possible to determine what criminal activities any confiscated proceeds of crime would 

otherwise be invested in, this analysis assumes that on average, proceeds of crime confiscated would have 

been reinvested in the same criminal activities from which they were confiscated. Under this assumption, a 

weighted average of the above noted multipliers was calculated according to the proportion of 

confiscations attributable to each type of crime identified by the POCDDI. The POCDDI range of multipliers 

for drug crimes (4.6 – 11.9) was used for the drug-related proceeds of crime, while the range developed by 

Unger et al. (2006) (1.1 – 1.25) was used for confiscations attributable to other types of crimes. This yields a 

lower and upper bound estimate of the proceeds of crime multiplier of 2.0 and 4.0, respectively.   

Options analysis 

Option 2 | Simplify regime  

The proposed Category 1 and 2 reforms will primarily support a reduction in criminal activity by improving 

compliance with the existing AML/CTF regime, subjecting existing regulated services that are frequently 

used to launder proceeds of crime to greater surveillance, and improving the quality of intelligence 

provided by regulated entities that can be used to identify criminal activities and money laundering. 

Option 2 would also modernise the regime through expanding the range of digital currency-related 

services regulated under the regime, which would provide law enforcement agencies with greater 

surveillance and intelligence of the digital currency sector. While these benefits may be substantial, there is 

insufficient data to estimate the scale of the impact that this would have in reducing criminal activities. 

Option 2 receives a relevance score of Low to Medium. 

Option 3 | Expand regime  

The Option 3 reforms will support a reduction in criminal activity by expanding the proportion of total 

economic activity monitored under the AML/CTF regime. This will have a deterrent effect on criminal 

activity as making money laundering more difficult to conduct will increase the cost of money laundering 

for criminals, reducing the incentive to engage in criminal activities for profit. In addition, the increased 

monitoring will increase the likelihood that criminals’ assets are identified and confiscated, providing a 

further deterrent effect on engaging in criminal activities for profit, as the reward criminals expect to 

achieve will become more difficult to realise.  

While the deterrence effect of AML reform may have a significant impact on the occurrence of crime, the 

scale of this impact cannot be accurately quantified based on available data and literature. However, 

 
24 United Nations Office on Drugs and Crime (2011), Estimating Illicit Financial Flows Resulting From Drug Trafficking and Other 

Transnational Organised Crimes, Research Report, October, 1–138. 
25 Unger, B., et al, 2006. The amounts and the effects of money laundering. Report for the Ministry of Finance, 16(2020.08), p.22. 
26 McFadden, Michael, Martin O’Flaherty, Paul Boreham, and Michele Haynes. Targeting the profits of illicit drug trafficking through 

proceeds of crime action. National Drug Law Enforcement Research Fund (NDLERF), 2014. 
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4.1.3 Reduced harm from terrorism activity  

Currently in Australia, the financial intelligence collected through the AML/CTF requirements is used for 

surveillance as well as corroborating other intelligence to help identify networks and associations involved 

in terrorist activity. The information collected from payment platforms and high-risk transactions can 

identify networks and associations, as well as be used in conjunction with models that assess patterns of 

behaviour. This can be used to monitor potential terrorist networks and disrupt attempts to provide 

financing; as well as identify changes in patterns of behaviour that may be relevant to the intention to plan 

a terror attack. This aids authorities in preventing the funding of terrorist activities and reducing the 

potential harm they could cause. 

A particular area of focus in recent years has been the use of cryptocurrencies to finance terrorist 

organisations or affiliates overseas33. The relative anonymity of cryptocurrency transactions provides an 

opportunity to fund global terrorist networks carrying out attacks overseas without the use of more 

complex methods. This could allow networks or individuals in Australia to fund terrorist activities directly 

with fewer barriers than they have previously faced. Expanding oversight over digital currency transactions 

could identify transactions and prevent terrorism financing from reaching its intended destination, whilst 

also deterring networks or individuals from engaging in terrorism financing due to a greater likelihood of 

being caught.  

Terrorist attacks can cause loss of life, although the level will vary depending on the nature of the attack 

and the characteristics of the area where the attack happens. Terrorist attacks also cause additional harm 

beyond the direct loss of life in the form of physical injury and psychological harm to community members 

impacted by the attacks. However, again this impact can vary considerably and cannot be meaningfully 

estimated. In addition, the occurrence of such attacks can lead to significant damage to a nation’s tourism 

sector. Tourism is usually one of the main industries impacted negatively by terrorism, as international 

tourists can be cautious of visiting regions where there has been high terrorism activity in recent years34. 

This can have a substantial impact on a country’s international tourist numbers and therefore exports.  

However, this impact also cannot be meaningfully estimated. While expanding the regime may support a 

reduction in harm associated with terrorist attacks due to the reduced probability of a terrorist incident 

occurring, it is noted that such incidences are low frequency events and the impact of such attacks is 

highly uncertain. 

Options analysis 

Option 2 | Simplify regime  

The benefits from implementing reform Categories 1 and 2 will be due to the improved financial 

intelligence that will be available to AUSTRAC to track terrorism financing activity. The improved 

intelligence may enable AUSTRAC and other law enforcement agencies to monitor local and global 

terrorist networks and restrict their financing, reducing the likelihood that Australian systems will be 

exploited to fund terror attacks around the globe. 

Category 2 reforms may yield more actionable intelligence of terrorism financing due to the expansion of 

digital currency services under regulation, as well as the broadening of travel rule requirements to DCEPs 

and remitters and the expansion of IFTI reporting requirements to digital currency transfers. These reforms 

will provide AUSTRAC with greater oversight over international transfers in and out of Australia and more 

information regarding the identities of the parties involved.  This intelligence may be more beneficial for 

monitoring terrorism networks, particularly those based overseas with links to Australia.  

This option therefore receives a relevance score of Medium. 

Option 3 | Expand regime  

 
33 Reuters, 2023, Crypto's role in terrorist financing, accessed 11 July 2024 from https://www.reuters.com/technology/cryptos-role-

terrorist-financing-2023-10-23/ 
34 Schmidt A 2024. Impacts of money laundering and terrorism financing: Final report. Special reports. Canberra: Australian Institute of 

Criminology. https://doi.org/10.52922/sp77543 
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The improvement in financial intelligence will help to reduce damage to the community from crime by 

increasing the confiscation of criminal assets and funds that would otherwise be reinvested in criminal 

activities, whilst also deterring crime by reducing the ability of criminals to launder their proceeds. This 

may help to prevent other negative community impacts of money laundering, such as asset price inflation 

in sectors subject to high rates of money laundering. The improvement in monitoring of terrorist networks 

may also minimise the risk of terrorist attacks and their associated harm, as law enforcement agencies are 

better able to identify potential terrorist actors or plans prior to them occurring.  

The benefits of Option 2 are moderate in comparison to Option 3 and 4 as the expansion of surveillance 

over the economy is more limited. There is also limited data to measure the scale of the expansion of the 

regime or the value of the benefits that can be expected from the reforms. 

Option 3 | Expand regime  

Option 3 has received a score of +9 as it expands surveillance to sectors at high risk of facilitating money 

laundering and represents an increase in total economic activity under the surveillance of the AML/CTF 

regime of approximately 192%. The increased monitoring will act as a deterrent to criminal activity by 

making it more difficult and costly to launder money through sectors that currently aren’t subject to strict 

monitoring. This will reduce the profitability of criminal activities and reduce the incentive to engage in 

such behaviours.  

A reduction in money laundering will likely reduce any associated negative impacts on the community, 

such as asset illicit drug harm and price inflation in sectors with high levels of money laundering activity. 

While there is inadequate data to measure the impact of asset price inflation, expanding surveillance to 

tranche two sectors may support a reduction in illicit drug harm within an indicative range of $200m and 

$401min NPV terms over the 10-year period of this analysis. This will be dependent on the reforms 

reducing the proceeds of crime that groups involved in illicit drug activity are able to launder through 

tranche two sectors.   

The increase in financial intelligence attributable to the expansion of the regime should be particularly 

effective in reducing criminal activity and its associated harms, as law enforcement agencies will have more 

information to investigate crimes and target the assets and funds of criminals and their networks, reducing 

their ability to reinvest in further criminal activities. Therefore, if the reforms are effective in increasing 

asset confiscations attributable to the financial intelligence provided by the AML/CTF regime, they will be 

expected to reduce investment into criminal activities.  

The value of the reduction in investment in criminal activities has been calculated according to the 

following assumptions: 

• The value of the increase in asset confiscations each year attributable to the increased financial 

intelligence gathered under the Category 3 reforms has been calculated per the methodology outlined 

in 4.2, noting that the benefits will accrue from the first year of the expanded regime. 

• An estimate of 30% of asset confiscations are attributable to intelligence gathered under the AML/CTF 

regime. The remaining amounts recovered have been attributed to other intelligence gathered by law 

enforcement outside the AML/CTF regime. 

• The calculation of reduced investment in crime attributable to increased asset confiscations does not 

include the direct financial benefit of increased asset confiscations (instead captured in Section 4.2.2). 

• A proceeds of crime multiplier of 3 has been applied, based on the midpoint of the range 2 – 4 (refer 

to ‘Reducing criminal activity’), to calculate the avoided additional investment in criminal activities due 

to the increase in asset confiscations.  

An increase in asset confiscations proportional to the 192% increase in economic activity under 

surveillance would result in $76.1m in additional confiscations each year, attributable to intelligence 

provided by the AML/CTF regime. Applying the multiplier to estimate the avoided reinvestment in criminal 

activities attributable to this increase in confiscations yields a result of $228m each year. This increase 

would result in avoided investment in crime of $1.487bn in NPV terms over the 10-year period of this 

analysis. 
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The increased intelligence will also support law enforcement and intelligence agencies to effectively 

monitor terrorist networks and restrict their funding, which may minimize the risk of terrorist attacks in the 

future. However, the link between the reforms and reduced terrorist activity is less clear and any benefit 

will be in the form of a reduction in the probability of a low frequency event that will result in substantial 

harm to the community from occurring.  

Option 4 – Simplify and expand regime  

Option 4 has received a score of +10 as it yields the benefits of both Option 2 and Option 3 detailed 

above, whilst also supporting improved compliance and intelligence gathering from tranche two entities 

above what would be expected under Option 3. 

4.2 Government benefits 

There are two key benefits for government from enhancing the strength and coverage of their AML/CTF 

regime. These include: 

• Increased investigation effectiveness and greater asset confiscations 

• Increased tax revenue through greater recovery of unpaid tax. 

4.2.1 Increased investigation effectiveness and greater asset confiscations 

AUSTRAC plays a critical role in supporting Australia’s law enforcement by gathering financial intelligence 

and insights on serious criminal activity, including money laundering, terrorism financing, and other forms 

of serious and organised crime. AUSTRAC also undertakes financial analysis of its intelligence holdings and 

other data to produce intelligence reports for law enforcement agencies including the AFP, ACIC and ATO, 

as well as state law enforcement bodies.  

The proposed reforms to the AML/CTF regime are designed to improve the quality of financial intelligence 

gathered by AUSTRAC as well as increase the amount of financial intelligence gathered. Greater access to 

high quality financial intelligence can support law enforcement agencies to conduct more effective and 

efficient investigations, including by supporting earlier detection of criminal activities, more efficient 

collection and documentation of evidence, and improved identification of criminal networks and assets. 

These benefits would reduce the investigative resources required for investigations that leverage data 

collected through the AML/CTF regime, allowing for more investigations to be conducted across the same 

timeframe than was previously possible. Over time this could support productivity increases within 

AUSTRAC and partner agencies, helping to achieve outcomes more efficiently. This may also help to avoid 

the future costs of alternative, and potentially more expensive, intelligence measures.  

While the benefits of improved investigative efficiency are expected to be substantial, the impact of the 

proposed reforms on the effectiveness and efficiency of AUSTRAC’s partner agencies’ investigations 

cannot be accurately measured using available data.  

A more direct measure of the success of AUSTRAC’s financial intelligence is its ability to disrupt criminal 

activity by identifying, restraining and subsequently confiscating the proceeds and instruments of crime. 

Restraining and confiscating criminal wealth is a critical tool used by Australia’s federal and state law 

enforcement agencies to disrupt serious and organised crime. The method aims to deter crime by 

reducing the profitability of criminal activities and disrupting crime networks by removing access to their 

funds and assets. ‘Proceeds of crime’ laws exist at the federal level and for each state and territory, with 

each having different methods for targeting proceeds of crimes committed under their jurisdiction. While 

processes differ by jurisdiction, assets that are found to be proceeds of crime are generally liquidated, the 

proceeds of which are used to fund various community and law enforcement initiatives.  

As part of the AFP-led Criminal Assets Recovery Taskforce (CACT), AUSTRAC intelligence plays a direct role 

in identifying suspected criminal assets to be restrained and, if the assets are proven to be proceeds or 
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the financial benefit of confiscating proceeds of crime is not the primary goal of proceeds of crime 

schemes in Australia, it provides a financial benefit to the community using funds that would otherwise be 

used to invest in further criminal initiatives. 

Options analysis 

The proposed reforms will primarily support improved investigation effectiveness and asset confiscations 

by increasing the quality and quantity of financial intelligence gathered from regulated entities. The 

impacts will vary considerably depending on the size of the reporting population impacted by each 

reform, with the Category 3 reforms likely to deliver significantly more financial intelligence than the 

Category 1 and 2 reforms. This variance has been considered in the scoring of each option for delivering 

the proposed benefits within a range of 1 to 5, where 5 is highly relevant. The relevance of each option is 

summarised in Table 24. 

Option 2 | Simplify regime  

The proposed Category 1 reforms will support improved investigation effectiveness and asset 

confiscations by improving the quality of intelligence provided by regulated entities through the AML/CTF 

regime that can be used to identify proceeds of crime. The improvements in intelligence relating to each 

of the relevant reforms is described below. 

Improved risk management and due diligence by regulated entities 

The proposed reforms to clarify reporting entities’ obligations regarding their AML/CTF program and CDD 

will support improved compliance with the AML/CTF regime. By making reporting entities’ obligations 

clear and understandable, the AML/CTF regime will enable businesses to implement more effective 

processes for identifying and managing money laundering and terrorism financing risks. If the reforms 

improve the ability of reporting entities to identify and monitor high-risk customers, businesses would be 

better able to monitor and report suspicious behaviour and provide more actionable intelligence to 

AUSTRAC. 

Improved information sharing and understanding of requirements 

Under the current regime, legal barriers to sharing information between entities in a group impedes the 

ability for reporting entities to share information on high-risk customers and suspicious transactions. 

Reforming group risk management and the tipping off offence to facilitate improved information sharing 

amongst group entities will support reporting entities to effectively coordinate with their related group 

entities and provide higher quality and more actionable intelligence to AUSTRAC. 

Improved monitoring of gambling transactions under the lower gambling threshold 

By lowering the transaction threshold for performing CDD for gambling service customers from $10,000 to 

$5,000, this means that more gambling customers are subject to CDD requirements. This will improve the 

ability of impacted businesses to identify high-risk customers and monitor for suspicious activity, as 

potentially high-risk customers may have avoided the previous threshold for CDD. Although customers 

engaging in money laundering may change their tactics to avoid detection, the increased requirements 

will ensure stricter identification and monitoring by gambling services which will provide AUSTRAC with 

additional financial intelligence through TTRs and SMRs. The additional intelligence may support AUSTRAC 

to identify, restrain and confiscate illicit funds being laundered through gambling services. 

Increased oversight of digital currency services 

The proposed Category 2 reforms will represent both an increase in surveillance across the economy as 

well as an improvement in the quality of intelligence gathered. By expanding AML/CTF regulation to a 

broader range of digital currency services, AUSTRAC will subject a greater number of high-risk services 

and transactions to surveillance. This will include businesses that offer services to facilitate the exchange of 

one or more forms of digital currency, as well as those administering and holding digital currencies on 

behalf of a customer and those providing financial services relating to initial coin offerings and similar 

arrangements. While many digital currency businesses offering these services will likely already be 

regulated under the AML/CTF regime, the expansion of the regime to the additional services will ensure 

Document 1

046



 

Nous Group | Impact analysis | Regulatory reforms to AML/CTF regime | 19 August 2024 | 44 | 

that high-risk transactions that were previously outside the remit of the regime will now be subject to 

AML/CTF surveillance.  

Updating the travel rule requirements to include remitters and DCEPs and extending the travel rule and 

IFTI reporting requirements to include digital currency transfers will require reporting entities to obtain 

and record substantially more information on the identities of parties involved in regulated transactions. 

This will provide AUSTRAC with intelligence over a range of high-risk transactions that were not previously 

covered under the AML/CTF regime, whilst also providing higher-quality intelligence on the parties 

involved in the transactions.  

The improved intelligence that may be produced under these reforms would improve the overall efficiency 

of investigations that leverage the data collected through the AML/CTF regime. The improved intelligence 

may also enable law enforcement agencies to better identify assets or funds acquired from or used in the 

facilitation of a crime. While the impact of these reforms may be substantial, the scale of the increase in 

economic activity under the surveillance of the AML/CTF regime cannot be determined due to insufficient 

data on the number of digital currency businesses providing the proposed services, as well as the number 

of transactions that would be covered under the proposed reforms. 

Based on these improvements to the AML/CTF regime, this option receives a relevance score of Low to 

Medium. 

Option 3 | Expand regime  

Implementation of the Category 3 reforms will extend the range of sectors under the AML/CTF regime and 

increase the total economic activity subject to surveillance by 192%. It will also expand surveillance across 

various stages of the money laundering process. For example, criminals wanting to launder illicit funds 

through tranche two sectors such as real estate or precious metals and precious stones, prior to or after 

entering the financial system, will now face checks and balances at each stage of the process, increasing 

the likelihood that proceeds and instruments of crime will be identified and subsequently restrained. This 

will enhance the level of actionable intelligence that AUSTRAC can collect and disseminate to partner 

agencies each year. 

Using the assumption that 30% of asset confiscations are attributable to intelligence gathered under the 

AML/CTF regime, if the increased surveillance under the Category 3 reforms was to result in a proportional 

increase in asset confiscations (192%), based on an average of the previous five years this would be 

equivalent to an additional $31m in confiscations and $19m in net benefit for the CACT each year (noting 

that this increase may take multiple years to materialise). While data on confiscations across state and 

territory jurisdictions is not complete and may differ in how it is collected and reported, a comparable 

increase in confiscations across NSW, Queensland and Victoria would represent an additional $45m per 

year, noting that comparable data on the cost of administering confiscated assets is not provided for all 

jurisdictions. It is noted that any estimated increase in the amount of assets restrained and confiscated will, 

in practice, be impacted by a wide variety of factors outside the scope of AML/CTF regulation. For 

example, the sophisticated methods used by many criminals to hide their illicit wealth, resourcing of asset 

confiscation police teams, operational complexity of the cases, availability of required evidential material 

and capacity of the judicial system 

This option therefore receives a relevance score of Medium to High. 

Option 4 | Simplify and expand regime  

Implementing the Category 1, 2 and 3 reforms together will have the combined impact of both Option 2 

and Option 3 detailed above, with the additional benefits of expanding the Option 2 benefits to tranche 

two entities. This option therefore receives a relevance score of High. 
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and recovered. This would provide a direct financial benefit to the federal government by increasing tax 

revenue, which would support the community through improved funding of public services and 

infrastructure.  

Options analysis 

The proposed reforms will primarily impact the recovery of unpaid tax liabilities by improving the 

gathering of financial intelligence from regulated entities. The proposed reforms under each option vary in 

how they will support improved intelligence gathering and are not all equally relevant to increasing the 

identification and recovery of unpaid tax liabilities. The relevance of each option is summarised in Table 

25.  

Option 2 | Simplify regime  

The proposed Category 1 and 2 reforms will support the identification and recovery of unpaid tax liabilities 

by improving the quantity and quality of intelligence that AUSTRAC is able to collect and provide to the 

ATO. Improvements to the quality of financial intelligence provided to AUSTRAC will be driven by: 

• Simplifying AML/CTF program requirements 

• Updated requirements for group risk management and information sharing 

• Clarifying CDD obligations. 

Category   reforms will clarify the regulated entities’ obligations under the AML/CTF regime, supporting 

them to comply with their obligations and to focus their efforts where the ML/TF risk is highest for their 

business. In addition, it will provide regulated entities with more flexibility in conducting their transaction 

monitoring processes and sharing information within their groups, allowing them to better understand 

and monitor their customers. These changes would allow regulated entities to provide higher quality 

intelligence to AUSTRAC that could be used to identify unpaid tax liabilities.   

The Category 2 reforms to expand the AML/CTF regime to a broader range of digital currency services will 

expand surveillance to a range of services that are at high risk of being used to facilitate tax evasion. By 

expanding monitoring to these services, AUSTRAC will be supplied with greater levels of intelligence which 

the ATO can use to identify instances of tax evasion and effectively track individuals’ assets to recover 

these unpaid liabilities. In addition, the proposed changes to the travel rule and IFTI reporting 

requirements will provide more detailed information on the parties involved in digital currency 

transactions for services currently under regulation and those to be regulated under the proposed 

reforms. The additional identification information will support the ATO to trace unpaid tax liabilities to 

specific individuals by data matching individuals’ digital currency transactions to other tax information. The 

increased requirements will also have the dual benefit of deterring those engaging in tax evasion from 

doing so by increasing the likelihood of being caught and prosecuted.  

The option therefore receives a relevance score of Low to Medium. 

Option 3 | Expand regime  

The expansion of the regime under the Category 3 reforms will increase the number of entities providing 

intelligence and increase the proportion of total economic activity under surveillance. Expanding the 

AML/CTF regime to tranche two entities would increase total economic activity under surveillance by 

192%. Such an expansion of the economy under surveillance will enhance the level of actionable 

intelligence that AUSTRAC can collect and provide to the ATO. This information will support the ATO to 

identify and monitor individuals and companies engaging in tax evasion or fraud, including by better 

identifying undeclared sources of income, undeclared ownership of assets and other financial transactions 

that are not reported in lodgments that may indicate suspicious behaviour. This will enable the ATO to 

more effectively identify and trace undeclared tax liabilities, increasing the amount of the overall tax gap 

that the ATO is able to recover. 

The reforms will also expand surveillance over various services, transactions, transfers of ownership and 

other methods used to avoid tax obligations. In addition to representing a greater proportion of total 
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Option 2 – Simplify regime 

Option 2 has received a score of +2 as it will provide AUSTRAC and therefore the ATO and law 

enforcement with additional and higher quality financial intelligence. The benefits of Option 2 are 

moderate in comparison to Option 3 and 4 as the additional designated services to be included under the 

AML/CTF regime are much more limited. In addition, there is limited data to measure the scale of the 

expansion of the regime or the value of the benefits that can be expected from the reforms. 

Option 3 – Expand regime  

Option 3 has received a score of +9 as it represents an increase in total economic activity under the 

surveillance of the AML/CTF regime of approximately 192%. Such an increase in the proportion of the 

economy under surveillance will yield a significantly greater amount of financial intelligence which 

AUSTRAC and its partner agencies can use to investigate crimes and identify and restrain unpaid tax, 

proceeds of crime and other instruments of crime. The increase in financial intelligence has been 

estimated to yield: 

• $220m in additional recovered tax liabilities over ten years in NPV terms, and 

• $296m in proceeds from additional asset confiscations over ten years in NPV terms. 

The increase in tax recoveries and asset confiscations that could be expected under the Category 3 

reforms has been calculated based on the following assumptions: 

• A proportional 192% increase in recovery of unpaid tax liabilities and asset confiscations due to the 

increased financial intelligence gathered (currently $98m of unpaid tax liabilities are recovered and 

$132m (consisting of $54m confiscated by CACT and $78m by NSW, Queensland and Victoria) of 

proceeds of crime is confiscated on average each year). 

• An estimate of 30% of tax recoveries and asset confiscations are attributable to intelligence gathered 

under the AML/CTF regime. The remaining amounts recovered have been attributed to other 

intelligence gathered by law enforcement outside the AML/CTF regime. 

• An average period of 3 years from the implementation of the proposed AML/CTF reforms is required 

for the benefits to be 100 per cent realised each year.  This is a more conservative estimate compared 

to the average two-year timeframes for assets under the custody and control of the Official Trustee, 

and five months to move from restrained to forfeited. It is noted that this timeframe only relates to 

assets under the Official Trustee’s control and may not represent all assets restrained due to 

intelligence provided by the AML/CTF regime.  As comparable data does not exist to estimate the time 

taken to recover unpaid tax liabilities, the same timeframe has been used, noting that the time taken 

for tax liabilities to be recovered may range from immediate payment post-identification to several 

years.  

Option 4 – Simplify and expand regime  

Option 4 has received a score of +10 as it yields the benefits of both Option 2 and Option 3 detailed 

above, whilst also supporting improved compliance and intelligence gathering from tranche two entities 

above what would be expected under Option 3. 
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5 Benefits of strengthening FATF compliance 

The reforms considered will primarily assist in responding to recommendations with which Australia is 

non-compliant (22, 23 and 28) or partially compliant (15 and 16) (as outlined in Section 2.1 Reform 

Context). The four options respond to different numbers of FATF recommendations: 

• Option 1 – Maintain status-quo. This option would make no improvements to compliance with FATF 

recommendations. 

• Option 2 Simplify regime: Addresses two partially compliant FATF recommendations. By 

undertaking the Category 1 and 2 reforms, Australia would likely improve its compliance with two 

FATF recommendations currently rated as partially compliant (recommendations 15 and 16). This 

option does not substantially address any of Australia’s non-compliant recommendations.  

Option 3 – Expand regime: Addresses three non-compliant FATF recommendations. Expanding the 

existing AML/CTF regime to tranche two entities without implementing the Category 1 and 2 reforms 

will improve compliance with all three of the in-scope non-compliant recommendations 

(recommendations 22, 23, 28).  

• Option 4 – Simplify and expand regime: Addresses three non-compliant and two partially 

compliant FATF recommendations: Expanding the existing AML/CTF regime and implementing the 

Category 1 and 2 reforms will improve compliance with all three of the in-scope non-compliant 

recommendations (22, 23, 28) and two currently assessed as partially compliant (15, 16).  

Becoming more compliant with recommendations—particularly to address Australia’s long-standing lack 

of regulation of tranche two entities—and demonstrating a continued commitment to tackling money 

laundering and terrorism financing is crucial to remaining off the list of jurisdictions under increased 

monitoring.  

The following two subsections outline two key benefits to Australia of FATF compliance across the policy 

options, including: 

• Avoided reputational damage to Australia 

• Avoided reduction in foreign investment in Australia. 

5.1 Avoided reputational damage to Australia 

Failure to implement adequate AML/CTF laws and regulations may be perceived by foreign investors and 

governments as an indicator of Australia not acting to prevent and/or a higher prevalence of money 

laundering or terrorism financing activity. This association between a nation and money laundering or 

terrorism financing occurring can be damaging to a nation’s reputation, impacting the nation’s ability to 

be a leader in financial markets and reducing the nation’s political influence.  

Australia currently plays an active role in diplomacy throughout the Asia-Pacific region, an area that has 

become a growing area of focus for Australia’s national security. Australia participates in multiple 

transnational forums to promote cooperation in the region in the fight against transnational organised 

crime, including through the Pacific Island Forum’s Regional Transnational Organised Crime Disruption 

Strategy.44 The strategy notes that the lucrative market for illicit trade in Australia and New Zealand has 

meant that many Pacific nations have become transit points for the movement of illicit substances. Failure 

to address perceived weaknesses in Australia’s approach (including—most seriously—the long-standing 

lack of AML/CTF regulation of lawyers, accountants and real estate professionals) to money laundering 

and organised crime could weaken Australia’s relationships with countries in the Pacific region that are 

negatively impacted by transnational organised crime groups attempting to access the Australian market. 

 
44 Pacific Islands Forum, 2024, Regional Transnational Organised Crime Disruption Strategy,  
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Currently Australia does not fully comply with all the latest FATF recommendations. Although the FATF 

recommendations are not considered international law, they are the standard framework for effectively 

combatting money laundering and counter terrorism financing. The FATF evaluates the compliance of 

member nations with the latest recommendations. These evaluations are made public, and a negative 

evaluation can lead to increased monitoring by the FATF, externally referred to as being grey listed. When 

nations choose not to implement FATF recommendations, they can be seen as a weak link in the fight 

against money laundering and financial crime by other countries who have implemented the 

recommendations.  

Australia’s lack of regulation of high-risk industries including lawyers, accountants and real estate agents 

has already been publicly noted as a weakness in our approach to fighting organised crime,45 and 

continued inaction in this area poses Australia’s most serious risk of grey-listing by the FATF. This would 

further erode our reputation amongst our international peers. 

Being identified on the grey list would create large reputational damage for Australia. The FATF 

encourages its wide ranging and many jurisdictions (over 200, including the largest economies in the 

world) to consider transactions with those publicly identified on the grey list with increased scrutiny and, in 

serious cases, to apply counter measures.   

Options analysis 

The greatest benefit in avoiding damage to Australia’s reputation would come from addressing the FATF 

recommendations that Australia is currently non-compliant with. These recommendations concern the 

regulation of tranche two entities which are seen as potential facilitators of money laundering and 

terrorism financing.  

As a result, not all options are equally relevant to delivering the proposed benefits outlined above. As 

discussed below, the varying relevance of each option in delivering the proposed benefits outlined above 

is summarised in Table 27.  

Option 2 | Simplify regime  

The Category 2 reforms to extend AML/CTF regulation to additional digital currency services and update 

the travel rule would address Recommendations 15 and 16 with which Australia is currently assessed as 

partially compliant. While this may help prevent reputational damage to Australia’s economy by regulating 

services seen to be at high risk of exploitation for money laundering and terrorism financing, it does not 

address the three in-scope recommendations with which Australia is currently non-compliant and which 

carry the most reputational risk. Under Option 2, tranche two entities would remain unregulated under the 

AML/CTF regime, exposing Australia to grey-listing by FATF and any additional reputational risk 

attributable due to perceptions of exposure to money laundering and terrorism financing within these 

industries. It therefore receives a relevance score of Low. 

Option 3 | Expand regime  

The expansion of AML/CTF regulation under Option 3 would address Australia’s compliance with the in-

scope FATF recommendations with which we are currently assessed as non-compliant. This would 

significantly reduce the likelihood of grey-listing by FATF and the associated reputational damage that 

would likely occur as a result. In addition, the regulation of these sectors may improve Australian 

businesses’ reputation, independent of the impacts of grey-listing, due to improved perceptions and trust 

regarding the management of money laundering and terrorism financing risk in these sectors. This may 

bring commercial and business benefits. 

However, the failure to implement the Category 2 reforms detailed under Option 2 would leave Australia 

only partially compliant with recommendations 15 and 16. It may also undermine improved compliance 

with recommendation 22, which relies on the Category 1 updates to the threshold for performing CDD for 

 
45 Global Organised Crime Index, Accessed July 5, 2024 from: ocindex.net/country/australia  
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• Portfolio investment (debt and equity) inflows declining by 2.9%. 

Figure 5 | Foreign investment in Australia, as of December 2023 ($b) 

 

Australia is currently scheduled to have its AML/CTF measures comprehensively assessed as part of a 

Mutual Evaluation by the FATF over 2026 and 2027, and is at risk of grey-listing due to the failure over 

many years to address the identified deficiencies in the country’s AML/CTF regime. Australia is currently 

one of five jurisdictions out of more than 200 that do not include tranche-two entities in the AML/CTF 

regime. A failure to act against deficiencies in areas of considerable risk exposes Australia to an adverse 

finding and any associated reductions in foreign investment inflows that may result. 

The avoidance of a reduction in foreign investment inflows in response to grey-listing by FATF would 

present a significant benefit from the strengthening of Australia’s AML/CTF regime. While the 

consequences of grey-listing could be significant, the likelihood of this occurring to Australia are unknown. 

It is possible that without reform, Australia may not be grey-listed. For Australia to experience the 

potential impacts to foreign investment resulting from grey-listing, the FATF would need to deliver an 

adverse finding as part of its evaluation process. The probability of Australia being grey-listed due to an 

adverse finding by the FATF cannot be determined, however it remains a possible outcome so long as 

Australia remains non-compliant with key FATF recommendations, particularly regarding the regulation of 

tranche two entities. 

It must be noted that the reductions in capital inflows due to grey-listing outlined above were experienced 

in the months immediately prior to and after each country’s grey-listing was announced. From the study, it 

cannot be determined how capital inflows would respond to grey-listing over multiple years, especially as 

grey-listing may have caused the countries in the study to take proactive or reactive action to address 

their AML/CTF deficiencies, reducing the negative impact of the initial announcement. While it is possible 

that Australia could choose to implement the proposed reforms only in the event of grey-listing occurring, 

this scenario is not considered within any of the four policy options given their policy intent. 

The magnitude of the impact of grey-listing on Australia’s foreign investment is also uncertain as 

discussed in the literature, and may be minor, as noted by the United Nations South Africa49. Furthermore, 

Balakina, D’Andrea and Masciandaro (2016) found no consistent effect of grey-listing on cross-border 

bank flows50. The findings of Kida and Paetzold (2021) may not be directly relevant to the Australian 

context as the analysis was only conducted on emerging and developing countries. This means that the 

observed reductions in foreign investment inflows to those countries may not be directly comparable to 

what Australia’s economy would experience, at least in terms of magnitude, if it were to be grey-listed. 

Australia’s economy is structurally different to the developing countries included in the study, which would 

 
49 United Nations South Africa (2023). Grey listing in South Africa: A note on possible socioeconomics implications.  
50 Balakina, O., D’Andrea, A., & Masciandaro, D. ( 0 7). Bank secrecy in offshore centres and capital flows: Does blacklisting matter?. 

Review of Financial Economics, 32, 30-57. 
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likely mean any reduction in foreign investment due to grey-listing would likely occur to a lesser extent 

than was observed in those developing countries. 

Furthermore, as Australia’s non-compliance with the FATF recommendations is primarily restricted to the 

lack of AML/CTF regulation of tranche two entities, it is unclear whether grey-listing would have the same 

impact on foreign investment across the whole economy. As certain sectors, including financial services, 

are already regulated, foreign investors may not be deterred from investing in these industries if any 

adverse findings by the FATF were due to shortcomings in tranche two industries. In addition, for smaller 

developing and emerging markets that receive comparatively less foreign investment compared to 

Australia, grey-listing may act as a stronger signal to foreign investors of the risks of investing in these 

countries compared to Australia, which is a well-known international market for investment. 

Limitations aside, due to the scale of annual foreign investment in Australia, even minor impacts relating 

to being grey-listed could have significant impacts on the Australian economy. Over the past five years, 

Australia averaged $48.8bn of foreign direct investment and $77.3bn of portfolio investment liabilities 

each year51. This represents approximately $126bn each year in foreign investment. To understand the 

potential impacts to Australia of an adverse finding leading to grey-listing, five scenarios have been 

outlined in Table 28 below. The relative likelihood of these scenarios is unknown and cannot be estimated 

based on available evidence. 

Considering the uncertainty of being grey-listed and the applicability of the 2.9% and 3% estimates from 

Kida and Paetzold (2021) to the Australian context, impact analysis has considered three estimates (listed 

below) of the percentage decline in annual foreign investment inflows in Australia, comprising foreign 

direct investment and portfolio investment: 

• a 0% lower bound estimate 

• a 0.5% middle bound estimate  

• a 1.5% higher bound estimate. 

These estimates are lower than the reductions seen in Kida and Paetzold (2021) to reflect the structural 

and reputational differences between Australia’s economy and developing economies. Given these 

differences, a 1.5% reduction was considered as the highest potential scenario in this analysis, with the 

middle-bound estimate of 0.5% considered to reflect the possibility of grey-listing leading to a minor 

reduction in foreign investment inflows. The lower bound scenario of a 0% reduction was used to reflect 

the possibility that not implementing these reforms does not guarantee that Australia would be grey-

listed, and also, if it were, that grey-listing may have no effect on foreign investment inflows into Australia. 

To account for the uncertainty regarding the duration of any impact of grey-listing, the scenarios consider 

three possibilities: 

• No reduction in foreign investment inflows is observed (Scenario 1) 

• Foreign investment inflows fall in FY27 (post-FATF Evaluation) before returning to previous levels for 

FY28 and the following years (Scenarios 2-3).  

• Foreign investment inflows fall in FY27 and remain at the reduced level for the remainder of the 

following ten-year period (Scenarios 4-5). 

The assumption of investment flows returning to existing levels under scenarios 2 and 3 was made to 

account for possible corrections in the economy that may occur after the initial response to grey-listing. 

These may include Australia building economic ties with new trade partners in response to the negative 

outcome from grey-listing to fill the shortfall in foreign investment, as well as the impact of foreign 

investors that initially restricted investment in Australia in order to reassess their risk assessment returning 

to investing at their existing levels. 

 
51 Australian Bureau of Statistics (2023), International Investment Position, Australia: Supplementary Statistics, ABS Website, accessed 5 

May 2024. 
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Option 2 – Simplify regime 

Option 2 received a score of +2 as it should achieve a satisfactory level of compliance with two FATF 

recommendations against which Australia is currently assessed as partially compliant, and may support 

improved compliance against one currently non-compliant recommendation. This is less likely to reduce 

the risk of grey-listing by the FATF given this option does not involve the regulation of additional high-risk 

services. As a result, the value of the benefits of the strengthened compliance under Option 2 are limited, 

if not unknown.  

Option 3 – Expand regime  

Option 3 received a score of +9 as it should achieve a satisfactory level of compliance with relevant FATF 

recommendations against which Australia is currently non-compliant. This will likely address the greatest 

risk of potential grey-listing by FATF, however it will not address all in-scope FATF recommendations 

which elevates the risk of reputational damage to Australia. The benefits of the avoiding grey-listing and 

reduced foreign investment may range between $0 and $10.7bn (as per the scenarios in Table 28), 

depending on: 

• the likelihood of grey-listing occurring if none of the reforms were undertaken 

• the duration of any potential reduction in foreign investment inflows into Australia due to grey-listing 

• the magnitude of the reduction in foreign investment inflows attributable to grey-listing. 

Option 4 – Simplify and expand regime  

Option 4 has received a score of +10 as it should achieve a satisfactory level of compliance with all three 

in-scope FATF recommendations against which Australia is currently non-compliant as well as against the 

two partially compliant recommendations addressed by Option 2. This will provide the greatest benefit for 

avoiding potential grey-listing by FATF and will minimize the likelihood of reputational damage due to 

poor FATF compliance. Per Option 3, the benefits of the additional compliance achieved under Option 4 

may range between $0 and $10.7b, depending on the factors outlined above. 
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