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1. Purpose
This document provides a comprehensive and systematic roadmap for the delivery of data science and 
artificial intelligence (AI) projects within the Department of Home Affairs (the department) and the Australian 
Border Force (ABF). Data science and AI are already used in many areas of the department, helping to 
detect threats to our borders, facilitate trade and travel, automate routine tasks and drive policy monitoring 
and efficacy. With continued advances in technology, data science and AI can and should play a growing 
role in support of the portfolio’s functions and strategic objectives. 

Informed by industry best practice, this procedural instruction (PI) serves as a guide for data scientists, 
analysts, and product managers to follow, and defines the processes, responsibilities, milestones, and key 
interactions necessary for the successful delivery of data science and AI projects. 

The delivery of a data science and/or AI product involves a continuous iterative process of model 
development, training, testing, and deployment – with a focus on data quality and model performance – 
whereas traditional software delivery emphasises the development, testing and deployment of code-based 
applications.  

By establishing a common language and approach to data science and AI, this document aims to ensure 
alignment with departmental policies and accountabilities and foster collaboration and capability uplift across 
the department. Crucially, it seeks to encourage safe, accountable and ethical use of AI across all business 
areas in the portfolio. 

2. Scope
Data science products are those that use scientific methods, processes, algorithms, and systems to extract 
knowledge and insights from structured and unstructured data. This PI applies to all projects where 
algorithms are trained on the department’s official administrative data. It covers projects undertaken by the 
Data and Economic Analysis Centre (DEAC), as well as other teams conducting data science and AI work in 
the department and the ABF.  

In addition to the requirements detailed below, data science products should be delivered in line with other 
policies such as the department’s Artificial Intelligence Ethics Policy – Policy Statement (SM-7141), the 
Privacy Impact Assessment Process – Procedural Instruction (TI-5413) and the Data Security and Access 
Management – Policy Statement (TI-3470). 

Where third-party generative AI tools and services are utlilised, an AI Risk Management Plan will be 
required. New products, particularly high risk AI systems, many also need to be assessed through the 
Commonwealth AI Assurance Framework. 

3. Overview of the Data Science Lifecycle
The data science lifecycle is a systematic, iterative process that guides data science projects from 
conception to deployment and maintenance. Adopting the lifecycle helps to ensure that data science projects 
are executed efficiently and effectively, leading to sustainable and fit-for-purpose products.  

The stages of the data science lifecycle are set out in the diagram below. 

1. Identify

2. Collect & prepare

3. Approach
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Attachment C – Consultation 
1.1 Internal Consultation 

• Data Governance and Strategic Policy Section 

• Data Services Branch 

• Chief Data Officer 

• IT Service Management Branch 

• Group Manager, Technology and Major Capability Group 

• Threat Risk and Intervention Systems Section 

• Risk, Data and Insight Systems Branch 

• Customs and Border Modernisation Branch 

• Organisational Compliance & Assurance Section 
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Department of Home Affairs

• The model initially makes a probabilistic prediction between 0 and 100% on the
risk of each spoke

• If that risk is more than a business-determined high-risk threshold, it is
considered high

• If that risk is less than the business-determined low-risk threshold, it is
considered streamline

• Otherwise, that spoke is considered to be of standard risk
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Department of Home Affairs

• Models are created and tuned to perform the best against a particular dataset
provided at the time

• Overtime, the characteristics and patterns of incoming data can experience
unforeseen changes that models are not prepared for

• Predictive models tend to decrease in performance with time – referred to as
Model Drift

• Using inaccurate risk systems in visa
processing could lead to misinformed
immigration decisions at great financial,
societal, reputational and social costs for
the department, immigrants and
Australian society at large
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“The department must continually monitor and review both internally developed 
and third-party AI systems to ensure they are operating reliably and in 
accordance with their intended purpose and government frameworks.

…

The System Business Owner is responsible for ensuring these steps are 
undertaken at every stage across the AI system’s lifecycle from model 
selection, data preparation and model training through to model performance 
monitoring and maintenance.”

Excerpt from Artificial Intelligence Ethics Policy (2024)

Section 4.8: Reliability and Safety
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Types of Model Drift include: 
• Seasonal Drift – reoccurring cyclical patterns of change in data – e.g. recurring

annual patterns in tourism to Australia influencing immigration
• Gradual Drift – slow, long-term changes in input data – e.g. growing political unrest

leads to a slow increase in emigration from a country
• Sudden Drift – a sudden, unexpected event affecting data distribution – e.g. the

COVID-19 pandemic suddenly limiting immigration to Australia

8

Decline in performance that comes about 
from drift should be addressed by retraining 
models, i.e. rebuilding them with updated 
parameters that respond better to the new 
characteristics of incoming data
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Department of Home Affairs

Overfitting
• Models are refined using the input characteristics and their outcomes for a training dataset
• Models that are fit too strictly to the data they are fit on may not perform well on unseen

data
• These models tend to be more sensitive to changes in data and experience more severe

and rapid model drift
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Department of Home Affairs

• Feedback Loop
– Some adverse outcomes are influenced by the predictions of the model,
– Predictions of the model and their biases are feed into later training and taken as truth
– Creates self-fulfilling prophecy amplifies biases with retraining and time
– This can not be addressed by our testing process and should be cautiously considered

10OFFICIAL
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Department of Home Affairs

• Part of responsible machine learning use and
management is ensuring that models are up to date
and performing well

• Even if nothing seems wrong, we ourselves should still get occasional check-ups
and screenings to make sure we are in good health; it’s the same for models!

• We need a test to be able to identify when a model is sick, and develop
informative evaluation procedures to help diagnose what is causing it

• This is vital to ensuring effective risk assessment and, ultimately, fair Visa
outcomes in immigration processing

11OFFICIAL
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Department of Home Affairs

• Predictions are classified using a Confusion Matrix

• We group the classes so that we have a 2-class basis to compare to the actual outcome,
i.e.    low risk → negative,    standard or high risk → positive

• In the context of our data, and specifically:

– True Positive: non-compliant visa applicants correctly flagged as standard or high-risk, with a
match between prediction and actual class

– False positive: applicants flagged for risk that are actually compliant with visa conditions

– False Negative: applicants predicted as low-risk that actually did not comply with visa conditions

– True Negative: compliant visa applicants correctly predicted as low-risk, with a match between
prediction and actual class

12

Actual Positive Actual Negative

Predicted Positive True Positive False Positive

Predicted Negative False Negative True Negative
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Department of Home Affairs

• Class imbalance – many visa programs have a
very small number of adverse outcomes
compared to compliant applicants

• Targeting the minority class in testing when the
classes are imbalanced like this can be like
searching for a needle in a haystack

• Evaluation metrics are quantitative measures of the
performance of a model in making predictions

• Some evaluation metrics, such as accuracy, respond
poorly to class imbalance

• Example: consider a cohort where only 1% of applicants will result in adverse outcomes
– Then test a model that naively ALWAYS predicts risk class as negative/low-risk
– This model guesses class correctly 99% of the time and thus has 99% accuracy
– However, it NEVER correctly assigns risk predictions for the positive minority
– Accuracy does not fairly capture the poor predictive performance of this model

13

𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨 =
𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑

𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑 + 𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊𝒊 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑
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Misclassification cost –

• False negative misclassifications are generally more harmful than false positive

misclassifications. Comparative example:

– A false negative leading to can incur hefty financial and time
costs through administration, legal fees, and compliance monitoring

– A False Positive may lead to 20 minutes of unnecessary time spent in over-
processing an application and a slightly increased workload

– There may be incentive to accept more false positives if it reduces false negative
misclassifications

– It’s about finding a balance to reduce overall cost

• Furthermore, some negative misclassification outcomes may be more expensive than
others etc. all come with different costs)

15OFFICIAL
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Department of Home Affairs

True positive prioritisation –
• We have a targeting challenge where we are more focussed on identifying true

positives (high-risk applications) than true negatives
• Our selected metric should target true positive identification as the primary

success factor

Thus, our testing process needs to balance and account for all three of these 
unique challenges compared to a standard performance evaluation problem:

– Varying misclassification costs
– Class imbalance
– Targeting of the Positive class

16OFFICIAL
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Department of Home Affairs

• Need a metric that can handle class imbalance and dynamic misclassification

costs

• Key terms:

– Precision – the proportion of cases predicted as positive risk out of all cases

that resulted in adverse outcomes;

𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 =
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

𝐴𝐴𝐴𝐴𝐴𝐴 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝

– Recall – the proportion of cases resulting in adverse outcomes out of all

cases predicted as positive that resulted in adverse outcomes;

𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 =
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

𝐴𝐴𝐴𝐴𝐴𝐴 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐
17

β Score

OFFICIAL

Document 7



Department of Home Affairs

• Fβ Score balances precision and recall based on the risk tolerance for a visa program

– i.e. it balances assessment of the accuracy of all positive predictions, and

correctly categorising all adverse outcomes

• The result is a performance measurement between 0 and 1

• We can then flag a model for retraining and updating when measured performance

falls below this level

18

β Score
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Department of Home Affairs

• Prediction results can demonstrate variability, where data diverges from a central average

with resampling

• This variability is higher over all data when we have a smaller sample size

• This can be especially problematic when we have class imbalance

• We consider a 95% confidence interval, a range of scores within which we can have 95%

confidence that a new sample’s score will be between the bounds

• This ensures that we can ascertain when our model is not performing to standard with

more than 95% confidence, and confirm that results are statistically significant

19

β Score: Confidence
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Department of Home Affairs

• Fβ only assesses performance after class thresholds are integrated and hard
decisions are made (spoke classification as high or low risk)

• We should supplement this with a metric that assesses the original probabilistic
predictions of our model

• Log Loss is a preferred and established metric for this
• Separates performance of the prediction from the subsequent decision, ensuring

correctness of base predictions and improving diagnosis of decline in performance
• Ensures stronger calibration of predictions by evaluating confidence levels in hard

decisions
• Supplements Fβ Score to provide a more informative assessment of model drift and

helps to locate sources of decay

23OFFICIAL

Log Loss calculation and explanation: 
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1. Get the scalar costs of each false positive and false negative misclassification through
collaboration with business
2. Determine the Fβ Score target by calculating on business-determined ideal frequencies for
each confusion matrix quadrant for all spokes
3. Calculate Fβ Score and Log Loss over time for each spoke using 

4. Calculate the final Fβ Score and broad confidence interval as part of the same scripts
5. Confirm that the performance target is less than the upper bound of the 95% confidence
interval of our final Fβ Score

6. If not, then flag and undertake time-based, spoke-by-spoke analysis of Fβ Score and Log
Loss to diagnose sources of model degradation at the prediction and decision levels of each
spoke
7. Consider model retraining to improve predictive performance to an acceptable level

OFFICIAL
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Within this presentation, I have proposed a comprehensive methodology for testing the 
effectiveness. I believe that this methodology captures:
• Sensitivity to cohort-specific misclassification costs and business risk appetite
• Robustness at handling class imbalance
• Need to define exact parameters for acceptable model performance
• Framework that supports systematic analysis of all spokes and decisions
• Use of a clear methodology and presentation media to support interpretability by

relevant stakeholders and businesses without a machine learning background
• Potential for industrialisation and expansion to other predictive modelling systems in

immigration systems

OFFICIAL
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Why consider both F-score AND log loss: 

 Scoring rules are considered a stronger measure of fit than binary classification
 More complete and descriptive for diagnosis of final performance issues
 Separation of prediction and classification phases may help indicate when classification threshold selection may be the cause of poor performance

(Good log loss, poor F-Beta)
 Can negate the limitations of the other metric (e.g. log loss not considering misclassification cost, F-score bias w/ positive-class majority imbalance)

By considering both: 

 F-score tells us how well-calibrated and accurate the pure predictive outputs are of the spoke’s random forest model
 F-score tells us how well hard decisions are being made with the consideration of classification thresholds

Proposal: 

1) Determine target F-Beta score from business misclassification costs
2) Calculate final class F-score and confidence interval to determine overall risk decision produced by the entire model and compare over time
3) Determine if significant decay in performance or model score confidence interval does not intersect target F-Beta score. If so;

4) Perform spoke-by-spoke log loss to determine predictive performance at each spoke
5) Perform spoke-by-spoke f-Beta score calculation to determine hard decision performance accounting classification thresholds at each spoke
6) Consider metrics from 4) and 5) to diagnose poor performance – which spokes, and pertinence to predictive outputs or translation decisions

Potential next steps: 

1) Hone implementation of full methodology to dummy input data
2) Determine methodology for extracting cost coefficients
3) Create accessible medium to explain confusion matrices, F-Beta Scoring and model drift to stakeholders
4) Industrialise and apply across different cohorts

F-Score Log Loss 
 More focussed on correctly identifying positives
 More intuitive to stakeholders
 Balances Precision and Recall according to misclassification cost

 Stronger measure of fit
 Punishes more confident misclassifications more harshly by

considering numerical predictions
 Performs poorly when positive is the majority class
 Sensitivity to class distributions limits comparability across models
 Not as informative as to overall predictive performance (No TN)

 Harder to explain to stakeholders
 Does not consider decisions at class thresholds
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