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implementing Arrangement between the Department of Immigration and Border Protection of
Australia, on the One Side, and the Department of State and the Department of Homeland Security of
the United States of America, on the Other Side, concerning the sharing of visa and immigration
information on a case-by-case basis.

The Department of Immigration and Border Protection of Australia, on the one side, and the
Department of State and the Department of Homeland Security of the United States of America, on the
other side, each side hereinafter referred to as a “Participant” and the two sides referred to as

“Participants”;

Regarding the Agreement between the Government of Australia and the Government of the United
States of America for the Sharing of Visa and Immigration Information, done at Canberra, on 27 August
2014 (“the Agreement”);

Considering that the Government of Australia and the Government of the United States of America are
Parties to the Agreement, which provides in Article 4 for the development of implementing
arrangements consistent with their respective domestic laws;

Noting that the Department of Immigration and Border Protection is the department responsibie for the
administration and enforcement of immigration faws for Australia and that the Department of State and
the Department of Homeland Security are the departments primarily responsible for the administration

and enforcement of immigration laws for the United States of America;

Recognizing that in Article 5 of the Agreement Australia and the United States have undertaken not to
use or further disclose Information except in accordance with the Agreement or otherwise as required
under domestic law; and further recognizing that, pursuant to Article & of the Agreement, the
Agreement is to be implemented consistent with Australia and the United States’ respective obligations
under United Nations (UN) treaties on human rights, including the International Covenant on Civil and
Political Rights {ICCPR} and the Convention against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment {(UN Convention against Torture};

Acknowledging that the sharing of Information on a case-by-case basis between the Participants is an
important component, and in the legitimate interests, of maintaining fair and effective immigration.

Have come to the following understanding:

1. General

A. Information exchanged pursuant to this Implementing Arrangement is subject to the terms,
including any conditions included therein, of the Agreement. Any guidance on the interpretation
and application of this Implementing Arrangement is intended to be read as consistent with the
Agreement. ‘



Nothing in this Implementing Arrangement, nor its discontinuation, is intended to affect the
exchange of Information between the Participants under ather arrangements or agreements,
including other impiementing arrangements to the Agreement.

The Participants acknowledge that they may decline to provide all ar part of the information
consistent with Article 6 of the Agreement.

2. Definitions

For the purpase of this implementing Arrangement:

A.

Definitions in the Agreement are to be incorparated by reference within this implementing
Arrangement.

“Case-by-case basis” constitutes any request for Information or the proactive provision of
information that is intended to support a specific individual case or cperation conducted by
either ane or both Participants, and occurs autside of a recurring or systematic information
sharing reiationship.

3. Scope and Purpose

Consistent with Articles 2, 3 and 4 of the Agreement, the purpose of this implementing Arrangement is
to establish the conditions under which the Participants intend to exchange Information an a case-by-
case basis to assist in the effective administration and enforcement of the immigration laws of their

respective countries.

4. Information to be Exchanged

Informatian that may be exchanged under this Implementing Arrangement includes but is not limited to:

ST Iroammo0®l

Bicgraphic data, including aliases

Biometric data

Travel document data, including scans of documents

Immigration status

Contact details

Family details

Relevant medical data

Biametric transaction history

Immigration history, including types of previous applications and their outcomes
Other Information captured as part of an immigration application process
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this Implementing Arrangement are expected to have been appropriately informed regarding
the handling and restrictions on use of such Information, to promote the overail safeguarding of
the information, and to ensure compliance with the terms of this Implementing Arrangement.

F. When the specific facts associated with Information provided under this Implementing
Arrangement warrant additional restrictions, a Participant may impose conditions on the
processing, use and/or onward disclosure of such Information. if the other Participant accepts
the Information, the Participants intend that the receipt itself demonstrates the other
Participant’s intention to apply such conditions to its processing or use of the information.

7. lmpilementation and Review

A. The Participants intend to designate officials who are responsible for ensuring the
implementation and administration of the provisions of this implementing Arrangement. The
Participants are to inform each other in writing of such designations and any changes.

B. Consistent with Article 11 of the Agreement, the Participants understand that the usefulness of
the Implementing Arrangement, Information shared under it, the limitations thereof, and its
continued justification are subject to their ongoing domestic review and mutual consuitation.
Any difference in the interpretation, application or implementation of this Implementing
Arrangement is to be resolved through such consultation, in accordance with Article 12 of the
Agreement.

8. Access and Retention

A. The Participants intend to notify each other in writing of their respective mechanisms for
providing individuals with access and correction opportunities for Information relating to those
individuals that is received under this implementing Arrangement.

B. The Participants intend to mark Information retained as having been received from the other
Participant.

C. The Participants understand that Information obtained under this Implementing Arrangement
may be retained, consistent with Article 9 {A} of the Agreement, in accordance with the
receiving Participant’s respective applicable retention and disposal schedules, and in accordance
with the laws of the receiving country.



9. Costs

The Participants understand that performance of this Implementing Arrangement is subject to their
respective availability of funds. Each Participant intends to pay for its own costs and use its own
equipment and personnel in performing its activities under this Implementing Arrangement. No
provision of this implementing Arrangement is intended to be interpreted to require the obligation or
payment of funds, in violation of the laws of the Participants’ respective countries.

10. Commencement, Modification and Discontinuation

A. This Implementing Arrangement is not legally binding, but is an expression of the purpose and
intent of the Participants. Cooperation under this Impiementing Arrangement is to be in
accordance with the international legal obligations, domestic law, policies and resources of each
Participant’s country, and consistent with the terms of the Agreement.

B. The Participants intend for participation under this Implementing Arrangement to commence on
the last date of signature by the Participants.

C. The Participants may modify this implementing Arrangement by mutual consent in writing.

D. A Participant intending to cease participation in this Implementing Arrangement is expected to
give 90 days advance written notice to the other Participant. In such an event, the Participants
intend for the provisions of paragraph 6 to continue to apply to Information exchanged under
this Implementing Arrangement.
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implamenting Arrangement batwaen the Department of Home Affairs of Australls, on the Oae Stde,
and the Departmant of Homeland Security, U.5. iImmigration and Customs Enforcemant of the United
States of America, on the Other Side, concerning the proactiva sharing of information.

The Department of Home Affalrs of Australis, on the one side, the (.S, Department of Homeland Security,
U.S. Immigration and Customs Enforcemant of the United States of America, on the other side, each side
hereinafter referrad to as & “Participant” and the two sides referred to as “Participants”;

Regarding the Agresment between the Government of Australla and the Government of the United States
of Americy for the Sharing of Visa and immigration information, done at Canberrs, on 27 August 2014

{"the Agreemant”);

Considering that the Government of Australla and the Government of the United States of Americs are
Parties to the Agresment, which provides In Article 4 for the development of implementing arrangements
corsistent with thélr respective domestic taws;

Noting thet the Department of Home Affalrs is the department responsible for the administration and
enforcement of immigration laws in Australia and that the Department of Homeland Security is the
dapartment primarlly responsible for the gdministration and enforcement of Immigration faws in the
United States of Americs;

Rscognhing that in Article § of the Agreement the United States and Australia have undeartsken not to
use or further disclose Information except In accordarnce with the Agreement or otheswlise as required
undar domestic law; and further recognizing that, pursuant to Article 6 of the Agreement, the Agresment
1s to be implemented consistent with their respective obligations under United Natlans (UN) treaties on
human rights, including the internationa) Covenant on Civil and Political Rights (ICCPR) andt the Convention
against Tortura and Cther Cruel, Inhuman or Degrading Treatment or Punishment {UN Convention against
Torture};

Acknowledging that the shering of information between the Participants Is an Important component, and
in the laghimate interests, of maintaining falr and effective Immigration;

HAVE coui to the following understanding:

1. Genard)

A. Information exchanged under this Implementing Arrangement is intended to be subject to the
terms, Including any canditions included thereln, of the Agreement, Any guidance on the
interpratation and applcation of this implementing Arrangement Is intended to ba read as
consistant with the Agregment.

B. Nothing In this Implementing Arrangemant, nor lts discontinuation, Is intended to affect the
exchange of information hetwaen the Participants under other arrangements or agreements,
inchiding other implementing afrangements to the Agreement.
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5. Exthange of Information

A Consistent with this implementing Arrangement, for the purpase of administering or enfarcing its

Bl

A

country’s respactive national and border security and immigration {aws, the Participants may
proactively exchange or request Information about Nationals of & Third Gountry, as dafined in
Article 1{A) of the Agreement, from ane another, and may provide or respond with (nformation
to one ancther. The Participants do not intend to exchange Information pertaining to Nationals
of tha Participant’s countries under this Implementing Arrangement.

The categoaries of Nationals of » Third Country about whom information, as set forth In Section 4,
is to be exchanged under this Implementing Arrsngement are described in Annax A. Annex A
should b= read in conjunction with garegraph 4.

For the manus! exchanges of Infornmation, the Participants intend to designate officials suthorised
to exchange Information pursuant to this implementing Arrangement. The Participants further
intend ta inform each other In writing of such designations or any changes therein. The
Participants are to ensure that all Information exchanges, including requests, occur onty batwesn
thess designated officials.

Pracadures for the Protection, Exchange, Use, and Disclasure of infarmation

The Participants intend that protection, exchange, use, and disclosure of Information will be
consistant with the Agreement, including Article & of the Agreement.

Information exchanged between the Participants is intended to be protected by appropriate
administrative, technical and physica! safeguards, sppropristely classified and the Information
disclosed only for uses that are consistent with the purposes described In Artice 2 of the
Agreement and paragraph 3 of this Implementing Arrangement.

tnformation Is intended to be transmitted via methods that confiarm to the approved standards
of both Participants. Altematively, the information may be hand delivered in hard copy by one
Participant to the other.

A Participent that has received Information under this implementing Arrangement intends to
collect, usa, disclose, stare and protect such information In accordance with the Agreement and
in compliance with its country’s internstional gbligations, domestic iaws and/or policies.

The Participants intend to limit access to Information received and the disclosure of that
information, to Individuals authorized by that Participant who have the appropriate security
clearance and a need to know. Such persons who frave access to information recelved under this
implementing Arrangement are expacted to have been appropriately informed regarding the

3



handling and restrictions on use of such infarmation, to promote the overall safeguarding of the
information, and to ensure campliance with the terms of this implementing Arrangeinent.

. When the specific facts assoclated with Information provided under this Implementing
Arrangement warrant additional restrictions, 8 Participant may impose conditions on the
processing, use, and/or onward disclosure of such information. If the other Participant accepts
the Information, the Partkipants Intend that the receipt itself demonstrates the other
Parsticipant’s intention to apply such conditions to its processing or use of the information.

. The Participants intend to provide notification In writing as soon as practicable sfter bacoming
aware of any accidental or unsuthorized sccess, use, disclosure, modtification or disposal of
information received under this Implementing Arrsngement, and as scon as practicable
thereafter, to furnish ali necessary datalls of the accidents! or unsuthorized access, use,
disclosure, modification, or dispossl of that Information.

The Participants intend to provide notification of any errors discovered In Informsation sharad
under this implementing Arrangementas soon as practicable. The Partkipants are sxpectad to
take appropriste action with regard to any request from the other Participant for additioas,
deletions, or correctinns to the Information, induding In any disseminated prodicts that contain
such Information. Location and correction of any records that contain the information , If
appropriate, are expected to occur as soon as Is practicable, but no fater than ten (10) working
days from the dste of notification of error.

Tha Participants understand that, where a providing Participant determines that providing
assistance under this Implementing Arrangementwould Infringe upon Its sovereignty, security,
publlc pollcy or other substantive national Interest, or would be Inconsistent with its internations!
isw cbiigations, or its domestic laws and regulations, including any legal requirement refating to
non-compilance with assurances regarding timitations on use or confidentiality, & may refuse or
withhold assistance in whole or in part, may postpone Its assistance, or may stipufate that the
provision of such assistance may be dependent upon the satisfaction of certain conditlons or
requirements.

., Inthe gvent that sssistance In response to a request is postponed, or denied in whole or part, the

requested Participant Is expected to endeavor to promptly notify the requesting Participant, and
provide a statement of the reasons for postpanement or deniat of the request, unless otherwise
prohibited by law, reguiation, directive, policy, or procadure,

nformation obtained under this Implementing Arrangementis intended to be retained only as
fong as necessary to carry out the purposes stated In this Implementing Arrangementand In
accordance with the recelving Participant’s domestic laws, regulstions, directives, policies, and
proceduras, and Is expacted to bs disposed of thereaftar, in sccordance with the receiving
Participant’s domestic laws, regulations, directives, policies, end procedures.

Se M getn =



7. Implemantxtion and Review

A. The Participants intend to designate officials who are responsible for ensuring the

Implementation and administration of the provisions of this Implementing Arrangement. The
Participants are to inform each other in writing of stich designations and any changes,

Conslstent with Article 11 of the Agreement, the Participants understand that the usefulness of
the Implementing Arrangement, Information shared under i, the limitations thereof, and #s
continued justification are subject to their ongolng domestic reviaw and mutual consultation. Any
difference in the Interpretation, application or Implementation of this implementing
Arrangement ls expected to be resolved through such consultation, in accordance with Article 12
of the Agraement.

8. Access end Retention

A. The Participants intend to notify each other In writing of their respective mechanisms for

providing individuals with access and correction opportunities for Information relating to those
Individeals that is recetved under this implementing Arrangemeant.

The Partlcipants Intend to mark Information retained as having been recelved from the other
Panticipant.

The Participants understand that information obtalned under this fmplementing Arrangement
may be retalned, conskstent with Article 9 (A) of the Agreement, in sccordance with the recsiving
Particlpant’s raspective applicable retention and dispasal sehedules, and In accordance with the
laws of the raceiving country,

3. Costs

The Participants understand that thalr cocperation under this implementing Arrangement s subject to
thalr raspective avallabliity of funds. Esch Participant intends to pay for its own costs and use its own
equipment and personnel In performing its activities under this Implementing Arrangement. No provision
of this implementing Arrangement Is intendad to be interpreted to require the obligation or payment of
funds, in viotation of the laws of the Partlcipints’ respective countries.

10, Commencamant, Modification and Discontinuatlen

A, This Implementing Arrangement is not legally binding, but Is an expression of the purpose and

intent of the Participants, Cooperation under this implementing Arrangement is to be In
accordance with the international legal obfigations, domestic law, policles, and rasources of each
Participant’s country, and consistent with the terms of the Agreement.
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Annex A: Categories of Nationals of 2 Third Country

The following are the categories of Nationals of a Third Country regarding whom the Participants
intend to exchange information undér this Implemeanting Arrangement-

.
i

On the United States side: Nationals of a Third Country, as defined in Artidle 1{A} of
the Agreement, who are subjects of Department of Homeland Security-owned data
indicating they have been removed from or found inadmissible to the United States
based upon a criminal conviction, charge, or preponderance of evidence related to a
sex offense.

On the Australian side: Nationals of a Third Country, as defined in Article 1{A} of the
Agreement, who are the subjects of Department of Home Affairs-owned data
indicating they have had Visas canceiled based on a criminal conviction™ or charge
relating to:

1 Child Sex Offenses

2. Child Pornography

3. Rape, Indecent Assault
4. People Trafficking

5. People Smuggling

6. Torture and Sfavery
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Security Classifications: /n-Confidence (Australia) and For Official Use Only (USA)

ADDENDUM
To the Memorandum of Understanding between the Australian Department of Immigration
and Citizenship {(DIAC) and the U.S. Department of Homeland Security (DHS) and the U.S.
Department of State (DoS) for the purposes of the Implementation of the High Value Data

Sharing Protocol befween the Nations of the Five Country Conference, which became
effective in January 2010. :

Changes to the original MOU as outlined in this addendum are made in accordance with
paragraph 8.2 of that MOU, which allows for modifications of the MOU that are “consistent with
the original nature and scope of the MOU and with the effective operation of the FCC protocol”
as mutually decided in writing by each country's Protocol Manager.

This addendum outlines the changes in arrangements that allow for partial automation of
fingerprint checking with the initial implementation of the Secure Real-Time Platform (SRTP) link
between DIAC and DHS. Full automation would require a new instrument to govern full system-
to-system data exchange.

Modifications in this addendum have been mutually determined in consultation with relevant
project/policy personnel from each agency and are in effect as of 15 December 2012;

The following table indicates the sections in the MOU affected by the changes:

Original MOU Additions/Revisions
Security classification — ‘Restricted’ for While the original MOU was signed by both
Australia and For Official Use Only’ for the countries agreeing to a high security rating,
USA. the amendment reflects a lower security rating
for Australia.
Section 2 — Procedures for the exchange of Section 2.2A added to explain the automated
information (SRTP) process between the biometric

identification systems of both countries.

Sections 2.4 and 2.5, revised to allow for
increased volume using the SRTP.

Section 2.7 revised to explain process under
SRTP.

Section 2.7A added to explain process under
SRTP.

Section 2.8 revised to clarify the process for

Addendum to the HVDSP MQU — Australia and the United States of America Page 1 of 8

In effect 15 December 2012
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Security Classifications: /n-Confidence (Australia) and For Official Use Only (USA)

g

i.  Immigration history and immigration status;

ii.  Details of known or suspected immigration abuse and offences, including overstays
of authorised presence in a country, or people smuggling;

iii.  Criminality and other information that is pertinent to immigration and nationality
purposes;

iv.  Copies of travel documents or other identity documents; and
v.  Such other information as the Participants may mutually consider appropriate.

12) Section 4.5 is added to read:

4.5 While it is the intent to share as much data as possible, it is clearly understood that a
Participant is only permitted to provide data deemed shareable under its domestic law,
policy or protocol. The Participants understand that the limitations posed by these
restrictions may result in biometric queries matching against non-shareable data and result
in a "no match" response. Similarly, the Participants understand that “match” responses do
not necessarily result in the Participant's ability to provide the full details that are available
on the data subject due to limitations posed by laws, policies, protocol and data owner
restrictions.

13) Section 6.1 is revised to read:

6.1 Each Participant is expected to apply at a minimum the standards set out herein with
respect to the handling and safeguarding of the information received. Each is expected to
protect any personal identifying information received in a secure manner in accordance with
that Participant's domestic law and policy.

14) Section 6.2A is added to read:

6.2A The SRTP handles data exchange securely between the gateways. In either case,
processes, formats and media for data exchange are to conform to the Interface Control
Agreement (ICA) and the Interconnection Security Agreement (ISA).

15) Section 6.3 is no longer applicable as security restrictions within DIAC do not aliow for
transfer for encrypted attachments via e-mail.

Addendum to the HVDSP MOU — Australia and the United States of America Pagebof 8

In effect 15 December 2012
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Security Classifications: In-Confidence (Australia) and For Official Use Only (USA)

Any further retention is subject to the prior written approval of the Participant that supplied
the information.

19) Section 6.15 is revised to read:

To provide further safeguards for the privacy, security, confidentiality, integrity and
availability of the information systems and the information they store, process and transmit,
and in addition to the safeguards set out in the SFSS Service Arrangement described in

paragraph 2.2, the Participants are expected to provide notice to each other of the following
specific events:

i. By immediately notifying the other Participant by telephone or e-mail in the event of a
disaster or other situation that disrupts the intended transfer of information between
them;

fi. By notifying the other Participant in writing immediately as appropriate after
becoming aware of any breach of the security of the information systems containing,
or unauthorized use or disclosure of, any personal information shared under this
MQOU. Where there is a significant risk of damage to individuals and/or the integrity
of the other provider's program, notification may:

o Include appropriate restrictions as to the further transmission of the
notification, or

o Be delayed or omitted when to do se may endanger national security.

20) Section 7.1 is revised to read:

7.1 The Participants are to jointly prepare a report of the types of transactions, the outcomes
and the timeliness of the matching activity based on mutually decided performance and
management measurements. The joint report is to include, but not be limited to, the number
and severity of any security/privacy breaches of the SFSS or SRTP, as applicable or

personal information shared under this MOU as well as a summary of remedial actions
taken.

END OF ADDENDUM

Addendum to the HVDSP MOU — Australia and the United States of America Page 8 of 8

In effect 15 December 2012
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Memorandum of Understanding
between
The Australian Department of Immigration and Citizenship
and
The United States Department of Homeland Security and the United States
Department of State
for the purposes of
Implementation of the High Value Data Sharing Protocol between the Nations of
the Five Country Conference

The Department of immigration and Citizenship (DIAC) as the Australian Participant, and
the United States (U.S.) Department of Homeland Security and the U.S. Department of
State as the U.S. Participant {hereafter referred to collectively as "the Participants”),

HAVING REGARD FOR the long-standing co-operative relationship between the
immigration authorities in Australia and the United States of America;

CONSIDERING the increasing global pattemns of both regular and irregular migration,
and that the compelling need to welcome genuine migrants, while tackling identity fraud
and abuse of our countries’ immigration laws, is important to maintaining the prosperity
and security of our respective societies;

RECOGNISING that Australia, Canada, New Zealand, the United Kingdom and the
United States of America, as the countries of the Five Country Conference (FCC), have
committed to develop the High Value Data Sharing Protocol ("the Protocol”) whose

operations would be set out in bilateral arrangements such as this Memorandum of
Understanding ("MOU”);

CONFIRMING that this arrangement is intended to facilitate the matching of immigration
and nationality cases against each others’ biometric databases, and to exchange
relevant information on cases where biometric matches are made, for the collective
benefit of the Participants;

Have mutually decided as follows:

1 PURPOSE

1.1 This MOU is intended to enable the exchange of data between the Participants
for immigration and nationality purposes in order to assist the Participants in the
maintenance of fair and effective immigration controls. As part of the FCC effort to
improve immigration controls, the FCC partner countries have undertaken biometric
matching trials. Those trials showed the potential value of biometric data exchange to
help establish the identities, and confirm or deny the claims, of migrants to FCC partner
countries, and fo assist processing and removal of those who remain illegally in, or are
due to be removed from, one of the FCC partner countries.

1.2 Obtaining information from another FCC country is an impertant component of

maintaining fair and effective immigration controls and, for the Participants to this MOU,
is in the substantial public interest.
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RESFRISH=BD/FOR OFFICIAL USE ONLY

other Participant, consistent with its relevant domestic law and policy. The Providing
Participant is expected to place any information it identifies for disclosure to the
Requesting Participant onto the SFSS, along with a request for any information it
identifies for disclosure by the Requesting Participant.

2.15 For each matching case, the Requesting Participant is expected to place onto the
SFSS the equivalent data set out in paragraph 2.11 from its own system, to the extent

that the data is available within its relevant biometric system and it is lawful for the data
to be disclosed.

2.16 Either Participant may subsequently request in writing further data on matching
cases from the other Participant, and is to provide sufficient reasons for such requests to
enable the other Participant to determine the legality of disclosing such further
information. The written request also is expected to set out the data elements requested
and the name of the requestor. Subject to the provisions of section 4 below, each
Participant is to endeavor to provide information requested by the other in a timely
manner using the SFSS.

3. DESIGNATION OF OFFICIALS

3.1 Each Participant is expected to designate officials in the responsible organization
who are authorized to exchange information under this MOU, and {o keep the other
Participant informed in writing or by e-mail of any such designations or changes. All
fingerprint matching requests, and information provided in response thereto, made under
this MOU are to be communicated between these designated officials as central contact
points for information exchange between the Participants.

3.2 The officials designated under paragraph 3.1 are to work within each Participant’s
central team which administers the Protocol and has responsibility for that Participant's
operation of the Protocol.

3.3 Each Participant is specifically expected to designate a Protocol Manager under
paragraph 3.1 who is to be responsible for ensuring that Participant's implementation of
the provisions of this MOU,

4. INFORMATION WHICH MAY BE EXCHANGED

4.1 The Participants may exchange, using the SFSS, relevant information on matching
cases further to that set out in paragraph 2.11, which may include, but is not limited to:
i.  Immigration history and immigration status;
ii.  Details of known or suspected immigration abuse and offences, including
overstays of authorised presence in a country, or people smuggling;
iii.  Criminality and other information that is pertinent to immigration and nationality
purposes;
iv.  Copies of travel documents or other identity documents; and
v.  Such other information as the Participants may mutually consider appropriate.

4.2 Information may be exchanged under this MOU only to the extent that is relevant,
necessary, and proportionate to the immigration and nationality purposes of the
Participants, and is permitted by the Participants’ domestic laws and international
obligations.
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least as secure and with similar privacy and data protections and privileges being
afforded to the data subject as is the case with its own citizens.

Secure File Share Server

6.2 Other than in the contingencies set out in paragraphs 6.3 and 6.4, all data exchange
under this MOU should be conducted securely between designated officials, through the
FCC Secure File Share Server which is to be hosted by the Government of Australia,
Processes, formats and media for data exchange are to conform wherever applicable to
the FCC Data Format Standard and such other standards and processes as may be
mutually decided by the countries participating in the FCG Protocol.

Contingencies for data transfer

6.3 In the event that the SFSS is unavailable, information may be transmitted between
the Participants via direct country-to-country e-mail transfer, which wiil be encrypted
using an Advanced Encryption Standard (AES) 256 bit key.

6.4 In the unlikely event that the SFSS and encrypted e-mail are both unavailable, but
either Participant urgently seeks information, that Participant may make arrangements
for one of its designated officials to deliver the information by hand to the other
Participant's Embassy. The information may then be fransmitted between the relevant
Participant's Embassy and home government within its secure e-mail network.

Data security

6.5 Classification. Personal information received by Australia under this MOU is fo be
classed as “In-Confidence”, and information received by the U.S. under this MOU is to
be classed as “For Official Use Only”, unless the Participant that supplied the information
requests otherwise.

6.6 Identification, Authentication, and Access Controls. Each Participant is expected to
limit access to the information received under this MOU to those authorized personnel
who have a need to know the information to carry out their official duties, for uses which
are consistent with the purposes of this MOU. Each Participant is to enforce strong

authentication measures to ensure that access to information received under this MOU
is so limited.

6.7 Dissemination Controls. Each Participant is expected to ensure that information
received under this MOU is protected from unauthorized dissemination.

6.8 Records Management on the SFSS. The Participant retrieving the information from

the SFSS is expected to delete that information from the SFSS upon successful
retrieval.

6.9 Records Sterage. Personal and official information is to be protected by
administrative, technical, and physical safeguards appropriate fo the sensitivity of the
information. The Participants are expected at all times to store information obtained
under this MOU in secure electronic and/or paper storage systems.

6.10 Personnel Training for Permitted Uses. All persons who have access ¢ data
received under this MOU are expected to have been appropriately educated and trained
regarding the handling and restrictions on use of this information to ensure the overall
safeguarding of the information and compliance with this MOU.
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Integrity of Information

6.11 Information provided and received under this MOU should be accurate, complete,
and up to date to the maximum extent practicable for the purposes of this MOU. A
Participant may not medify any information received under this MOU without the
authorization of the Participant that provided it.

6.12 If either Participant becomes aware that information it provided or received under

this MOU is inaccurate, that Participant is to advise the other Participant thereof and
provide correct information,

6.13 Participants are expected in a timely manner to take appropriate action with regard
fo any request made by the other Participant for access, additions, changes, deletions,
or corrections to information provided.

Retention of Information
6.14 Subject to paragraph 2.12, each Participant is expected to assess the continued
relevance of the information received under this MOU to its immigration and nationality

purpases, and to destroy the information securely when it is no longer relevant. In
particular:

i.  Data subject case file. Personal information which is retained on an electronic or
paper case file relating to the data subject, because it has ongoing relevance to
that file, may be retained as part of that file in accordance with the domestic laws
and data retention policies of the Participant that has received it.

iil. Lookouts and Alert Lists. Personal information relating to:

a, false identitles and travel documents;

b. multiple identities used by the same person; and

€. persons engaged in derogatory activity that would render them

inadmissible to the temitory of the Participant that has received it;

may aiso be retained for as long as it is relevant to that Participant’s border
controls, up to an initial maximum of ten vears from the date of receipt. As part
of their ongoing review of lookout and alert list entries, the Participants intend to
discuss the continued relevance of the information and seek approval before ten
years on information appropriate for retention for a further period.

fii. Data held by central Protacol team. Personal information which is otherwise
retained, in a central record of information received or otherwise, may be
retained for no longer than two years from the date of receipt.

Any further retention is expected to be subject to the prior written approval of the
Participant that supplied the information.

Notifications and remedies
6.15 To provide further safeguards for the privacy, security, confidentiality, integrity and
availability of the information systems and the information they store, process and
transmit, and in addition to the safeguards set out in the SFSS Service Arrangement
described in paragraph 2.2, the Patticipants are expected to provide notice to each other
of the following specific events:

i. Byimmediately notifying the other Participant by telephone or e-mail in the event

of a disaster or other situation that disrupts the intended transfer of information
between them;
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ii. By notifying the other Participant in writing as soon as reasonably practicable, but
no later than 24 hours after becoming aware of any breach of the security of the
information systems containing, or unauthorized use or disclosure of, any
personal information shared under this MOU.

6.16 Prevention of Misuse. The Participants are expected to take appropriate action

. under their administrative, civil, and/or criminal laws in the event of misuse, unauthorized
alteration, or deletion of, or unauthorized access to or dissemination of information
obtained under this MOU by its own employees, agents or any third party.

Recording of transactions
6.17 The Participants are expected each to maintain records of information provided and
received under this MOU, whether or not they also keep additional records in

accordance with their applicable domestic laws and record retention policies and
guidance.

Compliance and Audit

86.18 Either Participant may request assurance from the other that sufficient safeguards
are being maintained with regard to the information received under this MOU, which may
include requesting an audit of the safeguards. A Participant from which an audit is
requested may arrange for this to be canied out by an appropriate internal or external
auditor, with terms of reference that are expected to be mutually determined by the
Participants.

6.19 The Participants should endeavor to address any perceived deficiencies in
safeguards under paragraph 6.18 of this MOU. However, if a situation arises whereby a
Participant considers it necessary to decline to provide further information pending a
resolution of the issue, it is to provide written notice to the other Participant, and also to
notify the other countries participating in the FCC Protocol. Such natification is to be the
subject of immediate consultation between the countries participating in the FCC
Protocol to decide upon the appropriate course of action.

7. PERFORMANCE AND MANAGEMENT REPORTING

7.1 The Participants are to jointly prepare a report of the types of transactions, the
outcomes and the timeliness of the matching activity based on mutually decided
performance and management measurements. The joint report is to include, but not be
limited 1o, the number and severity of any security/privacy breaches of the SFSS or

personal information shared under this MOU as well as a summary of remedial actions
taken.

8. MODIFICATION AND CONSULTATION

8.1 The Participants intend to inform each other of any changes to their respective laws,
policies or international obligations that could materially affect the operation or
interpretation of this MOU.

8.2 The Participants may modify this MOU from time to time, as mutually decided in
writing by their Protocol Managers, and otherwise make changes to its operation as
provided for by its specific terms, provided that such modification and changes are
consistent with the original nature and scope of the MOU and with the effective operation
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of the FCC Protocol. Before making such modification or changes, the Participants
should notify each of the other countries participating in the Protocol, in order to ensure
effective understanding and operation of the Protocol is maintained.

GENERAL PROVISIONS

9.1 This MOU embadies the understanding of the Participants. It is not intended to

create legally binding obligations, nor to create or confer any right, privilege or benefit on
any person or party, private or public.

9.2. Any differences between the Participanis arising out of the interpretation,
implementation or application of any aspect of this arrangement may be resclved by
mutual consuitation without reference to any third party or internationat tribunal.

9.3 Nothing in this MOU is to be considered to prevent either Participant from co-
operating or granting assistance in accordance with the provisions of other applicable

international treaties and agreements, other arrangements, national faws and related
practices.

FINANCING

10.1 The Participants are to bear their own costs and use their own equipment and
personnel resources in performing their activities under this MOU.

COMMENCEMENT AND DISCONTINUANCE

11.1 Co-operation under this MOU may commence from the date that the MOU is signed
by all Participants, and is to continue indefinitely unless suspended under paragraph
11.2

11.2 Other than as provided for under paragraph 6.19 of this MQU, participation in this
MOU is expected to continue whilst both Participants continue to participate in the FCC
Protocol. In the event that either Participant wishes to suspend its activities under the
Protocal, it is expected fo provide 60-day written notice to each of the other countries
participating in the Protocol. Such natification should be the subject of immediate
consultation by the countries participating in the Protocol to decide upon the appropriate
course of action to effect suspension of that country’s activities on the most economical
and equitable terms. Suspension of a Participant’s activities under the Protocol should
be represented by suspension of activities under this MOU and under the similar
arrangements which that country has with the other countries participating in the
Protocol. Each Participant is to pay the costs it incurs as a result of suspension of
activities under the arrangements for the Protocol.

11.3 The Participants reconfirm their intent to work and share data with all countries
participating in the FCC Protccol, as set forth in this MOU and the similar arrangements
with the other partner countries. Excepting such unlikely circumstances as are specified
and need resolution under paragraph 6.19 of this MOU, each Participant intends
faithfully to continue this co-operation fuily with all of the countries participating in the
Protocol, for as long as the Protocol is in operation and each country remains a
participant in the Protocol.
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