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Siloed operations contribute to the department not delivering a cohesive future-focused strategy and set of
priorities for the organisation. This was well described by one external stakeholder who said ‘they lack strategic
foresight. Where is the part of the department that says, this is what’s coming and how do we get in front of it?’.
While the department is responsive to specific directions set by government and reacts to crises, this sometimes
comes at the expense of a focus on the broader strategic direction, to ensure it can meet the challenges of the
future irrespective of the government of the day. The previous command and control leadership style has not

encouraged leaders to collaborate and prioritise whole-of-department strategy setting and execution.

Without a clear and cohesive strategy, the department is poorly positioned to foresee, plan and prepare for
future challenges and opportunities. Without change, the focus will remain on responding to the crisis of the day
rather than balancing leadership effort between reacting to issues and identifying and mitigating future risks. The
review saw little evidence of existing approaches to resolve this lack of enterprise-level strategy setting and

execution.

New collective whole-of-department governance arrangements will be important in driving this work forward
(see page 14). Success in uplifting capability in this area will require a combination of recruiting staff with the right
skills, increasing capability for existing staff, and leaders visibly embracing and reinforcing a whole-of-department

strategic direction.

To create a greater shared purpose and strategy, the Senior Leadership Committee also needs to provide more
effective direction setting, beyond the expectations of their immediate workgroup. There would be benefit in
setting and communicating a strategy framework and process to empower staff to collaborate beyond their
immediate workgroup and across the organisation around agreed strategic outcomes. This would assist the SES to
address broader departmental priorities. A strategy framework, aligned with the department’s new governance
arrangements, would encompass both departmental enabling and policy development and execution. This will
require an uplift in leaders’ collective effort, visible role modelling, greater intra-agency collaboration, and

capability to develop both enabling strategy and strategic policy.

Ideally, this enterprise-level strategy and planning would be informed by more than internal views, including
views of the department’s users, ministers, other agencies and partners. This is explored further in the

Collaboration (page 27) and Delivery domains (page 32).

Leadership and governance

Collaborative and cohesive leadership, supported by strong whole-of-department governance, ensures the
department can work together to deliver outcomes in the most effective and efficient way possible. Previgus
leadership and governance was not properly effective. As outlined in the introduction, the department is diversé.
This diversity, plus arrangements for ABF within the department, makes leadership and governance more

complex.

Current ways of working do not do enough to encourage and reward staff to look beyond their day-to-day
operations and consider future challenges and opportunities. This is exacerbated by high turnover of senior

executive staff, less experienced leaders across the department and a lack of collective leadership. As previously
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mentioned, the approach to governance until recently has not delivered consistent and effective whole-of-

department direction setting and oversight.

Leaders and staff consistently raised working arrangements between the department and the ABF as a common
challenge. Some staff often do not consider the ABF to be part of the Department of Home Affairs. This

perception has been reinforced by the separation of governance arrangements, which is now starting to change.

The models of leadership and governance have come from the organisation’s history. Since its creation in 2017,
the department has been led from the centre with a command and control culture, which limited collaboration

and collective leadership.

‘We went too far to command and control and a rules basis. People weren’t empowered,
decision-making was pushed too high. It was too risk averse.’ Internal stakeholder

Challenges associated with internal cross-agency collaboration and senior executive leadership turnover and
capability contribute to weak collective leadership. This reinforces a negative perception of effectiveness of SES’
relationships, both internally with staff and between SES leaders. This perception extends externally, particularly
among other government agencies. Senior leaders across the department have become disempowered, in part
because of centralised decision-making. They are seen as hesitant to make decisions, take risks, provide a
counterpoint view, share new ideas or participate in a productive debate. One internal stakeholder said, ‘people’s
capability to make a decision wasn’t developed, and now they can’t make a decision unless there is a rule’. This
cascades down to staff at lower levels not feeling empowered to make decisions, challenge approaches, be
curious or share new ideas. Better alignment with the principle that decisions should be made by staff at the

lowest practical level would help here (refer to the Optimal Management Structures guidance for the APS for

further information).

Addressing the leadership and accountability challenges requires better governance and investment in key
leadership competencies to deliver the transformational and cultural change needed. Clearly identifying, building

and rewarding the leadership skills and behaviours valued by the department would be beneficial.

The rate of SES separations is well above the APS average for both new and experienced SES officers and is
trending higher. The department’s SES-only separation rate is 18.8%, which is up from 16.8% in 2018-19, and
higher than the APS average rate of 16.9%. SES separations peaked in 2021-22 at 20.7%. The department needs
to better understand and respond to the causes of this turnover. This may include issues relating to workloads,
constant crisis management, disempowering leaders and a lack professional development opportunities. Actionin

this area would help improve attraction and retention of talented SES in the future.

‘We find they are continually subjected to high turnover and changing staff. Quite honestly, we

have to discuss between us who our main contacts are.” External stakeholder

There seems to be high turnover ... particularly in senior roles in the last year. It’s noticeable.’

External stakeholder
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Improved governance should improve collective and collaborative leadership of the department, and rally staff
around a common purpose. But governance alone can only achieve so much and must be supported with a
willingness and visible action by the broader Home Affairs and ABF leadership teams to work as a collective. Role
modelling by leaders, formal mechanisms to incentivise change, developing talent and skills in leaders, and

building understanding and support for the transformation change will be very important.

Steps are underway to improve governance arrangements. A new governance structure is detailed on page 14.
Success of the new arrangements will partly rely on transparent communication with staff, buy-in and active role
modelling by all leaders, as well as actively monitoring and fine tuning the new arrangements as they are

implemented.

New governance arrangements and the associated transformation program will require careful planning,
methodical staged implementation and monitoring, and a comprehensive communication strategy.
Transformation experience across the public and private sector suggests there is a high risk of ‘snap back’ to old
ways of working unless changes are carefully managed, communicated and role modelled persistently by all
members of the leadership team. Staff will need to feel engaged and heard as part of the transformation process
if the department is to improve staff engagement. It will take time to realise the benefits of these activities but

this is essential.

Integrity, values and culture

Integrity will remain an area for attention. The department’s integrity framework is not always working as
needed. There has also been a heightened focus on integrity matters due to a very public integrity failure at the
highest level, which may have affected public and staff perceptions of the department’s integrity. It may also lead

to staff questioning the use and effectiveness of the current integrity framework.

In interviews, external stakeholders said they generally trust the department to deal with them ethically and in
good faith. According to an all-staff survey conducted for this review, 87% of staff agree that people in their
workgroup uphold APS values, with only a small proportion of respondents disagreeing (5%). In response to the
2023 APS Employee Census, a similar proportion of staff (4%) said they had witnessed another APS employeg'in
their department engage in behaviour they thought may be serious enough to be viewed as corruption. This
proportion is in line with the result for the APS overall. Of these respondents, 57% said they did not report|the

potentially corrupt behaviour they witnessed, which is a lower rate of non-reporting than the APS average.

The department has a detailed integrity framework within its Professional Standards Framework. However, the
Professional Standards Framework is complex, multi-layered and makes it difficult for staff to easily understand
their personal obligations in a practical way. Approaches to improve its practical effectiveness and consistent

application across the organisation would be highly desirable.

The department is reviewing its whole integrity system to ensure it is fit-for-purpose and appropriate, given it was
set up during a different time and context. The review is focusing on achieving a best practice integrity system,
improving associated processes and systems, improving accountability mechanisms for leaders, educating staff

and evaluating the integrity system to ensure continued improvement. The handling of conflicts of interest has
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been improved to ensure greater accountability and oversight. A key part of the integrity system review will be
improving education and training to better support staff to understand obligations and corruption vulnerabilities

relevant to the department.

Ongoing action will reinforce the priority on integrity, including related to procurement, probity and contract
management practices. This will be important to ensure staff and external stakeholders remain confident in the
department’s ability to deal with the breadth of risk and complexity across its operations. For example, the
Richardson review found the department needs to ‘enhance its integrity risk process and culture to better inform

procurement and contract decision-making for regional processing arrangements’.

Steps to improve integrity can be easily undermined. The absence of clear communications, persistent role
modelling by leaders and being an integrated part of transformation agenda can rapidly unravel improvements in
this area. To uphold the high standards of APS professionalism, the department’s approach to integrity needs to
mature from being managed as a compliance process, to being a culture of integrity, relevant to all staff and
through all areas of their work. Embedding a culture of integrity will depend on consistent alignment and

adherence to shared values and integrity principles.

I ‘Integrity was previously treated in a one-dimensional way — find a wrong and hit people on

head. It should be more about a culture of feeling safe.’ Internal stakeholder

Risk management practices are critical to integrity but remain uneven across the organisation. While some
strategic enterprise risk controls appear to be effective, others need improvement. Staff turnover, role changes,
and regularly transferring the ownership of individual risks between staff also creates problems, such as variable
understanding of risk mitigation activities and reporting requirements. The application of risk management
practices in operational areas also appears to be achieved primarily by prescriptive processes and controls,
particularly in high volume processing and operational environments. This includes the use of the commangd;
control and coordination (C3) doctrine within the ABF. While this is effective in many contexts, the management
of risk in more complex and ambiguous settings, where prescriptive processes and controls cannot be rigidly
applied, is problematic. In these situations, the review found there is a greater likelihood of matters being poorly
handled or escalated to leaders who, at times, were ill-equipped with the technical knowledge, visibility of risks or

sense of empowerment to effectively intervene.

‘There is a tendency to centralise and control things and that has left managers disempowered
or without skills. They have always been told what to do.’ Internal stakeholder

The maturity of risk management practices should be an area of focus for mid and senior level leaders. This tohert
needs to transition from an over reliance on process and compliance towards a culture that engages with
measured risk and remains open to how risk may provide both opportunities and threats to their operations and
strategic direction. In support of this intent, senior leaders need to also encourage and reward staff to speak-up
and share concerns, rather than discourage curiosity and diversity of thought. Several initiatives have begunto

improve internal communications and more broadly improve risk management and strategic prioritisation, This
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The limited collaboration is driven by a variety of factors, but the following 4 stand out:

e collaborating to achieve business-as-usual outcomes, outside of managing a crisis, has not historically
been modelled or rewarded

e information channels seem designed to enable information to flow up the organisation, rather than
across it — a reflection of past management styles

e senior leaders are not seen to dedicate time to collaboration

e there is evidence of ‘patch protection’ and internal communication is not strong.

Collaboration is further impeded by a lack of integrated systems and tools that stands in the way of easy
networking across the department. External stakeholders feel that constant internal restructures and staff

turnover make it difficult to locate the right people to collaborate with.

‘This department is constantly changing who is responsible for what and it is hard to keep up.’
External stakeholder

Other reviews have noted similar concerns. For example, the Richardson review found internal collaboration was
inadequate. As a result, serious integrity risks were not identified or shared in regional processing procurement
and contract management processes. The Richardson review recommended the department ‘foster and promote
an “ask and tell” operating environment that encourages collaboration, cooperation, proactive enquiry and

information sharing’.

Limited internal collaboration, and in particular collaboration between the ABF and the rest of the department,
makes it harder to ensure the government’s expectations, priorities and risk tolerances are widely understood. A
failure to pool and leverage collective capabilities also makes it harder to achieve outcomes for the community,
users and ministers. The department is also missing an opportunity to model the ‘collaboration craft’ to develop

junior staff.

The new secretary and ABF Commissioner are making greater internal collaboration a priority focus for the
leadership team. The new Senior Leadership Committee and recently established Leaders Exchange will give
senior leaders a mechanism, as well as signalling permission, to act as stewards of the department, take a whole-
of-enterprise approach to the delivering outcomes, and actively demonstrate collaborative behaviours.
Incorporating full participation of the ABF leadership into the new governance arrangements is a positive step
towards embedding this engagement, and ensuring collaborative efforts are appropriately focused and aligried.
The secretary and the ABF Commissioner are proactively working together to realise these goals. More on the

governance reforms is on page 14 of this report.

The establishment of a dedicated Transformation Division in March 2024 to drive reform across the organisation;
including leading the response to this review, is also positive. It will be important the division is transparentand
genuinely collaborates and engages with staff as its work program is settled. It will also be important for the
division to regularly communicate about its progress and have genuine consultative mechanisms for staff tomake

suggestions and input into this reform work.
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The development of a culture of collaboration will take time and training to ensure staff have right the skills and a
sense of permission to reach out and work together. Improving internal collaboration will also have flow on

improvements for how the department engages and collaborates externally.

Public sector

The department engages with public sector partners across a range of groups and jurisdictions including portfolio
agencies, other Australian Government agencies, state and territory governments and international partners. This
collaboration is variable in its intent and effectiveness. There was evidence of good collaboration in pockets of the
department, though often at the operational level. The review heard cases of effective partnerships to deliver
operational outcomes in areas such as Operation Sovereign Borders, Counter Terrorism and international
airports. In these instances, the collective goals were clear, roles were well understood, stakeholders felt they
were heard, and the department demonstrated the ability to adapt, while ensuring the relationship was

maintained.

However, the review also found that genuine collaboration and working in partnership with other public sector
organisations is not the default operating style in all parts of the department. The review heard that staff,
including senior leaders, were not previously given licence to genuinely collaborate. ‘They don’t always have a

good fix on whole-of-government. They are very inward focused,’ said one external stakeholder.

The review also heard many public sector relationships depend on individuals, especially at the senior executive
level, which leaves networks vulnerable to restructuring and high SES turnover. Stakeholders said collaboration

with central agencies and the National Intelligence Community is relatively weak. This results in a lack of trust in
the department, making genuine collaboration even harder, and missed opportunities to influence key strategic

issues across government.

‘We have work to do on our relationship with the centrals. We’re seen as a department of smoke

and mirrors.’ Internal stakeholder

A more collaborative approach internally should provide a model for collaboration across the public sector. The
department is also refining a dedicated bilateral engagement plan for 2024, with a view to strengthening its
relationships across government. This is a positive early sign, with leadership clearly signalling the value it plages
on genuine engagement and the development of this capability. There is an opportunity to build on the lessons
that can be learned from areas that have been able to establish strong, enduring and collaborative relationshipst
These should be considered as the engagement plan and approach is finalised. As outlined above, it will alsohe
critical that senior leaders value, reward and model good collaboration and prioritise development of this
capability. Without this, any change for the department, and improvement in public sector relationships, wili-he

much harder.
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understands the department is considering ways to establish an internal strategic policy capability to help plan for
the risks that it faces. This is a positive step. Such a capability has potential to accelerate the development of
whole-of-enterprise insights and an integrated understanding of downstream impacts and changing community
expectations. It would also provide the opportunity, at an enterprise level, to coordinate horizon scanning and
improve the application of lessons learned from past crises, to identify opportunities where crises could have

been avoided or mitigated to limit future disruptions and crises.

If done well, this will signal permission for more strategic policy work to occur and drive the development of this
capability. The new capability could be fully centralised or organised around a hub and spoke model, where a
small central team coordinates and adds value to distributed capabilities. The latter is likely to be more effective.
It will, however, need strong support from the leadership team to ensure a high degree of cross-department
cooperation. As the dedicated team will be small, to maximise impact it will be important to form strong links
with other areas of the department. A two-way flow of information and data must occur with the dedicated team
acting as type of broker or community of practice. Clear parameters around who owns which strategic policy work
will need to be established, and the work of the strategic policy function should also be set and prioritised by
Senior Leadership Committee. To achieve this rebuild, there is a need to invest in people and capability
development, including skills uplift for emerging senior leaders in the craft of strategic policy development.
Ultimately this capability would encourage a more systematic approach when providing advice to government
and give the department an opportunity to proactively, rather than reactively, shape, inform and influence the
direction of the government’s response to complex social, economic, environmental, and geopolitical challenges.

It will also help the department manage some of the risks it faces.

Implementation

Home Affairs is a large, primarily operational department. Its operational functions include immigration,
citizenship and settlement services, facilitation and regulation of travellers and trade, maritime surveillance and
immigration detention. Based on responses to the 2023 APS Employee Census, at least half of the employees are

in operational roles.

Evidence suggests the execution of operational functions is sound. According to the 2022—-23 Annual Report;ithe

department:

e met/substantially met 8 out of 10 performance measures

e delivered 195,004 Migration Program outcomes against a planning level of 195,000

e maintained or improved processing times in 8 of 10 visa categories despite a 152.4% increase in the
volume of visa applications, compared with the previous reporting period

e facilitated more that 17 million air and sea travellers arriving in Australia, as well as over 86 million air
cargo and over 6 million sea cargo consignments

e conducted more than 2,182 patrol vessel days, while contracted surveillance assets delivered 12,691
flying hours

e seized 4.78 tonnes of cocaine
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e through the ABF-led lllicit Tobacco Taskforce, detected 168 instances of revenue evasion worth around
$522 million.

The design and delivery of many of programs have been independently assessed as largely effective. For example,
a 2023 Australian National Audit Office (ANAO) audit of the Family Migration Program, which accounts for about
30% of annual visa places, found the department’s design and delivery of the program was sound. In addition, a
2023 ANAO audit of the Implementation of the Government Response to the Black Economy Taskforce Report
also found the department is implementing its recommendations effectively. Like several other capabilities

throughout this report, however, delivery capability varies across the organisation.

Staff consider delivery to be one of the department’s strengths. The review witnessed this dedication while
meeting with staff in Sydney and Canberra. External stakeholders also commented on the commitment and
dedication of staff. ‘They have been given missions that are incredibly hard and they are focused on the delivery
of those,’ said one external stakeholder. The department, and particularly the ABF, rely on detailed standard
operating procedures to enable large-scale delivery at a consistent standard, and employ subject matter experts
with deep technical expertise built up over many years. The regular need to respond and divert resources to
manage unforeseen events or crises does, however, draw attention and capability away from the delivery of key

departmental outcomes and has meant limited scope to focus on exploring future delivery approaches.

The department also needs to ensure it considers the operating model used and prioritises addressing risks and
issues as they come up to avoid and mitigate challenges and crises. This was not observed during the review, and
interviews highlighted the lack of prediction and mitigation of issues. Workforce, enabling systems and the
intelligence function present challenges and opportunities to delivering the most efficient and effective operating

model.

The department should consider whether its Intelligence Division requires stronger connections and feedback
loops with operational and community-facing areas, particularly the ABF, to both leverage and input into on-the-
ground intelligence and to make sure staff have a deep appreciation of tactical intelligence needs. The ABF needs
specific intelligence to help target its operations and enhance its results. Without it, the success rate of their
activities will decline. The importance of the department's intelligence area providing information to help with

this targeting is hard to overstate.

There are also many ageing enabling and ICT systems, which are a potential risk until they are replaced and
decommissioned. Staff highlighted the potential of upgraded systems, and a more data-driven approach to boost
productivity and to gain efficiencies. The use of emerging technologies may also provide opportunities to more
effectively and efficiently deliver and scale the scope of operations (more on this in the Enabling functions domain
on page 45). Maximising the efficiency and effectiveness of this large-scale operational delivery capability should
be a long-term priority and it will require investment and uplift in other enabling capability areas, such as

strategic policy, long-term budgeting, collaboration and workforce planning.
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User focus

The Royal Commission into the Robodebt Scheme (2023) reinforced the importance of a user-centred approach to
policy and program design and service delivery. Having a consistent focus on users will help the department gain
a deeper understanding of who its users are, what motivates them to use its services, and any pain points in the
user experience. Though some areas demonstrate a user-centred mindset, including in the Immigration Group
and ICT Division, at an enterprise level there is a tendency to focus on the process rather than the user.
Recognising the organisation’s many regulatory functions, there is always an appropriate time and place to follow
operational policy and procedure. However, there is also a role for considering a more systematic approach to
user-centred design. The review considers there are opportunities for greater focus on the long-term benefits of
designing services with users in mind. As staff design and administer new laws, regulations, policy, programs and

services, they must not lose sight of their impact on their user community.

‘They need to think not about the process but the people who are caught up in the process.’
External stakeholder

Feedback throughout the review suggested the department is not making the most of its user data, or deep
knowledge of users held in community-facing functions, to inform policy, service and regulatory design. Greater
use would add significant value, as is explored in the case study on page 31. There is a real opportunity to harness
the expertise of staff in areas that regularly engage with the community and industry to sharpen the focus on the
user across the whole department. The APS Charter of Partnerships and Engagement and associated good
practice guide can help inform ways to improve putting people and business at the centre of policy,

implementation and delivery.

Review and evaluation

A culture of continuous improvement is critical to ensuring that an organisation, particularly one as large and
diverse as Home Affairs, builds on its successes and learns from its mistakes. However, the review found there i
no systematic approach to evaluation. Evaluation is treated as a secondary focus in many parts of the
department. It is highly reliant on informal networks and tacit knowledge of individuals rather than more
systematic approaches to review, discover and share knowledge. Of particular concern is the inconsistent
approach to capturing, sharing and incorporating lessons learned from crises or even ongoing business activities:
The department has not sufficiently prioritised or invested in review and evaluation. This sort of activity is rarely

costed into New Policy Proposals (NPPs).

I ‘There is a lack of intrinsic learning. They start from scratch all the time.’ External stakeholder

The department does have a small team dedicated to evaluation activity (3 full-time equivalent staff), providing
evaluation advice for NPPs and working on an evaluation framework for the Cyber Security Strategy. Howeyver; a
team this size cannot be expected to deliver evaluation capability on the scale required to embed this into

departmental practices. The department is also redrafting its Enterprise Performance Evaluation and Monitoring
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Policy Statement and its Business Planning Policy Statement, which creates an opportunity to build on. There is
also a dedicated evaluation function specifically targeted at development of ABF-led NPPs as well as policy

evaluation in the ABF more broadly.

This capability requires significant improvement to embed a culture of evaluation and knowledge sharing, both
internally and externally, and continuous improvement. The department would benefit from more systematic
analysis of operational and delivery outcomes and challenges, considering what worked well or what went wrong
and identifying ways to prepare for and anticipate future challenges. This will also contribute to better risk

management.

Ministers and parliament

The capability review spoke to stakeholders from the department, the broader public service and ministers about
the department’s relationship with portfolio ministers and their staff. While there is a sense that interactions are

improving, there are areas where the organisation could improve this capability.

The review heard the department should be more proactive in the delivery of new ideas, well-informed policy
options, recommendations and risk mitigations for decision. This is tied to comments elsewhere in this report
about the need to build strategic capability and a sense of permission to voice creative solutions. Similarly, staff
should ensure they are presenting ministers with a full range of options and associated risks to address an issue,

without being constrained by assumptions about their risk appetite.

The department should also ensure it is fully leveraging its data, experience and community contact in advice to
ministers. Ministers want the department to take a whole-of-system view and develop relationships with other
stakeholders in that system. Advice should be informed by environmental scanning, both inside and outside the
APS, and harnessing the insights of staff in areas that regularly engage with industry and the community, such as

the Business, Industry and Regional Outreach units or the Critical Infrastructure Partnerships team.

The review heard that a small number of committed, high-performing staff are regularly called on to respongd.and
deliver policy advice to ministers. Trusted relationships with ministers, their staff and departmental officers are
valuable but should be broadened to avoid single person risk. At times the structure and breadth of the
department made it challenging for ministers and their staff to understand who to go to for advice, and at tifes:it
was unclear what the desired outcome was and who was responsible for delivering it. Broader engagement with
both senior staff and subject matter experts would also help better meet ministers and their office's needs. The
department would also benefit from regularly re-evaluating whether routines of engagement between SES and
ministers and advisory staff in each minister's office are sufficiently transparent, coordinated, aligned and

effective.

The department could also review how it works with, responds to and supports parliament and its processes As.it
has responsibility for challenging issues, undertakes considerable legislative activity, and is regularly called|anitd

give evidence at parliamentary committees, this warrants focus.
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curiosity and thinking required for more disruptive innovation is not evident. The department sits 5 percentage
points below the APS overall in the proportion of staff who agree that one of their responsibilities to continually
look for new ways to improve the way they work, and 6 percentage points below the APS overall average in the
proportion of staff who agree their immediate supervisor encourages them to come up with new or better ways
of doing things (4 percentage points below the result for extra-large sized agencies) (2023 APS Employee Census).
Leaders necessarily have a disproportionate role to play in shaping the future culture of the department. Senior
leaders need to model and reward innovation and curiosity to strengthen this capability. It is critical they do this

through all areas of the organisation.

The review found limited mechanisms for staff at all levels to raise ideas and have them considered and/or
resourced. While some such mechanisms had ceased in recent years due to budget constraints, in September
2022, the Immigration Group opened an online ideas form that any staff member could use to submit an
improvement idea to enhance immigration delivery. Since that time, staff have contributed 240 ideas — with more
than 50 implemented or being explored and tested. More recently, an Innovation Coordination team has been set
up to field innovative ideas submitted by staff for possible implementation. This is a good sign in one area of the
organisation. The department should explore how the lessons from this experience might be adapted for

improvements in the broader organisation.

Strategic workforce planning

To deliver on its outcomes, the department must ensure it has staff with the necessary capabilities for their
current and future work. Strategic workforce planning is an essential business process to effectively recruit,

develop and retain the diverse talent required over the short- and long-term.

The existing workforce planning is not sufficient and some of the current workforce allocation practices are
counterproductive. A lack of strategic planning, prioritisation and foresighting limits the ability to create informed

long-term workforce plans and exacerbates annual cycles of tactical and reactive resource allocation.

The department acknowledges it has significant workforce capability gaps, and its People and Workforce Plan
aims to address this. However, the plan and related activity is limited in its effectiveness. While the department
has developed workforce guides and templates, workforce planning does not generate a systematic connection

from strategy through to budget allocations.

‘Workforce planning is ad hoc. There is little time and space for workforce planning. The
organisation more broadly needs to do better.” Internal stakeholder

Embedding strategic workforce planning into broader capability planning and prioritisation processes would
enable the department to identify emerging skill needs and set up training and development programs to address

them, so it can access necessary skills and resources when needed.

Currently, staff have limited visibility of recruitment and planning decisions and feel workloads and resourcing are

not always balanced, leading to a concern that some workgroups are expected to carry heavy workloads
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compared with other areas. As future strategic workforce planning is developed, communication and
transparency can help staff understand future workforce changes, including the rationale for workforce levels and

structures.

‘How ever we are structured, it is about the right people in the right place and with the right
capabilities.” Internal stakeholder

The department has already begun addressing workforce planning by establishing a new People, Culture and
Safety Committee, to provide a forum for senior leaders to focus on workforce challenges. In addition, a recently
established Leadership Development Council has already made good progress reducing the number of SES

vacancies and working on development and management skills of senior staff.

The department needs to prioritise the explicit coupling of workforce planning with departmental strategic
planning, investment and budgeting processes. As new measures to better integrate the ABF are implemented,
there is an opportunity to learn from its defined career pathways and identify aspects that could benefit the
whole organisation. This should be supported with appropriate investment in the workforce planning function,
along with senior leader buy-in to the value of workforce planning. The current department and ABF’s workforce
plans expire in 2025, and this provides a timely opportunity to renew both, including identifying future skills

requirements to target the department’s efforts.

Staff performance and development

Staff development and performance management is another way the department can address capability gaps.
The review found that while the People and Workforce Plan and the equivalent ABF people strategy (Realising

Our Full Potential) do address staff development, additional effort is required.

In an all-staff survey conducted by this review, staff were asked to identify what they think the department
should focus on improving. A total of 38% of staff selected learning and development opportunities and 36% of
staff selected workforce planning. In response to the 2023 APS Employee Census, 50% of staff said there arg
current skills or capability gaps in their workgroup, which is 4 percentage points above the APS average. A total of
70% of staff said they were able to access relevant formal and informal learning and development when and
where required, which is up 10 percentage points from 2022 and in line with the APS overall. However, through
workshops and staff interactions, the review heard that staff perceive senior leaders had reduced the priority and
reduced budgets for development and training. ‘Here you learn by doing. The department has not had the mongy

and investment in staff development,’ said an internal stakeholder.

There is a significant difference between the ABF and the rest of the department when it comes to training and
development. The ABF has specialised requirements for its workforce. This includes entry level roles where
training is managed in-house by the ABF College. The challenge for the ABF is retaining entry level specialististaff;

especially after investing in 12 months of training on top of the security clearance processes.
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examination of its budget and resourcing processes, and its level of funding, to identify improvements. As
mentioned on page 14, a re-design of enterprise governance structures aims to improve internal cross-
collaboration and strategic oversight, which will be critical to achieving a more coherent investment and budget

process.

New governance arrangements should include the CFO in all appropriate forums. The CFO needs to be properly
empowered and supported to do their job. The Senior Leadership Committee also needs to pay sustained
attention to budget discipline and financial management to achieve enduring reform in this area. This will also
contribute to rebuilding the central agencies’ confidence in the organisation’s financial management capability,

which will be critical to gaining traction in future budget processes and financing decisions.

Development and execution of a capital management plan will also require buy-in from central agencies. A
revised plan should be an immediate priority and should focus, where feasible, on incremental delivery of major
developments. The department should embed capital management considerations into its strategy, investment
and budget process. It should develop this plan in collaboration with central agencies and partnering delivery
agencies. Transparent review and updates on the delivery of funded capital items will help build confidence in the

department’s ability to deliver on capital projects.

The capital plan and budget require urgent attention to deliver essential operational, physical and ICT assets. This
is a major priority as it feeds into other capabilities described in this review, such as strategy, workforce planning,

implementation and collaboration with its stakeholders.

Technology and data

The department depends on a significant ICT footprint to undertake its day-to-day operations, including
SmartGates and kiosks, CCTV cameras, communications satellites, detection and inspection technology units,
wearable defence equipment units, desktops, applications, servers and data centres. Over 40% of the 480 distinct
business systems have already reached end of life, and the department carries significant risk of failure and
increasing costs to sustain its technology environment. Resources required to sustain, and in future replace, these
assets are yet to be fully funded. This technical backlog is preventing the department from establishing maore

efficient operations and capitalising on emerging technologies.

There department does not have a single, shared and executable plan for the future of its ICT or data assets,
despite this risk exposure. The endorsed Technology Strategy is 4 years old and focuses on addressing the findings
of a review conducted in 2016. It sets out a roadmap to re-architect and rationalise the existing technology
environment down to a streamlined set of platforms and to decommission legacy ICT capabilities over a 5 td10

year timeframe.

The Technology and Major Capability Group faces resourcing challenges supporting the existing ICT footprintyin
addition to almost 200 active projects. It relies heavily on a contractor workforce to support this activity, wittva

ratio of approximately 50:50 contractors to APS staff. Notwithstanding the existing Technology Strategy and.the
recently revised governance arrangements, the department does not have effective mechanisms in place to

collectively and transparently prioritise its existing work program.
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The past failure to address legacy technology creates cycles of reactive activity and inefficient workarounds for
staff. On a visit to the department’s offices, the review team observed visa processing staff switching between
multiple systems to finalise an application, and in one case using a 39-year-old visa system to process

humanitarian visa claims. In workshops, staff pointed to IT as a major impediment in their day-to-day work.

‘A visa processing officer will navigate up to 15 systems to process a complex case. We are

incredibly efficient at being inefficient — people will flick between systems.’ Internal stakeholder

The department needs to modernise to capitalise on opportunities to make tasks and processes more efficient.
The number of separate systems also inhibits information sharing and prevents the department from realising the
full potential of its considerable data holdings. The breadth and scale of the data it holds is a major asset, which
could be better leveraged for assessing and forecasting risks and generating insights for the department’s
operations. However, the department lacks an endorsed data and analytics strategy. The capability to effectively
access, share and analyse this data across the enterprise is critical for the department to be more effective in the

future.

Ageing ICT also increases the risk of failure. Risk exposure will increase over time as legacy systems become
increasingly vulnerable to cyber security incidents and system outages. While there have been initiatives to
leverage both data and analytical capabilities across the department in recent years, these agendas have
experienced setbacks with wavering support, both in terms of leader sponsorship and resources. Two attempts to
modernise visa platforms (Global Digital Platform and Permissions Capability) have been terminated since 2017.

Both programs ultimately did not proceed.

As mentioned earlier, the department is committed to initiating an enterprise-wide transformation. Without
greater attention on its current and future ICT and data capability, it will miss the opportunity to enable future
effectiveness, efficiency and scale. The department is currently not positioned to deliver beyond ‘maintenance’,

let alone improve its ability to radically transform its technology and use of data.

A newly established Major Projects and Investments Committee, with a remit to examine major technology
investments, represents an opportunity to re-prioritise technology modernisation and drive a more strategic
approach to long-term planning for the department’s ICT footprint. An organisation-wide business transformation
creates an opportunity to refresh its ICT roadmap, consider a data strategy to exploit and protect its data

holdings, and uplift data and analytics skills across the organisation.

This forward planning is a priority and should be incorporated into new governance structures and future

investment processes.

Core enabling functions

The core enabling functions (for example, finance, legal, research, procurement, ethics, technology, property) are
seen as transactional and process driven. However, there is no strategic approach to delivery of enabling

functions across the department. Historically, leaders in corporate areas have not always been empowered to
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exercise this level of strategic influence due to a lack of endorsed and sponsored enabling strategies and limited
governance mechanisms to effectively enact their roles. In the absence of effective enabling strategy and
governance, core enabling functions have had to rely on ad hoc sponsorship and influence from senior leaders to

achieve broader department outcomes.

An orientation towards process has an impact on staff in the broader department who do not always feel
supported by corporate areas. In response to an all-staff survey conducted for this review, only 56% of

respondents agreed they can find the support they need from enabling services to deliver their work effectively.

Procurement and contract management is an area that will require particular focus, due to the scale of
outsourced capability, operations and the high-risk nature of this work. The Richardson review found significant
shortcomings in the way the department managed high-risk contracts. The capability review also heard from
interviewees that the department (including the ABF) does not start to think about contract expiry early enough,
resulting in reactive action to manage near-term risk to delivery. Procurement processes have begun for several
major commercial agreements, including the multi-billion-dollar onshore detention contract and department-
wide ICT managed services arrangement. According to contract information from AusTender, the ABF alone will
need to renew contracts for support of its vessels, aerial surveillance, container handling and transport this
financial year, and one of its contracts for civil maritime surveillance services (Rotary Wing) will expire in June

2024 after being in place for 19 years.

The department is undertaking a review of its procurement capability and use of the Capability Management
Framework. It will look at whether the central procurement structure, processes and workforce are fit-for-
purpose for managing contract lifecycle risk, integrity and due diligence, and creating a culture of accountability
and responsibility among decision-makers. This review should not be viewed in isolation from other efforts to

improve risk management and crisis mitigation, as it forms one piece of this broader cultural shift.

There are examples of the department bolstering its enabling functions to manage emerging risks. The legal area
has recently been strengthened with new senior executive leadership and proactive activity to help mitigate
adverse outcomes, in recognition of the volume and complexity of its caseload. This workgroup handles the
highest litigation caseload in the Commonwealth, with over 17,000 migration and citizenship cases alone. $imilar

attention to other enabling areas of increasing importance to departmental priorities may be warranted.

The corporate functions form a critical role balancing the operational requirements of the organisation while-also
collectively working as a strategic centre to form a common departmental view. Supporting a strong strategic
centre remains important to identifying and delivering cross-departmental outcomes, which may not otherwise
be identified or led within individual groups, divisions or branches. New governance structures also include senie¢

corporate leaders, which is a positive step towards enabling strategic input from these areas.
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