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OFFICIAL
Optus

Wednesday 21 September, 19.59 — Department informed of cyber incident through a Cyber Incident Report.
Thursday 22 September, 09.21 — Email from GM CISC to MO notifying of regulatory actions underway post the
mandatory cyber incident report.

Thursday 22 September, 1900 — Discussion Department and the MO.

Saturday 24 September, 1000 — Call between MHA/COS/Secretary/GM CISC/FAS Legal/DG ASD/DDG ASD.
Saturday 24 September, 1133 — Departmental email to MHA/MO with draft inputs required for the proposed
correspondence to Optus under s313(3).

Saturday 24 September, 1345 - Call between MHA/COS/Secretary/GM CISC/FAS Legal.

Saturday 24 September, 1500 — Call between MHA/COS/Secretary/GM CISC/FAS Legal/DG ASD/DDG ASD.

Saturday 24 September, 1724 — Departmental email to MHA/MO with draft action direction correspondence and
WOG paper on data exchange.

Saturday 24 September, 1730 - Call between MHA/COS/Secretary/GM CISC/FAS Legal

Saturday 24 September, 1900 — IDC called by Home Affairs and PMC with AGD, ASD, OAIC, Infrastructure, Treasury
and APRA in attendance.

Saturday 24 September, 1945 — Call between MHA/COS/Secretary/GM CISC/FAS Legal.

Saturday 24 September, 2100 — Call between GM CISC and Optus Vice President, Regulatory and Public Affairs
Andrew Sheridan.

Saturday 24 September, 2100 — Departmental email to MHA with AGS advice on the use of SOCI.

Sunday 25 September, 0951 — Department email to MHA and MO on information disclosure and protection.
Sunday 25 September, 1000 — Call between MHA/COS/Secretary/GM CISC/FAS Legal.

Sunday 25 September, 1200 — Call between MHA/COS/Secretary/GM CISC/FAS Legal/DG ASD/DDG ASD.

Sunday 25 September, 1300 — IDC called by Home Affairs and PMC with AGD, ASD, OAIC, Infrastructure, Treasury
and APRA in attendance.

Sunday 25 September, 1400 - Call between MHA/COS/Secretary/GM CISC.

Tuesday 27 September, 1100 — PMC called IDC.

Tuesday 27 September, 12.30 — NCSC (Home Affairs, ACSC with States and Territories) meeting re NOSC & Optys
Wednesday 28 September, 1000 — PMC called IDC.

Wednesday September, 1300 — Regulators meeting to coordinate approach to Optus, CISC/OAIC/ACMA/ACC
Wednesday 28 September, 1339 — Optus made a further mandatory cyber incident report about a separate i
Wednesday 28 September, 1530 — PMC called IDC.

Wednesday 28 September,1615 — Internal Home Affairs discussion re: advice required for MHA, led by Secret
Thursday 29 September, 10.30 —= PMC called IDC.

Thursday 29 September, 1600 — Internal Home Affairs discussion re: impact on Departmental services provide
Optus

Thursday 29 September, 1630 — Optus Taskforce IDC

Friday 30 September, 0900 — PMC called IDC.

Friday 30 September, 1000 — Regulators (CISC/OAIC/ACMA/ACC) discussion with Optus representatives
Friday 30 September, 1300 — Regulators alignment/coordination discussion

Saturday 1 September, 1100 — PMC called IDC.
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