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Document 2

enforcement role in these environments and to minimise any impact to the

Department’s operations

(o) ensuring any mains-power related works are carried out and fully certified by

a licensed electrician

(p) providing comprehensive and effective project support throughout the
provision of the services, supporting the Department and other stakeholders

in:

(i)  project management, reporting and timeline management

(i)  stakeholder relationships, including site access and regular site toolbox

meetings throughout the project

(ili)  ensuring all Specified Personnel should wear and visibly display the
Department's contractor ID and ASIC/MSIC cards at all times when at

site

(iv) organising site access and complying with all site-specific security and
Workplace Health and Safety (WH&S) requirements that might apply at

any given time

(v) arranging and obtaining all relevant site-specific work permits and

approvals to facilitate the required works

(vi) cooperating with and effectively managing third party relationships,
including site access to site premises throughout the term of contract.

(q) updating the Departments most current Hobart SO Site Information Manual
(SIM) with all changes that have occurred as part of this engagement.

14 The Services are to be provided at the following location:
(a) Sydney Airport, NSW
2. Minimum requirements
2.1 Specified Personnel must:
(a) have completed, for the provision of the services, the Geutebruck
Basic/Intermediate Course training for Geutebruck Video Management System
(VMS)
2.2 Specified Personnel and Security Clearances
(a)  Specified Personnel must hold a current security clearance (baseline
clearance as a minimum).
2.9 It is expected that Service Provider is aware of the Department’s Employment

Suitability Clearance (ESC) process and will have had specific regard to these
requirements prior to preparing/submitting a response to this RFQ. In particular, the
Department will not engage any Specified Personnel unless they have an ESC or

have been granted an Authority to On-Board by the Department.

Official Order — CCTV2018-20_006 - BICT - Bemac (Part A)

FOR OFFICIAL USE ONLY

Page 6 of 25

Released by the Department of Home Affairs
under the Freedom of Information Act 1982



Document 2
FoRr OFFICIAL USE ONLY

Services

3.4

3.2

3.3

3.4

Category A - Project Services

The Service Provider will provide the following services.

The Service Provider is responsible for the delivery of all scoped work within the
RFQ response labelled “Response to Request For Quote CCTV2019-20_006 —
BICT (Part A) provided by Bemac Security Pty Limited, with the exclusion of all
“Options” that were provided within.

Project management
The successful Panellist will:

(a) provide ongoing support and liaison with the Departments CCTV Project
Manager to assist with the coordination, management and successful delivery
of the project. This includes but is not limited to:

(i) anappropriate representative being available for re-occurring, weekly
project meetings

(i) risk and Issue management and discussions
(i) stakeholder engagements, as required.

(b) provide weekly project status updates via the specified Project Status Report
(PSR) template. See Attachment A - CCTV Surveillance - Status Report
Template v3.0

(i)  The PSR should be supplied to the relevant CCTV Project Manager on
a weekly reporting cycle unless otherwise agreed.

(i)  Allfields of the PSR should be accurate and up to date when it is
delivered to the CCTV Project Manager.

(i) PSR details should be concise and accurate to the reporting period.

(iv) The successful Panellist must develop and maintain a project schedule
detailing all key activities, deliverables and external dependencies.

(i) Depending on the complexity of the agreed works, this may be
included within the PSR under the heading Milestone / Activity -
High Level Schedule. This will be decided by the Home Affairs
Project Manager.

(i)  The schedule should remain accurate and up to date in line
with the specified reporting period.

(c) provide Issue and Risk Management. The Issue and Risk registers within the
PSR should be utilised, be accurate and kept up to date.

Systems Design and Engineering
The successful Panellist will:

(d) Supply, install and commission the CCTV system at the BICT. The system
commissioning will be in line with the associated Bemac delivery plan.

The site specific technical requirements for this location are detailed and should be
considered. See the following referenced attachment:

Design Requirements

All solution designs should be based on the standard CCTV specified infrastructure
requirements and other attached requirements. See below referenced attachments.
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Attachment C - ICTD - Data Centre and Cabling Construction Specific...
Attachment D - ACSC - Essential Eight Explained

Attachment E - CCTV - Patch Switch Rack

Attachment F - Physical Security ICT Equipment Systems and Facilities
Attachment G - Design Notice — 20181001

Attachment H — Microwave Link Comparison v4.0

3.5 Design Evaluation
The successful Panellist will:
(e) provide a develop and deliver CCTV solution design to the Homer Affairs
Project Manager (or a nominated representative) for review and approval prior
to proceeding with the works
(f)  provide all Systems Engineering services to meet the specified requirements.
The design must be reviewed and evaluated by the Home Affairs CCTV Design
Team and the successful Panellist must receive Home Affairs approval prior to
proceeding.
3.6 Supply and Removal of Equipment
The successful Panellist will:
(g) supply and install all software and licensing required to meet the approved
design’s specified requirements
(i)  The Bill of Material (BoM) to be delivered - Refer to Bemac Security Pty
Ltd response to Request For Quote (RFQ) CCTV2019-20_006 — BICT
Part A (Section 3 — Panellist Response
(h) supply and install all hardware related infrastructure, to meet the requirements
(i)  The Bill of Material (BoM) to be delivered - Refer to Bemac Security Pty
Ltd response to Request For Quote (RFQ) CCTV2019-20_006 — BICT
Part A (Section 3 — Panellist Response
(i)  record all asset details of the hardware to be implemented using the Home
Affairs supplied Asset Data Template. See Attachment | - Home Affairs -
Asset Data Template v1.0
() record and document the hardware that is decommissioned and/or removed
as part of this engagement. Details to be documented include:
(i)  Cameras (collectively/total figures)
(i)  Make and model
(i)  Total numbers removed per make/model
(i)  Network Hardware (singular)
(i)  Make and model
(i)  Serial number
(iii)  Server (singular)
() Make and model
(i)  Serial number
3.7 Installation and System Integration
Any server, storage, network equipment or CCTV workstations procured by the
successful Panellist should be sent to Home Affairs CCTV Office, Level 1, ABS
House, 45 Benjamin Way, Belconnen for configuration activities to occur by the
Department. The mentioned equipment will be built and configured by the Home
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Affairs CCTV team and returned to the successful Panellist who will further
configure and install the equipment as scoped. Note, scheduling allowances and
shipping costs allowances should be accounted for.

The successful Panellist will be responsible for all Geutebruck software
configurations required to support the additional capabilities.

The successful Panellist will:

(a) deploy and install the purpose built solution at the respective site
(b) where camera upgrades are agreed, replace analogue cameras.

(c) where there is no significant obstruction or technical complexities, the
successful Panellist should replace any specified CCTV camera coax cabling
with CAT6A cabling

(d) allocate camera numbers logically via an appropriate media group identifier.
e.g. Outwards Control Point (OCP), cameras within this location would be
identified via location / logical group

(e) undertake full system testing of the installation with associated results
documented and supplied to Home Affairs prior to inspection/acceptance

(f)  conduct training to enable local staff to operate and understand the additional
CCTV capabilities and provide appropriate training material including “How
To” guides (as required)

(g) ensure all CCTV network and supporting infrastructure is appropriately
configured, cabled, installed and terminated prior to site commissioning

(h) ensure all rubbish and refuse associated with, or a by-product of, the Services
is removed or disposed of appropriately

(i)  Panellists are to note that Home Affairs does not require any additional
support and maintenance from the successful Panellist/s following the
expiration of the Warranty Period.

3.8 Development and Supply of Site Information Manuals

(i)  The successful Panellist will be responsible for developing and delivering a
SIM for every site contracted to work at, related to the Services, both draft
form (for review by Home Affairs) and the finalised copy, incorporating all
appropriate changes.

(k)  All SIM documentation must be developed using the specific templates
provided by the Department and must utilise and abide the appropriate
documented instructions and protocols by the following attachments:

(i) Attachment J - CCTV - SIM Instruction Rev009

(i)  Attachment K - CCTV - Standard Protocols for CAD Drawings -
Rev007

(i) Department of Home Affairs, CCTV Site Installation Manual Templates
(current versions) to be supplied upon request.
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4, Deliverables/Milestones
4.1 The agreed timetable for the delivery of the Services is as follows:
Location Milestone ID Milestone Baseline Comp. Date
BICT — M1 Plan & Approvals in Place to Proceed | 01 March 2020
BICT BICT-M2 | CCTV Solution Commissioned 30 May 2020
BICT—M3 | UAT & Business Sign-Off Complete | 15 June 2020
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