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Overview 

Purpose of this guide 

This interim guide is intended to assist security, intelligence and law enforcement agencies in the 
short-term use of the new industry assistance measures introduced by Schedule 1 of the 
Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018.  
 
The guide explains the core elements of the powers, process requirements and key considerations 
for agencies when engaging with industry through the new regime. It is recommended that agencies 
seek legal advice if they remain uncertain about the application of the laws.  
 
The guide is an interim step while more comprehensive guidance is developed. The Department will 
shortly commence consultation with Government and industry stakeholders in the development of 
comprehensive guidance on the use of the industry assistance measures, including standard forms 
and contracts that will underpin industry assistance.  
 

Summary of Legislation  

On 9 December 2018 the Telecommunications and Other Legislation Amendment (Assistance and 
Access) Bill 2018 commenced into law. Now officially the Telecommunications and Other Legislation 
Amendment (Assistance and Access) Act 2018 (Assistance and Access Act), the legislation introduces 
a number of measures designed to address the ongoing problem of ‘going dark’.  
 
This guide focuses on Schedule 1 of the Assistance and Access Act which inserts Part 15 into the 
Telecommunications Act 1997 (Telecommunications Act) and creates a new framework for industry 
assistance. This framework complements existing obligations of carriers and carriage service 
providers to provide assistance to law enforcement and other authorities under section 313 of the 
Telecommunications Act. In contrast to section 313 however, new Part 15 applies to a significantly 
wider range of industry members that constitute the modern communications environment and 
clarifies the form of assistance that can be expected from industry.  
 
Specifically, Part 15 of the Telecommunications Act now contains three distinct new powers which 
allow an agency head or their delegate to issue, or seek the issue of, a: 
 

1. Technical assistance request (TAR) for voluntary assistance. This grants civil immunity and 
limited criminal immunity for any assistance provided. 
 

2. Technical assistance notice (TAN) for compulsory assistance. This power is to be used to 
request assistance a designated communications provider is already capable of providing.  
 

3. Technical capability notice (TCN) for new capabilities. This notice can only be issued by the 
Attorney-General and requires a provider to create a specific capability where the provider is 
not currently able to assist.  
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It is important to note outright that these new measures cannot be used in a manner that would 
jeopardise the cyber security of innocent parties for the sake of facilitating greater government 
access to communications content and data. They are a mechanism for greater collaboration with 
the communications industry and should be used to partner with providers to address investigative 
challenges or enhance the execution of underlying warrants without undermining cyber security.    
 
The Australian Government supports the use of security technologies, like encryption, that are 
critical to securing communications and information. Explicit safeguards are included in the Act to 
express this commitment in law.  
 
Part 15 creates a comprehensive framework around each of these powers. This guide will clarify key 
aspects of the scheme such as scope, enforcement, costs, terms and conditions and oversight.   
 
The guide references relevant sections of the Telecommunications Act in bold green. Points in bold 
red are important factors of which decision-makers must be aware. 
 
The Act as passed can be accessed at: https://www.legislation.gov.au/ 
 
Please direct any questions to cac@homeaffairs.gov.au.  
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Operation of industry assistance measures  

The following segment answers key questions about the industry assistance measures in Part 15 of 
the Telecommunications Act, including: 
 

 What types of powers are available?  

 Who may be asked to provide assistance? 

 Who can authorise the use of the powers? 

 For what purposes can they be used? 

 What kinds of assistance may be sought? 

 What must decision-makers take into account? 

 What limitations apply? 

 How can a request or notice be changed after it has been made? 

 What form must requests for assistance be in? 

 How are they given to the provider? 

 What are the costs, terms and conditions of compliance?  

 How are requests for assistance enforced?  

 How are industry assistance measures oversighted?  

 What reporting requirements apply to their use?  

 What other information is required in the request or notice? 

 How is information shared? 
 

What types of powers are available? 

New Part 15 of the Telecommunications Act establishes three new powers: 
 

1. Technical assistance request (TAR) for voluntary assistance. 
 

2. Technical assistance notice (TAN) for compulsory assistance. This power is to be used to 
request assistance a designated communications provider is already capable of providing. 
 

3. Technical capability notice (TCN) for new capabilities. This notice can only be issued by the 
Attorney-General and requires a provider to create a specific capability where the provider is 
not currently able to assist 

 
Detailed flow charts of the industry assistance process and the processes involved in exercising each 
power are at Attachments A, B and C. 
 
Civil immunity (see 317G(1) & 317ZJ) is available for providers who act: 
 

 in accordance with a TAR, TAN or TCN, or 

 in good faith purportedly in accordance with a TAR, TAN or TCN  
 

The scope of the immunities is intended to ensure that providers are covered and do not bear risk 
when acting consistently with requests or requirements from agencies.  
 

  

FOI Document #1



6 
 

Who may be asked to provide assistance? 

 
 
 

Assistance may be sought from designated communications providers (providers). The scope of 
providers is intended to capture the range of entities integral to the modern Australian 
communications market. While many of these providers are based within Australia, some are not. 
The Act also applies to offshore entities who operate or supply communications services, devices or 
products for use, or likely use, within Australia.  
 
This accounts for the now global nature of the communications environment where companies, or 
persons, can deliver communications services directly to Australia with little onshore infrastructure.    
 
Importantly, the notices are not intended to be issued to persons within an organisation. Rather, 
notices will be served on the provider as an entity (although this could be a sole trader).  
 
A full list of applicable providers who may be subject to the new powers is at 317C. These include: 

 Carriers and carriage service providers and anyone who facilitates the services of carriers 
and carriage service providers, eg.: 

o Telstra 
o Optus 
o Vodafone 

 

 Electronic service providers (with at least one end-user in Australia) and anyone who 
facilitates the services of electronic service providers, e.g.: 

o Facebook 
o Google 
o Amazon Web Services 

 

 Manufacturers of electronic equipment and anyone who facilitates the manufacture of 
electronic equipment (likely to be used in Australia), eg.: 

o Samsung 
o Nokia  

 
Attachment D contains a more comprehensive list of the types of providers that fall under the 
scheme.  

NOTE: a provider listed in 317C can only be asked to do things that are connected to what the 
legislation calls the providers ‘eligible activities’. A provider’s ‘eligible activities’ are also listed in 
317C and are connected to their relative functions as communications suppliers.  

These activities are related to the use or impact of their services within Australia. Agencies should be 
aware that a ‘jurisdictional nexus’ between the provider and Australia as described in 317C must be 
made out.  

 

Who can authorise the use of the powers? 

The use of the powers is restricted to: 
 

 the Australian Federal Police (AFP), 

 the Australian Criminal Intelligence Commission (ACIC), 

 the Australian Security Intelligence Organisation (ASIO), 

Prior to issuing a notice a key question should be – is the relevant entity captured?  
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 the Australian Secret Intelligence Service (ASIS), 

 the Australian Signals Directorate (ASD) and 

 State and Territory Police forces.  
 

State and Territory Police forces, the AFP and the ACIC are referred to collectively as ‘interception 
agencies’ in the legislation.  
 
The legislation provides that the head of each agency may issue a TAR or a TAN.  The head of the 
agency may also delegate any or all of their functions under the new regime to senior officials within 
their organisation. 317ZN to 317ZR of Division 8 of Part 15 specify to whom the head of an agency 
may delegate the new powers. For example, 317ZR notes the potential delegates for each 
interception agency. These delegates should be a person of seniority. 
 
A TCN may only be issued by the Attorney-General. Agencies may request that the Attorney-General 
issue a TCN but must do so in accordance with any guidelines provided for in 317S (if any).  
 

State and Territory Police Forces – Approval by the AFP Commissioner  
 

To improve information sharing, reduce duplication and ensure that Australian agencies are 
engaging with providers in a consistent and reasonable manner the Commissioner of the AFP has an 
approval role for TANs from State and Territory agencies.  
 
State and Territory police forces must not give a TAN unless the decision-maker has first given the 
AFP Commissioner a proposal of the TAN and the AFP Commissioner has approved the giving of the 
TAN (see 317LA). Variations of TANs may be made by the head of an interception agency without 
the approval of the AFP Commissioner. 

 

Approval by the Minister for Communications  
 

Given the significance of the new capabilities which may be developed, and their potential impact on 
industry, the Minister for Communications must approve the giving of a TCN in addition to the 
Attorney-General (see 317TAAA & 317XA). 
 
This ‘double-lock’ executive decision will ensure that the concerns of the communications industry 
are taken into account at multiple stages of the decision-making process.  
 

For what purposes can they be used? 

The purposes for which the powers can be exercised are tied to the lawful functions and activities of 
the agency who is issuing, or who will benefit from, the notice or request. They are as follows: 
 

 ASIS: the interests of Australia’s national security, the interests of Australia’s foreign 
relations or the interests of Australia’s national economic well-being (TARs only)  

 ASD: providing material, advice and other assistance to a person or body mentioned in 
subsection 7(2) of the Intelligence Services Act 2001 on matters relating to the security and 
integrity of information that is processed, stored or communicated by electronic or similar 
means (TARs only) 

 ASIO: safeguarding national security  

 Interception agencies: enforcing the criminal law so far as it relates to serious Australian or 
foreign offences 
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Powers can only be used when related to a serious offence. This is spilt into Australian and foreign 
offences but means an offence against a law that is punishable by a maximum term of imprisonment 
of 3 years or more or for life.  

 

What kinds of assistance may be sought? 

Agencies may request or require a provider to do a number of things. The scope of possible 
requirements is deliberately broad to ensure technological neutrality and to capture the breadth and 
complexity of both the relevant services and investigatory needs. These include: 
 

 Providing technical information, for example: 
o explaining how data is stored on a device or receiving more detail about the design 

and make of a service or computer 
 

 Installing, maintaining, testing or using software or equipment, for example: 
o Testing tools built by law enforcement that facilitate targeted access to a device or 

service under warrant.  
 

 Ensuring that information obtained under a warrant or authorisation is provided in a 
particular format, for example: 

o requesting that data held in a proprietary file format extracted from a device during 
a forensic examination pursuant to an overt search warrant is converted into a 
standard file format. 
 

 Doing an act or thing which would assist in executing a warrant under a law of the 
Commonwealth, a State or Territory, for example: 

o ensuring that a telecommunications service covered by a warrant can be properly 
executed.  
 

 Providing access to services, devices or facilities of a provider, for example: 
o requesting a shared data centre provide access to a customer’s computer rack to 

enable the installation of a data surveillance device under warrant. 
 

 Activities to conceal that any-thing has been done under these powers or other powers used 
in a related investigation, for example: 

o extending a customer’s data allowance to hide the fact that surveillance data is 
being uploaded by the device to police. 

 
The full list of acts and things appears in 317E. The kinds of assistance available depend upon the 
type of power being exercised.  
 
The list in 317E is non-exhaustive in the case of voluntary assistance requests but exhaustive for the 
compulsive powers.  
 

A key question to ask, or determine in concert with a provider, is – do they currently have the 
capability to give this kind of assistance? 

 
If they are capable of giving the assistance, then a TAR or TAN may be issued to request or require it.  
 
If they are not capable of giving the assistance then a TAR can be issued to request that they build 
the capability or an agency may request that the Commonwealth Attorney-General issue a TCN to 
require them to be capable of giving this kind of assistance.  
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Additionally, where a provider has the ability to do so at the time the assistance is sought, providers 
may be asked (under a TAR) or compelled (under a TAN) to remove a form of electronic protection. 
However, none of the new powers can be used to ask or require providers to build a new capability 
to remove a form of electronic protection. 
 

What must decision-makers take into account? 

The decision-maker must be satisfied of certain matters, and turn their mind to specific criteria, 
before issuing a TAR or TAN.  

The decision-maker must be satisfied that the request or requirement is reasonable and 
proportionate and that compliance with them is practicable and technically feasible (see 317JAA for 
TARs and 317P for TANs).  

In determining whether a request or notice is reasonable and proportionate the decision-maker 
must have regard to the following matters (see 317JC for TARs and 317RA for TANs): 
 

 the interests of national security; 

 the interest of law enforcement; 

 the legitimate interests of the relevant provider; 

 the objectives of the request or notice; 

 the availability of other means to achieve these objectives; 

 whether the requirements are the least intrusive form of industry assistance insofar as it 
might impact innocent third parties; 

 whether the requirements are necessary; 

 the legitimate expectations of the Australian community relating to privacy and 
cybersecurity; and  

 such other matters the decision-maker considers relevant. 
 
Similarly for a TCN, the Attorney-General must not issue a TCN unless satisfied that the requirements 
imposed by the notice are reasonable and proportionate and that compliance with them is 
practicable and technically feasible (see 317V). 
 
In determining whether the requirements of a TCN are reasonable and proportionate the 
decision-maker must have regard to all of the matters outlined above. Further, the Attorney-General 
must not give a TCN to a provider unless the Attorney-General has notified the Minister for 
Communications about the proposal to give a TCN and the Minister for Communications has 
approved the giving of the notice. In deciding whether not to approve the giving of the notice, the 
Minister for Communications must take into account the following matters (see 317TAAA(6)): 
 

 the objectives of the notice; 

 the legitimate interests of the designated communications provider; and  

 the impact of the notice on the efficiency and international competitiveness of the 
Australian telecommunications industry; 

 any representation may by the Attorney-General to the Minister about the proposal to give 
a TCN; and 

 such other matters the Minister considers relevant.  
 

Consultation requirements 
 
The decision-making criteria is comprehensive. However, to fully understand some matters like the 
interests of a provider or technical feasibility it is expected that consultation with the affected 
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provider will be necessary. As a matter of practice and to minimise the risk of any adverse impact on 
providers or the wider public, consultation should be undertaken at all stages, regardless of whether 
it is a TAR, TAN or TCN. Urgent circumstances or well-established relationships with providers may 
mean that truncated consultation periods are practical and necessary.  
 
In any event, 317PA establishes mandatory consultation requirements before a TAN is given to a 
provider. This may be waived if the decision-maker is satisfied the assistance is urgent or the 
provider waives compliance.  
 
Before a TCN is issued, there is a mandatory 28 day (minimum) consultation period. The 
requirement to consult will not apply if the Attorney-General is satisfied that the TCN should be 
given as a matter of urgency, compliance with the consultation requirement is impracticable or it is 
waived with consent from the provider (see 317W).  

 

What limitations apply?  

There are a number of key limitations on TARs, TANs and TCNs contained within Division 7 of Part 15 
in the Telecommunications Act. Broadly, these include: 
 

1. Requirements and requests must not contravene the prohibition against building or 
implementing systemic weaknesses or vulnerabilities – 317ZG 
 

2. Requirements and requests must not be used to do things for which the requesting agency 
would otherwise require a warrant or authorisation – 317ZH 

 
3. (For a TCN) New capabilities must not require the construction of interception capabilities 

or data retention capabilities – 317ZGA 
 

Additionally, a TAN or TCN only remains in force for a maximum of 12 months at a time. As discussed 
below, this can be extended.  
 

No systemic weaknesses or vulnerabilities  
 

The key prohibition in the Assistance and Access Act is the limitation against any of the powers from 
requesting or requiring that a provider build or implement a systemic weakness or systemic 
vulnerability into a form of electronic protection  
 
What is a form of electronic protection?  
 
Electronic protection is a defined term in 317B and includes methods of authentication and 
encryption.  
 
What is a systemic weakness/vulnerability?  
 
Systemic weakness and systemic vulnerability are defined terms within 317B. They mean a 
vulnerability or weakness that affects a whole class of technology, but do not include a vulnerability 
or weakness selectively introduced to one or more target technologies that are connected with a 
particular person. For this purpose, it is immaterial whether the person can be identified.  
 
There are a few terms to unpack: 
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 The term ‘class of technology’ is not a defined term and therefore retains its ordinary 
meaning. Technological classes include particular mobile device models, carriage services, 
electronic services or software. The term is intended to encompass old and new technology 
and technology subclasses within a broader class of technology (for example, an iOS mobile 
operating system within a particular type of mobile device).  

 The term target technology is defined in 317B. Broadly, it means a particular electronic 
service, carriage service, software (including updates), installed or to be installed on a 
computer or item of equipment, customer equipment or data processing device, used, or 
likely to be used, by a particular person, regardless of whether the person can be identified 
or not.  

 The term ‘connected’ is not defined, but the term is intended to capture technologies 
associated with the particular person (i.e. a shared computer within a family). The term is 
intended to be narrower than the broader notion of ‘connectivity’ with the internet.  

 
The intended effect of these combined terms and definitions is to prohibit requirements that would 
impact entire models, types or systems of technologies and create a material risk that otherwise 
secure information would be accessed by unauthorised third parties (317ZG(4A), (4B) and (4C)).  

However, the definitions of systemic weakness or vulnerability explicitly allow for selective, targeted 
activities that weaken forms of electronic protection in a service or device of a particular person of 
interest. The caveat is that this targeted weakening must not have the effect of undermining wider 
cyber security protections for innocent third parties.  
 
Please also see the clarifying terms in 317ZG which make explicit that the prohibition against 
systemic weakness or vulnerability includes: 
 

 building or implementing a new decryption capability (317ZG(2)); 

 rendering wider systems of authentication or encryption less effective (317ZG(3)); and 

 acts or things that will, or are likely to, jeopardise the security of any information held by 
non-target persons (317ZG(4A)).  

 

A warrant or authorisation is still required  
 

If the agency is seeking to undertake activities that would require a warrant or an authorisation 
under a Commonwealth, State or Territory law, the warrant or authorisation is still required. For 
example, a provider cannot be asked to furnish things like the content of communications or 
telecommunications data absent an interception warrant or data authorisation under the 
Telecommunications (Interception and Access) Act 1979. Further, a TAR, TAN or TCN cannot require 
or request a provider to use a surveillance device or access data held in a computer if a law of a 
State or Territory would require a warrant or authorisation for that use or access. The limitations in 
317ZH applies to TARs, TANs and TCNs. This limitation also applies to overseas providers who 
currently cannot be issued a warrant or authorisation.  
 
Importantly, these limitations do not prevent requiring or requesting a provider to do things that 
would assist in, or facilitate, giving effect to a warrant or authorisation. For example, a provider can 
still be asked to install a surveillance device obtained under warrant or undertake activities that will 
facilitate the interception of services covered by an interception warrant.  
 

No interception or data retention capabilities  
 

The Attorney-General cannot issue a TCN requiring a provider to build an interception, delivery or 
data retention capability (see 317ZGA). These capabilities are already defined and limited by other 
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legislation, like the Telecommunications (Interception and Access) Act 1979, and continue to be 
governed by existing regimes.  
 
Agencies cannot seek to request a TCN to build capabilities of this kind. 
 

Varying, Extending or Revoking a Notice. 

The Act ensures that TARs, TANs and TCNs can be varied, extended and revoked.  
 
Variation: All requests and notices may be varied – this ensures that both minor and more 
significant changes can made as circumstances require. In order for a request or notice to be varied, 
the decision-maker must reach the same state of satisfaction and take into account all of the same 
matters that were considered in the making of the original request or notice.  
 
A variation cannot extend the duration of a notice. An extension must be sought in these cases.  
 

 Relevant sections – 317JA (TARs), 317Q (TANs) & 317X; 317XA; 317Y; 317YA (TCN) 
 
Extension: in relation to a TAN or TCN, if no expiry date is specified, the notice will expire 90 days 
after the notice is issued. Any specified expiry date must be later than 12 months after the notice 
was given. The period a notice is in force can be extended with the agreement of the provider; each 
period is not to exceed 12 months. If a notice does expire, a new notice may also be issued in the 
same terms as the expired notice, allowing continuing obligations and assistance to be set.  
 
By default, a TAR will expire after 90 days unless an expiry date is specified in the request. There is 
no maximum time limit for TARs to remain in force (317HA). 
 

 Relevant sections  - 317MA (TANs), 317TA (TCN) 
 
Revocation: a TAR, TAN or TCN can be revoked by a decision-maker. Revocation is mandatory if a 
decision-maker is satisfied that the request or notice is not reasonable and proportionate or 
compliance with the request or notice is not practicable or technically feasible. A written notice 
must be given to the provider. 
 

 Relevant sections – 317JB (TARs), 317R (TANs), 317Z (TCNs)  
 

As discussed below, relevant oversight bodies must be notified whenever a request or notice is 
issued, varied, extended or revoked. For interception agencies, notices must be given to the 
Commonwealth Ombudsman. Notifications must occur within 7 days after the relevant event.  
 

What form must they be in? 

Generally speaking, a TAR or TAN must be in writing (see 317H for TARs; 317M for TANs) unless 
specific circumstances exist. A request or notice may only be given orally, in urgent circumstances 
and a written record must be made within 48 hours of issuing the request or notice.  
 
Written copies of any oral records must be given to the provider and records must be retained while 
notices are in force (in addition to any other requirements, for example under the Archives Act 
1983).  
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How Notices are served? 

Notices, summons or processes in any proceedings connected with Part 15 (including a TAN or TCN) 
may be served on a provider in accordance with 317ZL.  
 
Section 317ZL deems a notice, summons or process to be served or given if: 
 

 in relation to providers: 
o It is left at, or sent by pre-paid post to, the nominated address for service given by 

the provider; or 
o If it is sent to the nominated electronic address for service given by the provider; 

 in relation to a body corporate that is incorporated outside Australia and the body corporate 
does not have a registered office or a principal office in Australia: 

o if the body corporate has an agent in Australia, it is served on or given to the agent; 
o if the body corporate carries on business, or conducts activities, at an address in 

Australia, it is left at, or sent by pre-paid post, to a place where the body corporate 
carries on business or conducts activities in Australia. 

 
317ZL does not prevent service being effected through section 587 and 588 of the 
Telecommunications Act or section 28A of the Acts Interpretation Act 1901.   

 

What are the costs, terms and conditions of compliance? 

When a provider receives a voluntary request, they may negotiate with the relevant issuing body for 
compensation. When a provider is compelled to give assistance because they have been issued a 
TAN or a TCN, they do so, by default, on the basis that they neither profit nor lose money (no-
profit/no-loss compliance). No-profit/no-loss compensation only includes the reasonable costs of 
compliance. This may be lower than those costs calculated by the provider. 
 
No-profit/no-loss compliance will apply unless the provider and the applicable costs negotiator 
otherwise agree (allowing commercial terms to be reached, for example), or the relevant 
decision-maker is satisfied that no-profit/no-loss compliance is against the public interest. This is not 
expected to be widely used and should be the exception not the rule. Considerations that must be 
taken into account to determine what is in the public interest are: 
 

 The interests of law enforcement (where the notice was issued by a law enforcement 

agency). 

 The interests of national security (where the notice was issued by ASIO) 

 The objects of the Act. 

 The regulatory burden of complying with the mandated assistance. 

 The reasons for imposing the mandated assistance. 

 Whether the provider has acted recklessly or negligently in relation to this assistance 

activity. 

o This consideration is not expressly listed in the Act but should be considered as a 

matter of policy. 

 

The full list of considerations appears in 317ZK(2). 
 
If a provider does not agree with the rate of compensation, an arbitrator may be appointed to 
determine an alternative rate. Compliance means a provider offers assistance in accordance with the 
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The Commonwealth Ombudsman may inspect the records of a law enforcement agency to 
determine their compliance with these notification requirements. The Commonwealth Ombudsman 
may then make a written report on the results of these inspections and give it to the Home Affairs 
Minister. 
 

The inspection powers of the Commonwealth Ombudsman appear in 317ZRB. 
 
The Commonwealth Ombudsman is also empowered, under existing laws, to inspect the exercise of 
powers under the Telecommunications (Interception and Access) Act 1979, the Surveillance Devices 
Act 2004 and activities conducted under the industry assistance regime in connection with warrants 
or authorisations granted by either legislation. 
 
Officials of the Inspector-General of Intelligence and Security and the Commonwealth Ombudsman 
are exempted from the unauthorised disclosure provisions that protect TAR, TAN and TCN 
information (317ZF). These officials may disclose this information as necessary in the course of 
performing their oversight duties. In the case of an Ombudsman official, these disclosures may 
include giving information to a State or Territory inspecting authority charged with oversighting an 
interception agency based in that jurisdiction. 

 

What reporting requirements apply? 

The use of industry assistance powers is subject to annual reporting requirements. 
 
Interception agencies must notify the Home Affairs Minister of their use of the industry assistance 
powers throughout the year ending 30 June. This notice must include the number of TARs, TANs and 
TCNs issued during that period and, specifically, the number of TCNs that were directed towards 
ensuring providers are capable of giving help to interception agencies. Additionally, if any TARs, 
TANs or TCNs were given in relation to the enforcement of an Australian offence with a penalty of 
three years or more imprisonment, these offences must be listed. 
 
ASIO must detail their use of the powers as part of their classified annual report required by 94 of 
the Australian Security Intelligence Organisation Act 1979. Similarly, ASIS and ASD must detail their 
use of the powers in their classified annual reports required by 42 and 42A of the Intelligence 
Services Act. 

 

What other information is required in the request or notice? 

The Act stipulates that when issuing a request or notice certain information and advice must be 
given to a provider. This is to ensure that the provider is aware of their obligations under law and 
know the potential remedies available.  
 
TARs (317HAA): The decision-maker must advise the provider that compliance with the request is 
voluntary.  
 
TANs (317MAA): The decision-maker must give the provider advice relating to their obligations 
under a notice, that is, their obligations under either 317ZA or 317ZB as applicable. As a matter of 
policy, the advice must also contain information about the penalties for non-compliance and the 
provider’s right to seek judicial review.  
 

 The decision-maker must also advise the provider of their right to make a complaint about 
the conduct of the agency to a relevant oversight body.  
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TCNs (317TAA): The decision-maker must give the provider advice relating to their obligations under 
a notice, that is, their obligations under either 317ZA or 317ZB as applicable. As a matter of policy, 
the advice must also contain information about the penalties for non-compliance and the provider’s 
right to seek judicial review.  
 
NOTE: All advice discussed above may be given orally or in writing. If made orally it must be written 
down within 48 hours. 

 

How is information shared? 

Unauthorised disclosure of information pertaining to TARs, TANs or TCNs is an offence under 317ZF. 
Authorised disclosure broadly includes disclosure that is made outside of the course of an 
investigation or associated legal proceedings, disclosure in the performance and exercise of agency 
powers and functions, disclosure to and within relevant oversight bodies, as well as disclosure in 
compliance with a relevant law of the Commonwealth, a State or Territory.  
 
Proposed disclosures of TAR, TAN or TCN information between agencies are subject to the 
notification of the Communications Access Co-ordinator appointed under the Telecommunications 
(Interception and Access) Act 1979. This requirement appears under 317ZF(12). Until administrative 
processes to govern this notification process are put in place, please send a notification to 
cac@homeaffairs.gov.au of the fact of the proposed disclosure – no further details will be necessary. 
 
Disclosures are also authorised for the purpose of oversight by State and Territory inspecting 
authorities, collecting statistics on the use of industry assistance powers and, with the approval of 
the issuing agency, disclosures of specified information to the public.  
 
Agencies or the Attorney-General, as the case may be, can permit a provider to make conditional 
disclosures of TAR, TAN or TCN information. This disclosure mechanism will allow providers to 
request on-disclosure of information throughout their supply chain or to other interested parties 
(see 317ZF(14) – (16)).  
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