
From:
To:
Subject: FW: Legal/Technical meeting with Apple in April [DLM=For-Official-Use-Only]
Date: Thursday, 22 February 2018 11:18:32 AM

For Official Use Only

FYI on encryption.

From: Warnes, Andrew 
Sent: Thursday, 22 February 2018 11:11 AM
To:

Subject: Legal/Technical meeting with Apple in April [DLM=For-Official-Use-Only]

For Official Use Only

Dear colleagues

Thank you for your ongoing assistance with work to develop the package of measures to deal
with the challenges posed by encryption.

Senior AGD officials met with senior staff from Apple on 15 February 2018 to further discuss the
package following earlier consultations last year. 

.

We consider the follow up meeting would be a useful way forward to test issues at a technical
level and flesh out detail around the legislation. 

Apple have proposed the meeting occur in April (between 16/4/2018-27/4/2018).

Grateful for your views about the follow up meeting and possible availability.

Kind regards

Andrew

Andrew Warnes | Assistant Secretary
Communications Security & Intelligence Branch
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From:
To:
Subject: FW: Consultation Table [SEC=PROTECTED, DLM=Sensitive:Cabinet]
Date: Monday, 19 February 2018 11:46:26 AM
Attachments: AA Encryption Bill External Consultation Table.docx

PROTECTED Sensitive: Cabinet

Hi 
 

 confirmed that Anna’s meeting with Facebook was on 27 September, not 27 October –
I’ve updated the table in tracked, 
 
Thanks

 

From: Warnes, Andrew 
Sent: Sunday, 18 February 2018 3:46 PM
To:
Cc: 
Subject: Consultation Table [SEC=PROTECTED, DLM=Sensitive:Cabinet]
 

PROTECTED Sensitive: Cabinet

Hi 
 
Further to our meeting with the AG on encryption, please find attached a table outlining the
consultation undertaken on the proposed encryption measures.

 
I hope this is of assistance. If you require anything further please let me know.
 
Kind Regards
 
Andrew
 
Andrew Warnes | Assistant Secretary
Communications Security & Intelligence Branch
Attorney-General's Department
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PROTECTED SENSITIVE: CABINET 

1 
Summary of External Consultation on Encryption Reforms 

Encryption Bill - 
External 

Consultation 
Dates Who 

Apple 

18 July 2017 
 

11 October 
2017 

 
15 February 

2018 

Australian Government 
 

 
AGD, AFP, ASIO, DoCA SES 

Apple 

Google 

31 July – 1 
August 2017 

 
10 August 

2017 
 

5 October 
2017 

 
16 October 

2017  
 

Australian Government 
AGD, AFP, ASIO, DoCA SES 

 

Google 

Facebook 

31 July – 1 
August 2017 

 
10 August 

2017 
 

27 October 
September 

2017 

Australian Government 
AGD, AFP, ASIO, DoCA SES 

- Facebook 
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PROTECTED SENSITIVE: CABINET 

2 
Summary of External Consultation on Encryption Reforms 

Encryption Bill - 
External 

Consultation 
Dates Who 

Microsoft 

31 July – 1 
August 2017 

 
10 August 

2017 
 

3 October 
2017 

Australian Government  
AGD, AFP, ASIO, DoCA SES 

Microsoft 

Telstra 

21 August 
2017 

 
11 October 

2017 

Australian Government  
AGD, AFP, ASIO, DoCA SES  

 

Telstra 
(by post)  

, 

Optus 

31 August 
2017 

 
5 October 

2017 

Australian Government  
AGD, AFP, ASIO, DoCA SES 

Optus 
(by post)  
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PROTECTED SENSITIVE: CABINET 

3 
Summary of External Consultation on Encryption Reforms 

Encryption Bill - 
External 

Consultation 
Dates Who 

Vodafone 

13 
September 

2017 
 

9 October 
2017 

Australian Government  
AGD, AFP, ASIO, DoCA SES 

Vodafone 
(by post)  

TPG 

31 August 
2017 

 
27 

September 
2017 

Australian Government  
AGD, AFP, ASIO, DoCA SES 

TPG 
(by post)  

 

Communications 
Alliance 

18 October 
2017 

Australian Government  
AGD SES 

Communications Alliance 
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PROTECTED SENSITIVE: CABINET 

4 
Summary of External Consultation on Encryption Reforms 

Encryption Bill - 
External 

Consultation 
Dates Who 

Law Council 
of Australia 

16 
November 

2017 

Australian Government  
(by post) AG  

AGD SES 

Law Council of Australia 
(by post

 (by phone) 
 (by phone). 

Australian 
Strategic 

Policy 
Institute 

12 October 
2017 

Australian Government  
AGD SES 

ASPI 
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From: Warnes, Andrew
To:
Cc:
Subject: Consultation Table [SEC=PROTECTED, DLM=Sensitive:Cabinet]
Date: Sunday, 18 February 2018 3:46:01 PM
Attachments: AA Encryption Bill External Consultation Table.docx

Attachment A Apple Meeting Summary 11 October 2017.docx
Attachment B Encryption Assistance Framework Warrant and Notice Diagrams.pdf
Attachment C Response from Google.docx
Attachment D AG Meeting with DIGI - Meeting Summary - 10 August 2....doc
Attachment E Response from Microsoft.docx
Attachment F Letter regarding Encryption Reforms - Telstra.pdf
Attachment G Letter regarding Encryption Reforms - Optus.pdf
Attachment H Letter regarding encryption reforms - Vodafone.pdf
Attachment I Letter regarding Encryption Reforms - TPG.PDF
Attachment J Letter from TPG Following Meeting.docx
Attachment K Communications Alliance Response to Encryption.docx
Attachment L LCA Letter to AG Encryption.pdf
Attachment M Response to LCA"s position on Encryption.pdf
Attachment N Meeting with Law Council of Australia Concerning Encryption ....docx

PROTECTED Sensitive: Cabinet

Hi 
 
Further to our meeting with the AG on encryption, please find attached a table outlining the
consultation undertaken on the proposed encryption measures. 

 
I hope this is of assistance. If you require anything further please let me know.
 
Kind Regards
 
Andrew
 
Andrew Warnes | Assistant Secretary
Communications Security & Intelligence Branch
Attorney-General's Department
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Meeting: AGD, DOCA, ASIO, AFP representatives with Apple 
Wednesday 11 October 2017, 12:30-2pm 
Location: Canberra 
Attendees: 

• AGD: Anna Harmer, , Dan Abraham,  
• Communications:  
• ASIO:
• AFP:  
• Apple:  
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From: google.com]  
Sent: Thursday, 12 October 2017 1:26 pm 
To:  
Cc: Harmer, Anna; Abraham, Daniel 
Subject: Re: Meeting with the Attorney-General's Department [SEC=UNCLASSIFIED] 
 
Dear , Anna  
 
Thanks very much once again for taking the time to provide such a detailed briefing over the 
telephone last week.  I wanted to come back to you with some feedback in advance of our 
meeting next week (when  is in town).   

I look forward to discussing this with you in person next week. 
 
Kind regards 

 
 
AGD Note: font changes are consistent with email. 
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OFFICIAL USE ONLY  
 

 
 

 

 

 

OFFICIAL USE ONLY  
 

 

 
ATTORNEY-GENERAL’S MEETING WITH EXECUTIVES FROM THE DIGITAL 

INDUSTRY GROUP INCORPORATED (DIGI) 
 

MEETING SUMMARY 
 
10 August 2017 10:54 am 

In attendance  

Digital Industry Group Incorporated (DIGI) 

, DIGI 

 Twitter Australia 

 Facebook 

, Google 

, Microsoft Australia 
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Action officer: 
 

Legal Officer, Electronic Surveillance  
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From:

Subject: Consultation table [SEC=PROTECTED, DLM=Sensitive:Cabinet]
Date: Thursday, 15 February 2018 10:22:24 AM
Attachments: FW Messaging around access to data for regulated industries SECUNCLASSIFIED.msg

image001.jpg
L - 2017 11 06 response - LCA"s position on Encryption.pdf
FW Meeting with the Attorney-General"s Department SECUNCLASSIFIED.msg
RE Emails for Global Internet Forum to Counter Terrorism meetings SECUNCLASSIFIED.msg
GIFCT Meeting summary and action items.docx
Attendee Snapshot (2).docx
Feedback to AGD on draft Encryption Legislation v2.docx
Briefing -  - October 2017 (2).docx
DIGI Quarterly Meeting - Secretary s Meeting Brief - Thursday 10 August ....docx
IISD - CSIB - ESS - AG Meeting with DIGI - Meeting Summary - 10 August 2....doc
Encryption Bill Industry Consultation Table (2).docx

PROTECTED Sensitive: Cabinet

Hey 
 

 
A few points:

·         DIGI met with the Secretary and the AG on 10 August – 

         

          for the meeting in June between the AG and Apple,

 

 

Secondee to the National Disruption Group
Countering Violent Extremism Centre | Attorney-General’s Department 
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Attendee Snapshot 

Optus  

Telstra 
 

Vodafone 
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Hutchinson 
Australia (VHA)

 

 

TPG Telecom 
(TPG) 
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Vocus 
 

Communications 
Alliance 
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PROTECTED: Sensitive Cabinet 
Attorney-General's Department – Meeting Brief 

 

Minister for Justice meeting with  
 Google. 

 
DATE: 18 October 2017 

 
TIME: 11:30am – 12:00pm 

PLACE: M1.24 
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UNCLASSIFIED 

1 of 5 

Secretary Meeting Brief – Digital Industry Group Incorporated (DIGI) Quarterly Meeting 
Thursday 10 August 2017, 2:00pm-3:00pm      Room 
 

 
 

 

 

 
 
Industry Participants 

 Digital Industry Group Incorporated (DIGI) 
 Twitter Australia 

 Facebook 
 Google 

 Microsoft Australia 
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From:
To:
Cc: Abraham, Daniel; 
Subject: Meetings [SEC=UNCLASSIFIED]
Date: Tuesday, 10 October 2017 5:00:54 PM
Attachments: image002.jpg

UNCLASSIFIED

Hey 
 

 
So the two meetings tomorrow are:
 

·         Telstra, Wednesday 11: 9:30 – 11:30am at their Mort Street offices in Canberra. This
meeting may not run for the full two hours but the time has been set aside.

·         Apple, Wednesday 11: 12:30 – 2pm here at the Department (3-5 National circuit). It is
in the  room.

 
,  (DoCA),  (ASIO) and  (AFP) are

confirmed as going to both.
 
The following  from Apple are going:
 

·         

         

         

         

 
Someone will have to escort everyone to
 
If you need to get in contact with Apple:
 

 
 
or Telstra
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Thanks
 

 
 | Legal Officer

Electronic Surveillance| Communications Security and Intelligence

________________________________________________
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From:
To: "
Cc: ; Abraham, Daniel; 
Subject: RE: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
Date: Tuesday, 10 October 2017 4:40:42 PM
Attachments: image002.jpg

UNCLASSIFIED

Hi 
 
Just confirming our meeting at the Department tomorrow from 12:30 to 2pm. We are located at
3-5 National Circuit, Barton, 2600.
 

Many thanks
 

 
| Legal Officer

Electronic Surveillance| Communications Security and Intelligence

________________________________________________

From:  
Sent: Friday, 6 October 2017 1:36 PM
To: '
Cc: Harmer, Anna; Abraham, Daniel
Subject: RE: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 

UNCLASSIFIED

Hi 
 
No problem. In addition to our department, there will a small number of representatives from
the Department of Communications and the Arts, the Australian Security Intelligence
Organisation and the Australian Federal Police.
 
Other than  could you advise if anyone else from Apple is attending?
 
Thanks
 

 
 | Legal Officer

Electronic Surveillance| Communications Security and Intelligence
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________________________________________________

From:  
Sent: Friday, 6 October 2017 1:17 PM
To: 
Cc: Harmer, Anna; Abraham, Daniel
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Hi  
 
Can you advise which Departments will be joining the meeting on Wed?
 
Thanks
 

  
 
 
 
 

On Oct 5, 2017, at 7:51 AM,  wrote:
 

UNCLASSIFIED
Great, I’ll set aside 12:30 – 2pm on 11 October to give us a bit more time. Discussions should
only last an hour or so.
 

 
 
Many thanks
 

 
| Legal Officer

Electronic Surveillance| Communications Security and Intelligence

________________________________________________
<image001.jpg>

From:  
Sent: Thursday, 5 October 2017 10:23 AM
To: 
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Happy to start at 1pm, or maybe 12:30?  (just in case we need a bit more time)
 

 
How long do you think the discussion will last?
 
Also I forgot I will have one more person  

 joining as well.
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On Oct 5, 2017, at 7:06 AM,  wrote:
 

UNCLASSIFIED
Not a problem at all 
 
I just had confirmation from our colleagues at the Department of Communications and the Arts
that 12:00 – 2pm on 11 Oct would be a better time, would either 12 – 1 or 1 – 2 work?
 
Thanks
 

 

From:  
Sent: Thursday, 5 October 2017 10:04 AM
To: 
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Hi

 
Could we meet at 2 pm on 11 Oct at your offices in Canberra?
 
Thanks

 
  

 
 
 
 

On Oct 5, 2017, at 7:02 AM, > wrote:
 

UNCLASSIFIED
Hi 
 
Ah I see, that’s fine. 

 
 
Would an hour between 12 – 3pm on October the 11 suit? We are still happy to host at our
Canberra offices.
 
Thank you for those details
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Kind regards
 

 
 | Legal Officer

Electronic Surveillance| Communications Security and Intelligence

________________________________________________
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From:  
Sent: Thursday, 5 October 2017 9:54 AM
To: 
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Thanks  
 
I think there is a slight misunderstanding that I do not think you were on.  There had been
some back and forth that today would not work and the meeting would need to be next
week.  Dates I as given were Oct 11 or possibly Oct 13.  I have been targeted Oct 11 - is
this still available?  I had sent a note to  had not heard back - email may have
failed.  
 
Attendees will be 
 
We will FT in another colleague from the US.
 
Thanks

 
  

 
 
 
 

On Oct 5, 2017, at 6:42 AM, > wrote:
 

UNCLASSIFIED
Hi 
 
I’m organising today’s meeting . Things are ready for us at 4:00pm at
the Attorney-General’s Department (3-5 National Circuit, Barton). I note that some
additional colleagues of yours may be attending? Are you able to give me their details?
 
I will meet you all in the foyer to escort you. 
 
Many thanks
 

 
 | Legal Officer

Electronic Surveillance| Communications Security and Intelligence

________________________________________________
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From:  
Sent: Friday, 22 September 2017 3:09 PM
To: 
Cc: Abraham, Daniel;  Harmer, Anna; 
Subject: RE: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 

UNCLASSIFIED
Hi 
 
Yes, if possible it would be beneficial to bring an encryption expert to be able to discuss with the
agencies in detail.
 
Thanks,
 

 

From:  
Sent: Friday, 22 September 2017 2:54 PM
To: 
Cc: Abraham, Daniel; ; Harmer, Anna; 
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Let’s pencil it in. I will confirm when the US wakes up
 
Is there a need to bring an encryption expert to this meeting?

  
 
 
Sent from my iPhone

On Sep 22, 2017, at 2:28 PM,  wrote:

UNCLASSIFIED
Hi 
 

4pm is the only time that Anna is available on the afternoon of the 5th.
 
Does this suit you?
 
Thanks,
 

 

From:  
Sent: Friday, 22 September 2017 11:34 AM
To:
Cc: Abraham, Daniel; ; Harmer, Anna; 
Subject: Re: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 
Thanks - Is there any chance to move the meeting to the afternoon?
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On Sep 22, 2017, at 10:28 AM, 
 wrote:

 
UNCLASSIFIED

Good morning 
 

Thank you for responding so quickly. Does 11:30am on the 5th of
October suit to meet?
 

Anna has meetings throughout the day on the 5th so if you are able to
come to Canberra as suggested we would be happy to host here.
 
Many thanks,
 

 

Electronic Surveillance Section | Communications Security and Intelligence
Branch
Intelligence and Identity Security Division
Attorney-General’s Department 

<image001.jpg>
 
 
 
 

From:  Harmer, Anna
Sent: Thursday, 21 September 2017 5:01 PM
To: 
Cc: Abraham, Daniel; 
Subject: Encryption legislative reforms - Apple [SEC=UNCLASSIFIED]
 

UNCLASSIFIED
Dear 
 
Thanks again for facilitating this week’s training – 
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I would welcome an opportunity to talk in further detail about
proposed arrangements for engagement between your sector and the
national security and law enforcement community.  

 
I will be in Sydney late next week and would be happy to visit your
offices – alternatively should you be in Canberra we’re of course
happy to meet here.  

 
Kind regards,
Anna
 
Anna Harmer |   First Assistant Secretary
Intelligence and Identity Security Division
Australian Government Attorney-General's Department

 
 
 
 

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
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to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

 

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
 

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
 

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
 

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
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From:

Subject: FW: Meeting pack - TPG and Facebook [SEC=PROTECTED, DLM=Sensitive]
Date: Tuesday, 10 October 2017 11:18:23 AM
Attachments: CSIB - ESS - Encryption - Assistance Framework Version 3a.docx

CSIB - ESS - Encryption - Assistance Framework Version 3a.tr5
CSIB - ESS - Meetings with providers - 27 September.tr5
CSIB - ESS - Meetings with providers - 27 September.docx
FW TPG and Government Engagement SECUNCLASSIFIED.msg

PROTECTED Sensitive

 
 

From: Abraham, Daniel 
Sent: Tuesday, 3 October 2017 3:41 PM
To: 
Subject: FW: Meeting pack - TPG and Facebook [SEC=PROTECTED, DLM=Sensitive]
 

PROTECTED Sensitive

 
 
From:  
Sent: Tuesday, 26 September 2017 10:13 pm
To: Harmer, Anna
Cc: Abraham, Daniel;
Subject: FW: Meeting pack - TPG and Facebook [SEC=PROTECTED, DLM=Sensitive]
 

PROTECTED Sensitive

Hi Anna,
 

 please see the pack for the meetings tomorrow. 
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PROTECTED: Sensitive Cabinet 
 

1 of 7 

Meeting Brief – AGD, AFP, ASIO and DoCA meeting with providers – Encryption legislative reforms 
Wednesday 27 September, Sydney 
 

 
Meeting Participants 

, TPG 
, Facebook 

, ASIO 
, Department of Communications and the Arts 

Anna Harmer, First Assistant Secretary, Intelligence and Identity Security Division 
Dan Abraham, Assistant Secretary, Communications Security and Intelligence Branch 

 Communications Security and Intelligence Branch 
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From:

Subject: RE: Vodafone meeting [SEC=PROTECTED, DLM=Sensitive:Cabinet]
Date: Monday, 9 October 2017 12:49:01 PM
Attachments: CSIB - ESS - Encryption - Assistance Framework - Technical Capability Warrants - Final.PDF

CSIB - ESS - Encryption-Assistance Framework -Technical Assistance Notices - Final.PDF

PROTECTED Sensitive: Cabinet

Thanks 
 
Hi 
 
Vodafone sent to following dea:
 

 
I’ll also forward you the invite which contains these details.
 
I

 
Cheers

 

From:  
Sent: Monday, 9 October 2017 12:43 PM
To:

Subject: Vodafone meeting [SEC=UNCLASSIFIED]
Importance: High
 

UNCLASSIFIED

Hi 
 

, from AFP, is looking to dial-in to the Vodafone encryption meeting. Can you provide him
with the teleconference details.
 
Cheers
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From:
To: Andrew WARNES; 
Cc:
Subject: Facebook Meeting with Department of Home Affairs
Start: Wednesday, 1 August 2018 11:00:00 AM
End: Wednesday, 1 August 2018 11:30:00 AM
Location: 3-5 National Circuit, Barton

Parking : Visitors parks out the front of the building, otherwise around the back there is 1 hour parking spots.

 

Contacts :

Executive Assistant to Andrew Warnes

Assistant Secretary

National Security Policy Branch | National Security & Law Enforcement Policy Division

Department of Home Affairs
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From:
To: Andrew WARNES; 
Subject: Encryption - Meeting with Apple [DLM=For-Official-Use-Only]
Start: Wednesday, 1 August 2018 2:00:00 PM
End: Wednesday, 1 August 2018 4:00:00 PM
Location: TBA

For-Official-Use-Only

Blocking the diary
For-Official-Use-Only
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From:

Subject: Draft legislation - Optus
Start: Wednesday, 18 July 2018 11:00:00 AM
End: Wednesday, 18 July 2018 12:00:00 PM
Location: ACT 3-5 Nat Cct Barton  Rm

UNCLASSIFIED

UNCLASSIFIED
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From:
Subject: Assistance and Access - Follow-up Discussion with Microsoft
Start: Monday, 6 August 2018 3:30:00 PM
End: Monday, 6 August 2018 4:00:00 PM
Location: ACT 3-5 Nat Cct Barton  Rm

For-Official-Use-Only

Hi 

 

It would be useful just to briefly touch base, . 

 

For-Official-Use-Only
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From:
To:
Subject: Andrew Warnes & 
Start: Thursday, 19 July 2018 10:00:00 AM
End: Thursday, 19 July 2018 11:00:00 AM
Location: https://mit.webex.com/mit

JOIN BY PHONE
 US Toll Number

IMPORTANT NOTICE: This WebEx service includes a feature that allows audio and any documents and other materials exchanged or viewed
during the session to be recorded. By joining this session, you automatically consent to such recordings. If you do not consent to the recording,
discuss your concerns with the meeting host prior to the start of the recording or do not join the session. Please note that any such recordings may
be subject to discovery in the event of litigation.
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From:
; Andrew WARNES; 

Subject: Amazon Meeting - Encryption [SEC=UNCLASSIFIED]
Start: Thursday, 26 July 2018 10:00:00 AM
End: Thursday, 26 July 2018 12:00:00 PM
Location:  Room - Level 1, 4 National Circuit

UNCLASSIFIED

UNCLASSIFIED
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From:

Subject: Telstra Encryption
Start: Monday, 16 July 2018 1:30:00 PM
End: Monday, 16 July 2018 3:00:00 PM
Location: ACT 3-5 Nat Cct Barton  Rm

UNCLASSIFIED

UNCLASSIFIED
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From:

Subject: Microsoft Meeting
Start: Friday, 20 July 2018 11:30:00 AM
End: Friday, 20 July 2018 12:30:00 PM
Location: Level 4, 6 National Circuit

UNCLASSIFIED

UNCLASSIFIED
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From: Andrew WARNES
To:

Subject: FW: 6/29 Call [SEC=UNCLASSIFIED]
Date: Tuesday, 26 June 2018 9:48:04 AM
Attachments: AU Draft Bill062018.pdf

UNCLASSIFIED

UNCLASSIFIED

From:  
Sent: Tuesday, 26 June 2018 6:34 AM
To: Andrew WARNES 
Cc:  
Subject: Re: 6/29 Call [SEC=UNCLASSIFIED]
Hi Andrew,
Call is set for your 10am Friday 6/29.
Attached are our general comments and we will try to send a long a few scenarios for
discussion on our call Friday!
DIAL IN:

On Jun 22, 2018, at 15:25, Andrew WARNES
> wrote:

UNCLASSIFIED
Thanks 

Sent by Email+
UNCLASSIFIED

From: "
Date: Friday, 22 June 2018 at 11:49:58 pm
To: "Andrew WARNES" 
Subject: Re: 6/29 Call [SEC=UNCLASSIFIED]

We’re a go for your 10am on Friday 6/29. I’ll send call-in number and our general
comments shortly. 

> On Jun 22, 2018, at 6:32, Andrew WARNES
> wrote:

> 
> UNCLASSIFIED
> Hi 
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> 
> I could do 10am if that would work 
> 
> Cheers
> Andrew
> 
> UNCLASSIFIED
> 
> -----Original Message-----
> From: ] 
> Sent: Friday, 22 June 2018 8:30 PM
> To: Andrew WARNES >
> Subject: 6/29 Call
> 
> Hi Andrew,
> 
> 

 I’m
wondering if we could do a call with you on your Friday morning 6/29?

> 
> If you can give me a time I’ll organize the group from Apple and send a dial in!
> 
>
> 
> 
> Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please
advise the sender and delete the message and attachments immediately. This email,
including attachments, may contain confidential, sensitive, legally privileged and/or
copyright information. 
> 
> Any review, retransmission, dissemination or other use of this information by persons
or entities other than the intended recipient is prohibited. The Department of Home
Affairs and ABF respect your privacy and have obligations under the Privacy Act 1988. 
> 
> Unsolicited commercial emails MUST NOT be sent to the originator of this email.
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From:
To: Andrew WARNES
Cc:
Subject: Re: Outcomes of Apple and Home Affairs Meeting - 29 June 2018 [DLM=Sensitive:Legal]
Date: Tuesday, 3 July 2018 12:35:48 PM

Thank you! Will revert shortly .

Appreciate your generosity!

On Jul 2, 2018, at 10:15 PM, Andrew WARNES
> wrote:

Sensitive:Legal

Either day would work, and given you are coming here happy for you to pick the
day that best suits.

Sensitive:Legal

From:  
Sent: Tuesday, 3 July 2018 11:34 AM
To: Andrew WARNES <

 

Subject: Re: Outcomes of Apple and Home Affairs Meeting - 29 June 2018
[DLM=Sensitive:Legal]
Thank you very much.
Does a 7/31 or August 1 meeting work for your team? I’m thinking 2 hours.

On Jul 2, 2018, at 20:34, Andrew WARNES

Sensitive:Legal

Dear 
Thank you again for meeting with us on Friday morning to talk
through your comments on the draft Assistance and Access Bill.
As promised,
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I look forward to meeting later this month or early August.
I very much appreciate your continued engagement with us on this
proposed legislation.
Kind regards
Andrew
Andrew Warnes | Assistant Secretary
National Security Policy Branch
Department of Home Affairs

Sensitive:Legal

Important Notice: The content of this email is intended only for
use by the individual or entity to whom it is addressed. If you
have received this email by mistake, please advise the sender and
delete the message and attachments immediately. This email,
including attachments, may contain confidential, sensitive, legally
privileged and/or copyright information. 

Any review, retransmission, dissemination or other use of this
information by persons or entities other than the intended
recipient is prohibited. The Department of Home Affairs and ABF
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respect your privacy and have obligations under the Privacy Act
1988. 

Unsolicited commercial emails MUST NOT be sent to the
originator of this email.

FOI Document #26



From:
To: Andrew WARNES
Cc:
Subject: RE: Meeting Next Thursday [SEC=UNCLASSIFIED]
Date: Friday, 3 August 2018 4:37:05 PM
Attachments: image001.png

Andrew
If you can lock in that time it would be appreciated.

Australia & New Zealand
Amazon Web Services
Level 37, 2-6 Park Street
SYDNEY NSW 2000

From: Andrew WARNES 
Sent: Thursday, August 2, 2018 7:07 AM
To:  
Cc:  
Subject: RE: Meeting Next Thursday [SEC=UNCLASSIFIED]

UNCLASSIFIED

Apologies for the delayed response. I am happy to meet next Friday. Could we potentially do the
afternoon, say 2:30?
Cheers
Andrew

UNCLASSIFIED

From:  
Sent: Wednesday, 1 August 2018 1:34 PM
To: Andrew WARNES <
Cc: 
Subject: Meeting Next Thursday
Andrew
I need to lock in with you a time to meet to discuss the follow-up ideas/suggestions from
Amazon in respect of the Access and Assistance Bill.
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Regards

Australia & New Zealand
Amazon Web Services
Level 37, 2-6 Park Street
SYDNEY NSW 2000

Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please advise
the sender and delete the message and attachments immediately. This email, including
attachments, may contain confidential, sensitive, legally privileged and/or copyright
information. 

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited. The Department of Home Affairs
and ABF respect your privacy and have obligations under the Privacy Act 1988. 

Unsolicited commercial emails MUST NOT be sent to the originator of this email.
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From:
To:
Cc:  Andrew WARNES
Subject: RE: Follow up - Industry Roundtable [DLM=Sensitive] [SEC=UNCLASSIFIED]
Date: Friday, 6 July 2018 4:27:00 PM
Attachments: image001.png

UNCLASSIFIED

Hi 
Sounds great, we’ll expect you then. Please arrive in the foyer of 3-5 National Circuit, Barton at 1:20
and I’ll escort you up.
Thanks,

A/Assistant Director | Electronic Surveillance Section
National Security Policy Branch | National Security and Law Enforcement Policy Division
Policy Group
Department of Home Affairs

UNCLASSIFIED

From:  
Sent: Friday, 6 July 2018 11:44 AM
To: 
Cc: Andrew WARNES 
Subject: RE: Follow up - Industry Roundtable [DLM=Sensitive]
Hi 
Please accept my apologies for the slow response.
The Telstra representatives will travel to Canberra on Monday, 16 July. Please let me know if a
meeting 1.30-3 pm at your office would work ok.
Thank-you.
Kind regards,

Customer Service Management, Telstra Operations

This email may contain confidential information. 
If I've sent it to you by accident, please delete it immediately

From:  
Sent: Tuesday, 3 July 2018 9:41 AM
To: 
Cc: 

 Andrew WARNES
< >
Subject: RE: Follow up - Industry Roundtable [DLM=Sensitive]
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Sensitive

Hi 

Very happy to meet face-to-face. Would Monday the 16th (except 11:00 – 12:30) or Tuesday the 17th

be suitable? If you’re able to come to Canberra, that would be most appreciated.
Kind regards,

A/Assistant Director | Electronic Surveillance Section
National Security Policy Branch | National Security and Law Enforcement Policy Division
Policy Group
Department of Home Affairs

Sensitive

From:  
Sent: Monday, 2 July 2018 3:46 PM
To: 

Cc: Andrew WARNES 

Subject: RE: Follow up - Industry Roundtable [DLM=Sensitive]
Hi 
Thanks for following up and for the very useful engagement last week.
The Telstra team is reviewing the draft documents and will provide comments by 11 July as
requested. It would be appreciated if we could then arrange a face-to-face workshop to discuss.
Please let me know if you would like any extra information.
Thank-you.
Kind regards,

Customer Service Management, Telstra Operations

This email may contain confidential information. 
If I've sent it to you by accident, please delete it immediately

From:  
Sent: Monday, 2 July 2018 3:11 PM
To: 
Cc: Andrew WARNES 

Subject: Follow up - Industry Roundtable [DLM=Sensitive]

Sensitive
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Good afternoon,
Thank you for attending last Thursday’s roundtable to discuss the Government’s proposed industry
assistance framework. 

 

A/Assistant Director | Electronic Surveillance Section
National Security Policy Branch | National Security and Law Enforcement Policy Division
Policy Group
Department of Home Affairs

Sensitive

This document may contain ‘personal identifiers’ and ‘personal information’ as defined under
the Migration Act 1958 or Australian Citizenship Act 2007, and can only be used for purposes
under these Acts. 

Important Notice: The content of this email is intended only for use by the individual or entity
to whom it is addressed. If you have received this email by mistake, please advise the sender
and delete the message and attachments immediately. This email, including attachments, may
contain confidential, sensitive, legally privileged and/or copyright information. 

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited. The Department of Home Affairs and
ABF respect your privacy and have obligations under the Privacy Act 1988. 

Unsolicited commercial emails MUST NOT be sent to the originator of this email.

FOI Document #28

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s. 
22(1)
(a)(ii)



From:
To: "
Cc: ; Andrew WARNES; 
Subject: RE: Consultation on legislation [DLM=Sensitive:Legal]
Date: Tuesday, 3 July 2018 3:42:00 PM
Attachments: Assistance and Access Bill.pdf

Explanatory Document - Final (002) (002).pdf
Industry Assistance Process flowchart.pdf
Technical Assistance Notice flowchart.pdf
Technical Capability Notice flowchart.pdf

Sensitive:Legal

Dear 
I’m sorry Facebook wasn’t able to attend last Thursday’s roundtable. 

We would also be happy to arrange a meeting in the next few weeks to discuss the detail of the
proposal if that would assist.

The Department appreciates Facebook’s continued engagement and discretion.
Many thanks

A/Assistant Director | Electronic Surveillance Section
National Security Policy Branch | National Security and Law Enforcement Policy Division
Policy Group
Department of Home Affairs

Sensitive:Legal

FOI Document #29

s. 
47F(1)

s. 
47F
(1)

s. 22(1)
(a)(ii)
s. 22(1)(a)
(ii)

s. 22(1)(a)
(ii)

s. 
22(1)
(a)(ii)

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

mailto:ANDREW.WARNES@HOMEAFFAIRS.GOV.AU
C8ANT
Cross-Out



FOI Document #29

s. 22(1)(a)(ii)



FOI Document #29

s. 22(1)(a)(ii)



From:
To:
Cc: Andrew WARNES; 
Subject: RE: Additional Draft Bill comments [SEC=UNOFFICIAL]
Date: Thursday, 2 August 2018 4:50:00 PM

UNOFFICIAL

Hi l
 
That’s fine, happy to meet.
 

 
Many thanks,
 

UNOFFICIAL

 

From: m.telstra.com] 
Sent: Thursday, 2 August 2018 4:07 PM
To: 
Subject: Additional Draft Bill comments
 

,  
As per my voice message, we would like to catch up with you later next week with some

additional comments on the draft Bill.
 
 
If you are agreeable, please let me know your availability.

 
 
 

 
Network and Technology Regulation
Regulatory Affairs

 

.telstra.com

 
This communication may contain confidential or copyright information of Telstra Corporation Limited (ABN 33 051 775
556). If you are not an intended recipient, you must not keep, forward, copy, use, save or rely on this communication, and
any such action is unauthorised and prohibited. If you have received this communication in error, please reply to this email
to notify the sender of its incorrect delivery, and then delete both it and your reply.
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From:
To:
Cc:  Warnes, Andrew
Subject: ACIC attendance at Apple meeting on 26 April 2018 [DLM=Sensitive]
Date: Monday, 16 April 2018 11:23:09 AM

Sensitive

Hi all
 called to confirm the following ACIC attendance at the Apple meeting regarding

encryption on 26 April.

,  expressed the desire for him to attend.

 
Thanks

 
Electronic Surveillance
Communications Security and Intelligence Branch
Attorney-General’s Department
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From:

Cc: Government Relations; "
 Warnes, Andrew

Subject: Encryption - Meeting with Apple - 26 April 2018 [DLM=For-Official-Use-Only]
Date: Thursday, 12 April 2018 4:40:56 PM
Attachments: Draft Agenda - Meeting with Apple - Encryption - 26 April 2018.docx

For Official Use Only

Colleagues,
You will have received a calendar invite for the follow-up meeting between staff from
Apple and relevant agencies on 26 April 2018, between 10:30am-12:30pm.

 | Director | Electronic Surveillance Section
Commonwealth Attorney-General's Department
3-5 National Circuit | Barton ACT 2600

www.ag.gov.au
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Meeting with Apple representatives 
Encryption 

 
26 April 2018, 10:30am-12:30pm 
Attorney-General’s Department 

3-5 National Circuit 
BARTON, ACT, 2600 
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From:

Subject: Updated attedance list - Encryption - Meeting with Apple - 26 April 2018 [DLM=For-Official-Use-Only]
Date: Thursday, 19 April 2018 11:32:57 AM

For Official Use Only

Hello
Updated table: (red denotes no reply received by me – and green is a yes)

Meeting with Apple
Invitee Agency Status Additional

AFP Declined
AFP Declined
Apple
AFP Accepted

AFP Accepted

Crime Commission Accepted
Crime Commission
Crime Commission Yes
Crime Commission Yes
Crime Commission Yes
ASIO Accepted
ASIO Accepted
ASIO
ASIO

Car space for  – Car Park 7 (he will need to be escorted down to car park and up to
meeting)
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From:
To:

Subject: Re: Meeting on 26 April 2018 regarding encryption [DLM=For-Official-Use-Only]
Date: Monday, 23 April 2018 3:38:41 PM

Hi there,

 who joined in the meeting with Anna last time are 
. We are also bringing  Apple’s 

 met with MacGibbon in the past 
 joined the meeting we just did 

 in San Francisco and we decided to have  come with us to
Canberra.  is our top  and I am 

, including Australia.

Here are the attendees from our side:

 -  is the  at Apple.  has
been with the company  and brings 

 responsible for
overseeing Apple's 

Prior to Apple,

 is responsible for
 into Apple’s products and services, 

 is responsible for  of
Apple products 

,
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On Apr 23, 2018, at 13:38, 
wrote:

For Official Use Only

Hi 
Just wondering if you were able to provide an attendee list for the Apple
representatives attending the meeting this Thursday?
Kind regards

 | Director | Electronic Surveillance Section | 

From:  
Sent: Thursday, 12 April 2018 4:47 pm
To: 
Cc: Warnes, Andrew; 
Subject: RE: Meeting on 26 April 2018 regarding encryption [DLM=For-Official-Use-
Only]

For Official Use Only

Dear 

I am writing to follow up on arrangements for a meeting on 26
April between Apple and the relevant government agencies to discuss
encryption.

To assist our planning, grateful if you can please confirm Apple attendees at
earliest convenience (by 17 April if possible).
Kind regards

.
 | Director | Electronic Surveillance Section | 

From:  
Sent: Friday, 23 March 2018 5:57 PM
To: Warnes, Andrew
Cc:  
Subject: CM: Re: Apple & PM Turnbull in DC [DLM=For-Official-Use-Only]
Thanks! Have a good weekend and we will plan to see you on the
26th!

On Mar 21, 2018, at 8:54, Warnes, Andrew
 wrote:
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For Official Use Only
Hi 
I expect that it will be possibly the Secretary or Deputy Secretary from Home Affairs
who will attend, so not myself or Anna.
With regards to the follow-up meeting propose we set aside a half-day (from 10
am) on 26 April 2018, if that would suit you?
Kind Regards
Andrew
Andrew Warnes | Assistant Secretary
Communications Security & Intelligence Branch
Attorney-General's Department

From: ] 
Sent: Tuesday, 20 March 2018 12:47 pm
To: Warnes, Andrew
Cc:
Subject: Re: Apple & PM Turnbull in DC [DLM=For-Official-Use-Only]
Hi Andrew,
We received a meeting request from a delegation including 

 “... senior advisers from his office, senior executives from
the Department of Home Affairs and the Consul-General.. “ for April
20th in Cupertino. We are working with the Consulate in US to arrange,
will Ana or anyone from your team be joining this group?
I wanted to check in to see if we have a time (or idea of morning or
afternoon0) for our follow-up deep dive with legal and technical folks on
April 26th?
Best,

On Feb 28, 2018, at 12:35, Warnes, Andrew
< > wrote:
For Official Use Only
I’ll go round and confirm, but I think that should work.
Cheers
Andrew

 
Sent: Wednesday, 28 February 2018 1:44 pm
To: Warnes, Andrew
Cc: 
Subject: Re: Apple & PM Turnbull in DC [DLM=For-Official-Use-Only]
Andrew-
Appreciate the quick reply! How does the 26th work for your side? 

Thank you,
Ann

On Feb 28, 2018, at 9:05, Warnes, Andrew
 wrote:
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For Official Use Only

The general consensus here is that a meeting in the week commencing 23 April
would be preferable (noting that 25 April is a public holiday).
Thanks
Andrew

From:  
Sent: Wednesday, 21 February 2018 10:19 am
To: Warnes, Andrew
Cc: ; Harmer, Anna
Subject: Re: Apple & PM Turnbull in DC [DLM=For-Official-Use-Only]
Thank you Andrew, much appreciated.

On Feb 21, 2018, at 7:32, Warnes, Andrew
wrote:

For Official Use Only
Thanks  it was a pleasure to meet you and the team from Apple.
We will liaise with the technical people in the agencies and confirm
what dates might be suitable from this end.
Regards
Andrew
Andrew Warnes | Assistant Secretary
Communications Security & Intelligence Branch
Attorney-General's Department

 
Sent: Friday, 16 February 2018 5:57 pm
To: Harmer, Anna
Cc: ; Warnes, Andrew; 
Subject: Apple & PM Turnbull in DC
Anna,  Andrew,
Thanks again for making the time to meet with Apple to
discuss the encryption law. Two things for you:

2) April Follow-Up?
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We discussed possibly having a meeting with your legal team and
technical advisors in the same room (along with our legal and
technical team) 

 Our team is looking at the week of 4/16-4/27 -
any chance this works for you? If this is not acceptable, we are
open to alternative dates.
Thanks for the open communication and have a great weekend!

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

If you have received this transmission in error please
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notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
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Australia & New Zealand  

Amazon Web Services 

 

 

 

  

  

  

  

  

  

From: Andrew WARNES  
Sent: Tuesday, August 7, 2018 3:16 PM 
To:  
Subject: Re: Thursday [SEC=UNOFFICIAL] 

  

UNOFFICIAL 

Yes 

Sent by Email+ 

UNOFFICIAL 
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From:  
Date: Tuesday, 7 August 2018 at 2:56:57 pm 
To: "Andrew WARNES"  
Subject: Thursday 

Andrew 

  

Would you be able to meet at 10am on Thursday morning in Sydney? 

  

 

  

  

 

 

Australia & New Zealand  

Amazon Web Services 

 

 

 

  

  

  

 
 
Important Notice: The content of this email is intended only for use by the individual or entity to whom it is 
addressed. If you have received this email by mistake, please advise the sender and delete the message and 
attachments immediately.  This email, including attachments, may contain confidential, sensitive, legally 
privileged and/or copyright information.   
 
Any review, retransmission, dissemination or other use of this information by persons or entities other than 
the intended recipient is prohibited.  The Department of Home Affairs and ABF respect your privacy and 
have obligations under the Privacy Act 1988.   
 
Unsolicited commercial emails MUST NOT be sent to the originator of this email. 
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From:
To: Andrew WARNES; 
Subject: Catch up between Ai Group and Dept of Home Affairs about proposed encryption legislation
Start: Tuesday, 14 August 2018 10:00:00 AM
End: Tuesday, 14 August 2018 10:45:00 AM
Location: 3-5 National Circuit, Barton ACT 2600

__________________________________________________________________________________________

The sender of this email is using the facilities of The Australian Industry Group (Ai Group). Unless authenticated by the sender as an authorised
representative of Ai Group (in the signature block), the views of the sender are not the views or opinions of Ai Group and Ai Group takes no
responsibility for the content. 
Personal information used or disclosed or collected using these facilities is governed by the Privacy Act 1988 as amended (Australia). Visit
www.aigroup.com.au/privacy-statement for our current privacy policy. If you have received this email in error please advise us by reply and
delete this email immediately as it may contain confidential information.

__________________________________________________________________________________________
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From:
To: Andrew WARNES; 
Subject: Encryption - Telecon with Apple [SEC=UNCLASSIFIED]
Start: Friday, 29 June 2018 10:00:00 AM
End: Friday, 29 June 2018 11:00:00 AM
Location: Andrew"s Office

UNCLASSIFIED

UNCLASSIFIED
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From:
To: Andrew WARNES; 
Cc:
Subject: Facebook Meeting with Department of Home Affairs
Start: Wednesday, 1 August 2018 11:00:00 AM
End: Wednesday, 1 August 2018 11:30:00 AM
Location: 3-5 National Circuit, Barton
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