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Executive summary

Background The 'Immigration Detention and Community Statistics Summary' (the Document), a Microsoft Word
document dated 31 January 2014, which was published on the DIBP’s website, allowed access to
source data containing personal information of approximately 10,000 detainees. The personal
information was contained in a Microsoft Excel Workbook, used to perform the underlying analysis,
which was embedded into the Document. KPMG was subsequently appointed to undertake a
Management Initiated Review (MIR) into the matter. The scope of the MIR is set out in the report.

The review has been undertaken through two work streams. One focussed on establishing the
chronology of events leading to the publication and the second a technical examination of the data
associated with the publication and the potential extent of access to that data.

St a0 @ Planning discussions with limited Senior Executives (“SES”).
performed to date

® Review of policies and procedures relating to the creation, review or upload of the document subject
of the review, and discussions with personnel involved in that process.

® Analysis of the final version of earlier publications of the Immigration Detention and Community
Statistics Summary, published online in the twelve months prior to 31 January 2014, to determine
whether any other versions exhibit vulnerabilities that may allow access to sensitive or personal
information.

@ Analysis of Internet Protocol (IP) addresses, external to the DIBP, identified as attempting to access
the file.

® |dentification of country of location for IP addresses identified as having retrieved either the entire file
or enough of it to potentially contain a portion of the embedded spreadsheet data, containing the
personal details of the detainees.

® Engagement with a web archiving service to remove the publication from its website

How did the data become embedded in the 'mmigration Detention and Community Statistics Summary'
dated 31 January 20147?

® The data extract obtained to produce the analysis for the Document contained the personal
information of the detainees. Personal information was not removed prior to the analysis being
performed. When the statistical information was transferred into the Document, it was done in such a
way that underlying data containing personal information of detainees was embedded, which meant
the information could be accessed despite there being no visible indicators of this. Reviews of the
Document were primarily done on hard copy versions, rather than in electronic form, which is uniikely
to have detected the embedded data.

® The process adopted in producing and publishing the document appears to have not conformed with
the roles and responsibilities set out in either the web publishing and governance intranet guidance
or the online style guide. Although potentially ambiguous in its reference to meta data, the online
style guide sets out specific requirements for ensuring publications do not contain underlying data
sets or personal information. The potential reasons contributing to the incident may include time
pressures, technical ability, lack of awareness of roles and responsibilities and lack of awareness of
IT security risks associated with online publishing. ==

Is there any indication that the privacy breach may have been malicious or intentional?

® From our work to date, we have not identified any indications that the publication of the underlying
data was intentional or malicious.

Do earlier versions of the same report contain the same exposure to the underlying data?

der the

Freedom of Information Act 1982

® Our review of earlier versions, provided to us, did not identify the same issue, so it appears uniqu
the version dated 31 January 2014.

P un

|s the Department likely to be exposed to the risk of inadvertent publication of data through its other o
line publications?

yDIB

® Although earlier versions of this document that were provided to us did not contain the same link t
the underlying data, the lack of awareness of IT security issues associated with online publishing,
and the process of reviewing and clearing publications in hard copy, creates a significant risk that
other publications may not have been properly reviewed and therefore, would be at risk of having
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underlying data issues. The same would apply to any electronically transmitted information, not just
on-line publishing.

What was the extent of potential access to the 'Immigration Detention and Community Statistics
Summary', dated 31 January 2014 and therefore, the underlying personal data?

The potential data access and distribution is widespread. There were 123 “hits” on the document
from 104 unique IP addresses. Of those, 26 contacts downloaded the full document and therefore
must be assumed to have obtained the underlying data. 75 contacts related to the document being
browsed over the internet through a computer based browser, capable of downloading the full :
document and therefore the underlying data, though we could not confirm that a download had in fact
occurred. The remaining contacts are considered a low risk of obtaining the document and the data,
due to the nature of the technology used to look at the document.

The predominant access country is Australia, though many other views or potential access
originated from a range of other countries.

Can the personal data be tracked and recovered from those who potentially accessed it?

No, with very limited exceptions. Some of the contacts have occurred through arrangements which
anonymise the source of the contact. Our experience with Internet Service Providers is that they will
not disclose the details of their customers, unless subject to a Court order or warrant. As such, the
DIBP would be unable to identify who, in fact, accessed the document. The nature of some of the
potential countries of origin for the contacts would make cooperation difficult. Once the data is
downloaded, it could then be emailed to anyone or posted anywhere.

The exceptions are cases where we can identify the downloader, e.g. Archive.org, in which case we
have contacted them and arranged to have the data removed. Likewise, with organisations such as
Guardian Australia, who we understand cooperated with destroying the data.

What steps can the Department take to manage the distribution of the data further?

The DIBP could establish an internet search facility to monitor for publication of the document and
then approach any individual or organisation identified as publishing the information, to have it
removed and destroyed. The DIBP could also consider engaging a “scraping” service to monitor
social media for any references to the information.

Develop and implement a procedure whereby any data to be extracted for the purpose of analysis is
normalised and cleansed in a secure environment, to ensure that any personal or sensitive data is
removed prior to any analysis being performed;

Update online publishing quality assurance checklists to require approvers to confirm that the
document has been reviewed in its native electronic form;

Hold online publishing workshops involving Director level representation from Information
Technology (IT) Security, Web Operations and Governance and all Branches involved in the creation
of material that may be published online. The objectives being to:

- clearly agree and delineate roles and responsibilities;

- define an appropriate point in the online publishing process to undertake an information
technology security quality assurance review and assign accountability to an appropriately
qualified and experienced role;

- review the current online publishing clearance processes for both content approval and
publishing to streamline the process for the purpose of creating efficiencies; and

- consider the current prioritisation matrix for online publishing and update as appropriate to
ensure that applicable criteria is in line with current business practices.

fhe

Develop an IT security training program, to be delivered to all personnel operating in an area of th
DIBP responsible for handling private or sensitive data, and include specific day-to-day scenarios
covering typical risks associated with handling such data;

Tnder

Incorporate lessons learned from this review into Privacy training to be delivered in connection wit
the imminent operation of the Australian Privacy Principles; and

Ensure that all policies, procedures and other guidance materials relating to roles and responsibili
of personnel involved in the creation, review and publishing of online content is updated on a time
basis and accessible to all areas of the DIBP.

y-HBP
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