FILE N® 945766 19112015C

MEDIA LEAKS INVESTIGATION
FINAL REPORT
CONFIDENTIAL




S. 47G(1)(a)

INVESTIGATION SUMMARY Page 1 of 5

INVESTIGATION FILE NUMBER: 945766 19112015C
DATED: Thursday, February 18, 2016
COMPLETED BY: S G, = 24

QUEENSLAND PRIVATE INVESTIGATOR NUMBER:

REQUESTING AUTHORITY RV a0 {10 REQUEST DATE 19" Nov 2015

GENERAL MANAGER REGIONAL

s. 22(1)(a)(ii
REQUESTING CONTACT (1)(@)(ii) POSITION OPERATIONS
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SUBMISSION DATE 19™ Nov 2015 PROP START DATE [PLRli\l\Vlok k3

OVERVIEW

We have been asked to investigate the matter of:
The unauthorised release of a screen shot of Wilson Security BAE System and media releases of confidential information
that were investigated by s. 47G(1)(a) have been contracted to investigate the matter

further and bring this investigation to a conclusion.

The list of people with access to the information was established and aggressively pursued.

INVESTIGATION

The objectives that were explained [s:47G(1)@) by s.22(1)(@)ii) on Thursday the 19" November 2015
at the premises of Wilson Security s. 47G(1)(a) are as illustrated on the
following pages:
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OBIJECTIVE 1

Complete interviews and subsequent statements from all Wilson employees

CONCLUSION
a. All statements received. We found no evidence of any Wilson Security employee distribute,
copy, print or otherwise disclose the content of that file in full or in part to any person,
organisation or entity

b. All statements received. We found no evidence of any Wilson Security employee distribute,
copy, print or otherwise disclose the content of that file in full or in part to any person,
organisation or entity

c. All statements received. We found no evidence of any Wilson Security employee distribute,
copy, print or otherwise disclose the content of that email or file in full or in part to any
person, organisation or entity

Released by DIBP under the
Freedom of Information Act 1982
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OBIJECTIVE 2

Obtain statements from all Wilson emplovees S. 47E(). s. 47E(C). 5. 47G(1)(@)
s. 47E(d), s. 47E(c), s. 47G(1)(a)

CONCLUSION
a. Statements received and signed.' We found no evidence of any Wilson Security
employee distribute, copy, print or otherwise disclose the content of that file in full or in
part to any person, organisation or entity

b. Statements received sand signed® We found no evidence of any Wilson Security
employee distribute, copy, print or otherwise disclose the content of that file in full or in
part to any person, organisation or entity

1See endnote 1
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OBIJECTIVE 3

nvest|ate

CONCLUSION

findings were:

user. Wilson Security had moved to working within the Protective Security Policy
Framework (PSPF) and ISO standards.

b. The distribution lists in relation to SITREPS and IR reports were controlled and provided
to specific people and groups that required the information. The distribution lists had
been reviewed and maintained at the time of our audit.

c. Atthe time we commenced our investigation the BAE system was no longer in use.

S e e )
sec0@seEQsaE)

© . S4OM@S4ESSAES  Theimplementation of

new Policy and Procedure, New systems, s 47E(d), s 47E(c), s. 47G(1)@) illustrated a

comprehensive and significant tightening of information security systems and
processes.

Released by DIBP under the
‘Freedom of Information Act 1982
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SUMMARY

We offer the following Investigation summary:

The delays in obtaining statements relate to several factors:
e Some staff are no longer employed by Wilson Security
e Some staff were on holiday and unavailable
e A recent evaluation of the distribution lists has significantly increased the number of statements required
from the original investigation company list from 42 to over 100. This is the result of 5 4(-;();(1) investigation
team reviewing the distribution lists created by the previous investigation company.

As a consequence of this the extent of the investigation more than doubles in size.

CONCLUSION

1) The Investigation has found no evidence of the media leaks coming from Wilson Security employees. We found
no evidence of any Wilson Security employee distributing, copying, printing or otherwise disclosing the content
of the files and emails in full or in part to any person, organisation or entity.

2) The significant changes implemented by Wilson Security now provide clear audit trails of information copying,
scanning or transmission and a significant tightening in Information Security.

3) S. 47E(d), s. 47E(c), s. 47G(1)(a)

We will forward the signed statements and document file in the next seven days for your record.

Please contact s. 47G(1)(@), s. 47F(1) if you have any
queries.

Regards
s. 47G(1)(a), s. 47F(1)

s. 47G(1)(a)
s. 47G(1)(a), s. 47F(1)

Dated Thursday, 18 February 2016

I Statements received after exhaustive efforts to contact all those that received the information. Current status is that over 95% of -
people have submitted statements. The remaining statements are being pursued and will be forwarded as they are obtained. We
have identified those remaining statements to have no impact on the conclusion of the report.
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INVESTIGATION FILE NUMBER: 945766 19112015C
DATED: Thursday, February 25, 2016
COMPLETED BY: s 47G(1)a), s. 47F(1)
QUEENSLAND PRIVATE INVESTIGATOR LICENSE:

-47G(1
QUEENSLAND COMPANY INVESTIGATION LICENSE: SRS

RIS\ e\ Uagz (o iU R g WILSON SECURITY REQUEST DATE 19" Nov 2015
GENERAL MANAGER REGIONAL
OPERATIONS

SECONDARY CONTACT s. 22(1)(a)(i) POSITION REGIONAL OPERATIONS MANAGER
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REQUESTING CONTACT s. 22(1)(a)(ii) POSITION

OVERVIEW

On the 1% July 2015 Wilson Security were asked to arrange an independent investigation of specific instances in relation
to information that had leaked to the media. Wilson Security contracted s. 47G(1)(a) to complete
this investigation. On the 19" November 2015 s. 47G(1)(a) were requested by Wilson Security to
take over the investigation with the objective of bringing the investigation to a conclusion.

We have been asked to investigate the matter of:

The unauthorised release of a screen shot of Wilson Security’s BAE System and media releases of confidential
information as illustrated below under the heading “Investigation Terms of Reference”

The objectives that were explained s:47G(1)@) by  s:22(1)@)i) ' on Thursday the 19" November 2015 at the
premises of Wilson Security s. 47G(1)(a) as evidenced by the below listed media links.

1. https://medium.com/@shanebazzi/asylum-seeker-at-manus-island-attempts-suicide28b6eccb805¢

2. https://medium.com/@shanebazzi/asylum-seeker-sexually-assaulted-on-manus-islanddc4a9672ed6b

1)
L

3. https://medium.com/@shanebazziltransfield-monitors-twitter-d397fb6985f2 = ~

4. http://www.theguardian.com/australia-news/2015/mar/18/manus-guard-sacked-for-reportedlyassaultiga- S

handcuffed-asylum-seekers
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INVESTIGATION TERMS OF REFERENCE

The Investigation terms of reference included but are not limited to:

1) Investigations

2)
3)

4) Investigations to include examination of the information reported in March by the Guardian,

5)

6)

7)

We illustrate on the following pages the results of our Investigation specific to each term of reference.

POINT 1

SCOPE
Investigations, | s470()@SATEQSATE@

2

Our investigation included the following actions:

Released by DIBP under the
vFreedom of Information Act 19

Ref N® 945766 19112015C CONFIDENTIAL




4- INVESTIGATION REPORT page30f11

POINT 2

SCOPE
. s4Ca)s4TEQs4TEQ

Our investigation included the following actions:

Our investigation included the following actions:

Released by DIBP under the
vFreedom of Information Act 1982
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POINT 4

SCOPE

Investigations to include examination of the information reported in March by the Guardian

Our investigation included the following actions:

s. 47G(1)(a), s. 47E(c), s. 47E(d)

POINT 5

SCOPE
s. 47G(1)(a), s. 47E(c), s. 47E(d)

Our investigation included the following actions:

s. 47G(1)(a), s. 47E(c), s. 47E(d)

POINT 6

SCOPE
s. 47G(1)(a), s. 47E(c), s. 47E(d)

Our investigation identified the BAE system was no longer in use when our investigation commenced.
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POINT 7

SCOPE
s.47G(1)(a), s. 4TE(c), s. 47E(d)

s. 47G(1)(a), s. 47E(c), s. 47E(d)

s. 47G(1)(a), s. 47E(c), s. 47E(d)

c) The distribution lists in relation to SITREPS and IR reports were controlled and provided to specific
people and groups that required the information only.
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INVESTIGATION CONCLUSIONS
1. POINT1

1.1 s. 47G(1)(a), s. 47E(c), s. 4TE(d)

1.3. Wilson Security has moved to working within the Protective Security Policy Framework (PSPF)
and ISO standards.

1.4. s. 47G(1)(a), s. 47E(c), s. 47E(d)

1.5. The implementation of new Policy and Procedure, new systems,| s.47G(1)(a), s. 47E(c), s. 47E(d)
s. 47G(1)(a), s. 47E(c), . . . g . . . . .
s. 47E(d) illustrated a comprehensive and significant tightening of information security systems and

processes.
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2 CONCLUSION POINT 2

2. POINT 2

2.1. We have received statements from each person|  s-47G(1)@), s-47E(c), s.- 47E(d)

2.2. We found no evidence of any Wilson Security employee distributing, copying, printing or
otherwise disclosing the content of that file in full or in part to any person, organisation

or entity, other than s 2@ , providing the document to:

2.21. | s2Mm@0  of Transfield in an email as preparation for the presentation
2.2.2. |  s2M@@  of Immigration Department as preparation for the presentation
2.2.3. | s 2@  of Immigration Department as preparation for the presentation

2.2.4. Internally to] S 2200, as preparation for

the presentation

vFreedom of Information Act 1982
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3 CONCLUSION POINT 3

3. POINT3

3.1. Ninety-five percent of the statements have been received and signed. | We found no evidence of
any Wilson Security employee distributing, copying, printing or otherwise disclosing the content
of that SITREPS, INFORMATION or IR’s in full or in part to any person, organisation or entity outside
of their normal business requirements. The Investigation has found no evidence of the media

leaks coming from Wilson Security employees.

3.2. The significant changes implemented by Wilson Security now provide clear audit trails of
information copying, scanning and transmission and a significant tightening in Information
Security.

33 s. 47G(1)(a), s. 47E(c), s. 47E(d)

3.4. As a consequence of the distribution lists including external agencies, Wilson Security have
no control of the information once it has left their organisation.

3.5. The remaining statements will be aggressively pursued.
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4 CONCLUSION POINT 4

4. POINT4

4.1. The article published in the Guardian Dated Wednesday 18™ March 2015 stated it had the
following information sources:
4.1.1. Several Asylum Seekers
4.1.2. Complaint forms filled out by Asylum Seekers
4.1.3. A spokesman for Transfield Services
4.1.4. They make reference to Transfield Services Documents from Manus

s. 47G(1)(a), s. 47E(c), s. 47E(d)

5 CONCLUSION POINT 5

5. POINTS5

s. 47G(1)(a), s. 47E(c), s. 4TE(d)

5.2. We found no evidence of any Wilson Security former employees distributing, copying,
printing or otherwise disclosing the content of that file or email in full or in part to any
person, organisation or entity.

6 CONCLUSION POINT 6

6. POINT6

s. 47G(1)(a), s. : : s 1S 47G(1)(a), s. 42Elc),: 4TE(d)
A7E(), 5. 4TE() the BéEﬂst(e{.}(ea),n}) .\%aEs(cr)l,g_ Igrg(%?r in use when we commenced our investigation ﬁ é
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7 CONCLUSION POINT 7

7. POINT7

Ref N°

s. 47G(1)(a), s. 47E(c), s. 47TE(d)

s. 47G(1)(a), s. 47E(c), s. 47E(d) findings were:

a) s. 47G(1)(a), s. 47E(c), s. 47E(d)

b) Wilson Security had moved to working within the Protective Security Policy Framework
(PSPF) and ISO standards.

c) The distribution lists in relation to SITREPS and IR reports were controlled and provided to
specific people and groups that required the information. The distribution lists had been
reviewed and maintained at the time of our audit.

d) s. 47G(1)(a), s. 47E(c), s. 47E(d)
s. 47G(1)(a), s. 47E(c), s. 4TE(d) . The implementation of new policy and
procedures, new systems, s. 47G(1)(a), s. 4TE(c), s. 47TE(d) illustrated a comprehensive and

significant tightening of information security systems and processes.
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FINAL CONCLUSION

1) The Investigation has found no evidence of the media leaks coming from Wilson Security employees. We
found no evidence of any Wilson Security employee distributing, copying, printing or otherwise disclosing the
content of the files and emails in full, or in part to any person, organisation or entity.

2) The significant changes implemented by Wilson Security now provide clear audit trails of information, copying,
scanning or transmission and a significant tightening in information security.

3) s. 47G(1)(a), s. 47E(c), s. 47E(d)

Please contact s. 47G(1)(a), s. 47F(1) if you have any
queries in relation to this report and investigation.

Regards
s.47G(1)(a), s. 47F(1)

s. 47G(1)(a)
s. 47G(1)(a), s. 47F(1)

Dated Thursday, 25 February 2016

" Statements received after exhaustive efforts to contact all those that received the information. Current status is that over 95% of
people have submitted statements. The remaining statements are being pursued and will be forwarded as they are obtained. We
have identified those remaining statements to have no impact on the conclusion of the report.
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