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From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 11:40 AM 
To: Ann Brandon-Baker; National Comms; Kerri GRIFFITHS 
Cc: Scott Morrison; Martin BOWLES; Liane PETTITT; WALTERS Liz; Ian DEANE; renate.crocker@immi.gov.au 
Subject: RE: guardian article on data [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

And any information/background on required technical skills to access such data. 
 

UNCLASSIFIED 

From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 11:39 AM 
To: National Comms; Kerri GRIFFITHS 
Cc: Julian LEEMBRUGGEN; Scott Morrison; Martin BOWLES; Liane PETTITT; WALTERS Liz; Ian DEANE; 
renate.crocker@immi.gov.au 
Subject: FW: guardian article on data [SEC=UNCLASSIFIED] 
 
Dear all 
 
We need the background brief on this asap please….the PMO and the Minister both facing questions. 
 
Include please the length of time the file was on the website; whether or not just one file was vulnerable and if not 
how many? What has been done to remove the file and any pathways to find it.  
If someone has downloaded the word file onto their hardrive, could they conceivably access the embedded data? 

s. 22(1)(a)(ii)





1

From: Kerri GRIFFITHS  
Sent: Wednesday, 19 February 2014 11:16 AM 
To: Ann Brandon-Baker; National Comms; National Comms; Liane PETTITT; Charles WANN 
Cc: Julian LEEMBRUGGEN; Scott Morrison; Martin BOWLES; Ian DEANE 
Subject: RE: guardian [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

http://www.theguardian.com/world/2014/feb/19/asylum‐seekers‐identities‐revealed‐in‐immigration‐department‐data‐
lapse 
 
 
 

UNCLASSIFIED 

From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 11:13 AM 
To: National Comms; National Comms; Liane PETTITT; Charles WANN 
Cc: Julian LEEMBRUGGEN; Kerri GRIFFITHS; Scott Morrison; Martin BOWLES; Ian DEANE 
Subject: RE: guardian [SEC=UNCLASSIFIED] 
 
Sorry, yes, attribute to department spokesperson. 
 
a 
 

s. 22(1)(a)(ii)
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This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  

  

This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  
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‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Liz COSSON 
Sent: Wednesday, 19 February 2014 1:14 PM 
To: Ann Brandon‐Baker; Charles WANN 
Cc: Liane PETTITT; Mardi STEWART; Leah TUCKWELL 
Subject: Count of all word documents across immi.gov.au [DLM=Sensitive] 
 
Sensitive 
 
Ann, 
 
At the moment there is a count of 161 other word documents on the immi site. We are removing all word documents 
right now.  We will ensure there are no data vulnerabilities before reloading. 
 
Regards, Liz 
 
Elizabeth Cosson 
Deputy Secretary Business Services 
Department of Immigration and Border Protection 
Telephone: + 61 (0) 2 6264 1659 
 
Email:  liz.cosson@immi.gov.au 
 
 
Sensitive 
This document may contain ‘personal identifiers’ and ‘personal information’ as defined under the Migration Act 1958 or 
Australian Citizenship Act 2007, and can only be used for purposes under these Acts. 
 
 

s. 22(1)(a)(ii)
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Sensitive 
This document may contain ‘personal identifiers’ and ‘personal information’ as defined under the Migration Act 1958 or 
Australian Citizenship Act 2007, and can only be used for purposes under these Acts. 
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From: Leah TUCKWELL  
Sent: Wednesday, 19 February 2014 3:10 PM 
To: Julian LEEMBRUGGEN 
Cc: Mardi STEWART 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Julian, 
 
Please see below. Liz Cosson responded directly to Ann with our changes. 
 
Kind regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

s. 22(1)(a)(ii)

s. 47F(1)
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From: Liz COSSON  
Sent: Wednesday, 19 February 2014 3:06 PM 
To: Ann Brandon-Baker 
Cc: Liane PETTITT; Leah TUCKWELL; Mardi STEWART; Nicole BROWN; Jocelyn THIRKELL; Charles WANN 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Dear Ann, 
Apologies for delayed response. 
The draft media has been slightly amended – see below. 

Please call if you need further. 
 
 

Regards, Liz 
 
Elizabeth Cosson 
Deputy Secretary Business Services 
Department of Immigration and Border Protection 
Telephone: + 61 (0) 2 6264 1659 
 
Email:  liz.cosson@immi.gov.au 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 3:02 PM 
To: Liz COSSON; Liane PETTITT 
Cc: Mardi STEWART; National Comms; Jocelyn THIRKELL 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

s. 47E(d)
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Hi Liz/Liane, 
 
Please see below. I have highlighted the changes I have made, as well as the line referring to sophisticated IT skills. I’m 
not sure we can say that. 
 
Please advise when you are happy with it and I will send back to MO. 
 
Regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms 
Cc: Leah TUCKWELL; Ann Brandon-Baker 
Subject: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Good afternoon. Can you please urgently review the following DRAFT statement re privacy breach. It was composed in 
consultation with Mr Bowles. We wish to issue ASAP. 
 
Thank you. 
 
 
 
DRAFT MEDIA STATEMENT 
 
Wednesday 19 February 2014 
 

STATEMENT – UNACCEPTABLE BREACH OF PRIVACY 
 
I am advised that an immigration detention statistics report released on the Department of Immigration and Border 
Protection’s website on 11 February 2014 inadvertently provided access to the underlying data source used to collate 
the report content which included private information on detainees. 
 
This is an unacceptable incident.  I have asked the department Secretary to keep me informed of the actions that have 
been initiated, including any disciplinary measures that may be taken, as appropriate.  
 

s. 47F(1)
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From: Liz COSSON  
Sent: Wednesday, 19 February 2014 3:06 PM 
To: Ann Brandon-Baker 
Cc: Liane PETTITT; Leah TUCKWELL; Mardi STEWART; Nicole BROWN; Jocelyn THIRKELL; Charles WANN 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Dear Ann, 
Apologies for delayed response. 
The draft media has been slightly amended – see below. 

s. 22(1)(a)(ii)

s. 47E(d)
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Please call if you need further. 
 
 

Regards, Liz 
 
Elizabeth Cosson 
Deputy Secretary Business Services 
Department of Immigration and Border Protection 
Telephone: + 61 (0) 2 6264 1659 
 
Email:  liz.cosson@immi.gov.au 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 3:02 PM 
To: Liz COSSON; Liane PETTITT 
Cc: Mardi STEWART; National Comms; Jocelyn THIRKELL 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Liz/Liane, 
 
Please see below. I have highlighted the changes I have made, as well as the line referring to sophisticated IT skills. I’m 
not sure we can say that. 
 
Please advise when you are happy with it and I will send back to MO. 
 
Regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms 
Cc: Leah TUCKWELL; Ann Brandon-Baker 
Subject: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

s. 47F(1)
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UNCLASSIFIED 

Good afternoon. Can you please urgently review the following DRAFT statement re privacy breach. It was composed in 
consultation with Mr Bowles. We wish to issue ASAP. 
 
Thank you. 
 
 
 
DRAFT MEDIA STATEMENT 
 
Wednesday 19 February 2014 
 

STATEMENT – UNACCEPTABLE BREACH OF PRIVACY 
 
I am advised that an immigration detention statistics report released on the Department of Immigration and Border 
Protection’s website on 11 February 2014 inadvertently provided access to the underlying data source used to collate 
the report content which included private information on detainees. 
 
This is an unacceptable incident.  I have asked the department Secretary to keep me informed of the actions that have 
been initiated, including any disciplinary measures that may be taken, as appropriate.  
 
Immediate steps were taken to remove the documents from the department’s website immediately after the 
department became aware of the breach from the media. 
 
The information was never intended to be in the public domain, nor was it in an easily accessible format within the 
public domain. Accessing the data required sophisticated IT skills.  
 
The department Secretary has engaged KPMG to review how this occurred and an interim report is expected to be 
provided next week. 
 
As part of that investigation the department has tasked KPMG to review all data publications and to ensure that proper 
mechanisms will be in place to make sure it doesn’t happen again. 
 
The department has ensured all possible channels to access this information are closed, including Google and other 
search engines. It appears the personal information underlying the report cannot be accessed through search engines. 
 
This is a serious breach of privacy by the Department of Immigration and Border Protection. 
 
I have received a brief on this matter and have sought assurances that this will not occur again. 
 
I also welcome the privacy commissioner’s investigation into this breach. 
 
My department will also be requesting that the media organisation that published this data advise if they have 
disseminated the information to any other parties and to return all copies of the information to the department.   
 
Further information: Julian Leembruggen  , Kerri Griffiths   
 
 
Julian Leembruggen 
Media Adviser 
 

s. 47F(1) s. 47F(1)





1

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 3:03 PM 
To: National Comms 
Cc: Leah TUCKWELL 
Subject: FW: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

FYI I fixed typo in headline. Can you please get back ASAP? 
 

UNCLASSIFIED 

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms 
Cc: Leah TUCKWELL; Ann Brandon-Baker 
Subject: DRAFT statement - please review [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Good afternoon. Can you please urgently review the following DRAFT statement re privacy breach. It was composed in 
consultation with Mr Bowles. We wish to issue ASAP. 
 
Thank you. 
 

s. 22(1)(a)(ii)
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From: Leah TUCKWELL  
Sent: Wednesday, 19 February 2014 12:34 PM 
To: Julian LEEMBRUGGEN; Kerri GRIFFITHS 
Cc: Ann Brandon-Baker; Charles WANN; Liz COSSON; John CAHILL; Mardi STEWART; Liane PETTITT 
Subject: Expanded talking points on Guardian article [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Julian/Kerri, 
 
Please see expanded talking points below with background covering the requested issues. 

 
 
This information was never intended to be in the public domain. 
 
The department acknowledges that the file was vulnerable to unauthorised access. The file has been removed 
and the department is investigating how this occurred to ensure that it does not happen again. 
 
 
If asked: 
 
How did this happen? 
 
A statistics report was released on the department’s website in early February 2014. A part of this document 
inadvertently included access to the underlying data source, which was used to collate the report content. The 
information is sourced from departmental systems and the information is generally not available to the public. 
The information was never intended to be in the public domain. 

s. 22(1)(a)(ii)
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How many files were vulnerable in this way? 
 
This was the only file vulnerable in this way. 
 
What steps have been taken to remove the data? 
 
Access to the data source was removed from the department’s website, as soon as the department was made 
aware that access was available. Steps are being taken to ensure this does not happen with future statistic 
releases. 
 
Will people involved be informed of this situation? 
The department is currently examining the impact of this incident. Further decisions will be made in due 
course. 
 
Has the department breached anyone’s privacy? 
The department never intended to disclose these details. The details were extracted from departmental 
systems by a third party in a way the department never intended to occur.  

BACKGROUND (not for release to media): 
 
The Immigration Detention and Community Statistics 31 January 2014 report was released on 11 February 
2014. At about 9.30am on February 19, the department was made aware that two journalists from The 
Guardian, Paul Farrell and Oliver Laughland had in their possession documents which appeared to list current 
and former detainees’ personal information.  
 
Immediate steps were taken to remove the documents from the department’s website. The Immigration 
Detention and Community Statistics 31 January 2014 report was live on the website for eight days before the 
department was aware that the journalists had accessed this information. The information was accessed 
through a graph which inadvertently retained a link to the underlying data set.  
 
Relevant areas within the department, are currently working on how this occurred. A full review by the 
department’s Secretary will take place.  
 
At this stage, the department believes that if a person has downloaded or saved the report, they can still 
access the personal information, even though it has now been removed.  The department is unable to identify 
how many people may have downloaded the information. However, there have been 398 views of the page 
that included a link to the report.  
 
A person with a solid understanding of Microsoft Office theoretically may have been able to access the 
personal information. The size of the Word file may have attracted interest as it was listed at a much larger 
size than the statistics report. 
 
The department has ensured all possible channels to access this information are closed, including Google and 
other search engines. It appears the personal information underlying the report cannot be accessed through 
search engines. 
 
In order to meet whole-of-government web accessibility guidelines, the department has been publishing Word 
and PDF documents for information that isn’t available as a web page since 2013. 
 
 
Leah Tuckwell  |  A/g Director, Media|  Department of Immigration and Border Protection 
T: 02 6264 1569 
Facebook: facebook.com/DepartmentofImmigrationandCitizenship  |  Twitter: @DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
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Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 
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Regards, 
 
Joanne Cleary  |  A/g Assistant Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection 
T: 02 6264 2541  
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 

UNCLASSIFIED 

s. 22(1)(a)(ii)
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From: Liane PETTITT  
Sent: Wednesday, 19 February 2014 11:02 AM 
To: Ann Brandon-Baker; National Comms; Julian LEEMBRUGGEN; Scott Morrison; Martin BOWLES 
Cc: Ian DEANE; Liz COSSON; renate.crocker@immi.gov.au 
Subject: RE: guardian article on data [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Thanks Ann. 
 
Kind regards,  
Liane 
 
Liane Pettitt 
Executive Officer to the Secretary, Martin Bowles PSM 
Department of Immigration and Border Protection 
PO Box 25, Belconnen, ACT, 2616 
 
Phone: +61 2 6264 1744 

 
Email: Liane.Pettitt@immi.gov.au 
 

UNCLASSIFIED 

From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 11:01 AM 

s. 22(1)(a)(ii)

s. 47F(1)
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From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 11:01 AM 
To: National Comms; Julian LEEMBRUGGEN; Scott Morrison; Martin BOWLES 
Cc: Ian DEANE; Liane PETTITT; Liz COSSON; renate.crocker@immi.gov.au 
Subject: guardian article on data [SEC=UNCLASSIFIED] 
 

Dear all 
 
I propose that the following comments be attributed to a department spokesperson: 
 
This information was never intended to be in the public domain. It contains personal information that 
could put the safety of detainees and their families at risk, some of whom may have been returned to 
their home country. 
 
The department has made it clear that publishing information that identifies individual detainees 
places them and their families at significant risk. 
 
The Department acknowledges that the file was vulnerable to unauthorised access. The file has been 
removed and the Department is investigating how this occurred to ensure that it does not happen 
again. 
 
 
 
___________________________________ 
 

Ann 

s. 22(1)(a)(ii)
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From: Liane PETTITT  
Sent: Wednesday, 19 February 2014 2:15 PM 
To: Ann Brandon-Baker; Charles WANN 
Cc: Kerri GRIFFITHS; Julian LEEMBRUGGEN; National Comms; Leah TUCKWELL; Mardi STEWART; Martin BOWLES; Liz 
COSSON 
Subject: RE: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Thanks Ann, urgently seeking this additional information.  
 
Kind regards,  
Liane 
 
Liane Pettitt 
Executive Officer to the Secretary, Martin Bowles PSM 
Department of Immigration and Border Protection 
PO Box 25, Belconnen, ACT, 2616 
 
Phone: +61 2 6264 1744 

 
Email: Liane.Pettitt@immi.gov.au 
 

UNCLASSIFIED 

s. 22(1)(a)(ii)

s. 47F(1)
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From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 2:11 PM 
To: Liane PETTITT; Charles WANN 
Cc: Kerri GRIFFITHS; Julian LEEMBRUGGEN; National Comms; Leah TUCKWELL; Mardi STEWART; Martin BOWLES; Liz 
COSSON 
Subject: RE: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
 
NOTED – ASSUME THAT WE WILL ALSO GET A COPY OF THE REPORT. 
 
STILL AWAITING TECHNICAL INFORMATION AS TO HOW SOMEONE WOULD GO ABOUT ACCESSING THE EMBEDDED 
DATA FROM A WORD DOCUMENT. 
THANKS 
A 
 

From: Liane PETTITT [mailto:liane.pettitt@immi.gov.au]  
Sent: Wednesday, 19 February 2014 2:03 PM 
To: BRANDON‐BAKER Ann; Charles WANN 
Cc: Kerri GRIFFITHS; LEEMBRUGGEN Julian (IMMI); Nat Comms Immigration [IMMI]; Leah TUCKWELL; Mardi STEWART; 
BOWLES Martin (IMMI); COSSON Liz (IMMI) 
Subject: FW: [media statement] Personal information of asylum seekers ‐ data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

Ann,  
 
Please see below.  
 
Kind regards,  
Liane 
 
Liane Pettitt 
Executive Officer to the Secretary, Martin Bowles PSM 
Department of Immigration and Border Protection 
PO Box 25, Belconnen, ACT, 2616 
 
Phone: +61 2 6264 1744 

 
Email: Liane.Pettitt@immi.gov.au 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 1:46 PM 
To: Liane PETTITT 
Cc: Mardi STEWART 
Subject: FW: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

s. 47F(1)
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Any issues with this? It seems pretty matter‐of‐fact to me 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

s. 47F(1)
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********************************************************************** 
WARNING: The information contained in this email may be confidential. 
If you are not the intended recipient, any use or copying of any part 
of this information is unauthorised. If you have received this email 
in error, we apologise for any inconvenience and request that you  
notify the sender immediately and delete all copies of this email,  
together with any attachments. 
********************************************************************** 

This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  
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From: Mohammed AL-HASSAN  
Sent: Wednesday, 19 February 2014 4:41 PM 
To: Martin BOWLES; Wendy SOUTHERN; Peter VARDOS; Michael MANTHORPE; Mark CORMACK; Liz COSSON; Liane 
PETTITT; Kerryn VINE-CAMP; Malcolm PHELPS; Ken DOUGLAS; Alison LARKINS; Robyn BICKET; Scott MATHESON; Ian 
DEANE; Ken DOUGLAS; John CAHILL; Renate CROKER; Ian DEANE; Kate POPE; Fiona ANDREW; Joe FELD; Katie 
CONSTANTINOU; Sandy PETTITT; Matt CAHILL 
Cc: Cash Media; NAT COMMS; Antoinette Younes 
Subject: Minister Morrison's med rel Unacceptable breach of privacy. 190214. [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 

 
 

The Hon. Scott Morrison MP 
Minister for Immigration and Border Protection 

 
MEDIA STATEMENT 
 

s. 22(1)(a)(ii)
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Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 

 

UNCLASSIFIED 
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From: Kerri GRIFFITHS  
Sent: Wednesday, 19 February 2014 4:35 PM 
To: National Comms 
Subject: FW: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 

Can we please have this uploaded onto the Minister’s website? 

 

UNCLASSIFIED 

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 4:00 PM 
To: Julian LEEMBRUGGEN 
Subject: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 

s. 22(1)(a)(ii)
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The Hon. Scott Morrison MP 
Minister for Immigration and Border Protection 

 
MEDIA STATEMENT 
 
Wednesday 19 February 2014 
 

STATEMENT – UNACCEPTABLE BREACH OF PRIVACY 
 
I am advised  that an  immigration detention  statistics  report  released on  the Department of  Immigration and Border
Protection’s website on 11 February 2014  inadvertently provided access to the underlying data source used to collate 
the report content which included private information on detainees. 
 
This is an unacceptable incident.  I have asked the department Secretary to keep me informed of the actions that have
been initiated, including any disciplinary measures that may be taken, as appropriate. 
 
Immediate  steps  were  taken  to  remove  the  documents  from  the  department’s  website  immediately  after  the
department became aware of the breach from the media. 
 
The  information was never  intended  to be  in  the public domain, nor was  it  in an easily accessible  format within  the 
public domain. 
 
The department  Secretary has engaged KPMG  to  review how  this occurred  and an  interim  report  is expected  to be
provided next week. 
 
As part of that investigation the department has tasked KPMG to review all data publications and to ensure that proper 
mechanisms will be in place to make sure it doesn’t happen again. 
 
I am advised the department has ensured all possible channels to access this  information are closed,  including Google
and other search engines. It appears the personal information underlying the report cannot be accessed through search
engines. 
 
This is a serious breach of privacy by the Department of Immigration and Border Protection. 
 
I have received a brief on this matter and have sought assurances that this will not occur again. 
 
I also welcome the privacy commissioner’s investigation into this breach. 
 
My  department  will  also  be  requesting  that  the  media  organisation  that  published  this  data  advise  if  they  have
disseminated the information to any other parties and to return all copies of the information to the department. 
 
Further information: Julian Leembruggen  , Kerri Griffiths   
 
 

s. 47F(1) s. 47F(1)
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From: Kerri GRIFFITHS  
Sent: Wednesday, 19 February 2014 4:39 PM 
To: National Comms 
Subject: RE: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Thank you! 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 4:39 PM 
To: Kerri GRIFFITHS 
Subject: RE: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Kerri, will do ASAP. 
 
 
Joanne Cleary  |  A/g Assistant Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection 
T: 02 6264 2541  
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 

s. 22(1)(a)(ii)
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YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 

UNCLASSIFIED 

From: Kerri GRIFFITHS  
Sent: Wednesday, 19 February 2014 4:35 PM 
To: National Comms 
Subject: FW: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 

Can we please have this uploaded onto the Minister’s website? 

 

UNCLASSIFIED 

From: Julian LEEMBRUGGEN  
Sent: Wednesday, 19 February 2014 4:00 PM 
To: Julian LEEMBRUGGEN 
Subject: Scott Morrison med rel Unacceptable breach of privacy [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 

 
 

The Hon. Scott Morrison MP 
Minister for Immigration and Border Protection 

 
MEDIA STATEMENT 
 
Wednesday 19 February 2014 
 

STATEMENT – UNACCEPTABLE BREACH OF PRIVACY 
 
I am advised  that an  immigration detention  statistics  report  released on  the Department of  Immigration and Border
Protection’s website on 11 February 2014  inadvertently provided access to the underlying data source used to collate 
the report content which included private information on detainees. 
 





1

From: National Comms  
Sent: Wednesday, 19 February 2014 4:04 PM 
To: Kerri GRIFFITHS 
Cc: Julian LEEMBRUGGEN; Mardi STEWART; National Comms 
Subject: RE: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
Please see below updated talking points, including a suggested response to the question on whether this places asylum 
seekers at risk. This should answer   questions, which Ann was seeking a response to. 
 
 

 This information was never intended to be in the public domain. 
 

 The department acknowledges that the file was vulnerable to unauthorised access. The file has been 
removed and the department is investigating how this occurred to ensure that it does not happen 
again. 

 
If asked: 
 
How did this happen? 
 

 A statistics report was released on the department’s website in early February 2014. A part of this 
document inadvertently included access to the underlying data source, which was used to collate the 
report content. The information is sourced from departmental systems and the information is generally 
not available to the public. The information was never intended to be in the public domain. 

s. 22(1)(a)(ii)

s. 47F(1)
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How many files were vulnerable in this way? 
 

 This was the only file vulnerable in this way. 
 
What steps have been taken to remove the data? 
 

 Access to the data source was removed from the department’s website, as soon as the department 
was made aware that access was available. Steps are being taken to ensure this does not happen with 
future statistic releases. 

 
Will people involved be informed of this situation? 
 

 The department is currently examining the impact of this incident. Further decisions will be made in due 
course. 

 
Has the department breached anyone’s privacy? 
 

 The department never intended to disclose these details. The details were extracted from departmental 
systems by a third party in a way the department never intended to occur.  

Has this placed any asylum seekers or detainees at risk? 

 It has been longstanding departmental policy that the publication of personal information of those 
seeking protection or who have been offered Australia’s protection can put those people and their 
families at risk. It is for this reason that those media organisations who have these documents in their 
possession are being asked not to disseminate or publish them. 

 
BACKGROUND (not for release to media): 
 
The Immigration Detention and Community Statistics 31 January 2014 report was released on 11 February 
2014. At about 9.30am on February 19, the department was made aware that two journalists from The 
Guardian, Paul Farrell and Oliver Laughland had in their possession documents which appeared to list current 
and former detainees’ personal information.  
 
Immediate steps were taken to remove the documents from the department’s website. The Immigration 
Detention and Community Statistics 31 January 2014 report was live on the website for eight days before the 
department was aware that the journalists had accessed this information. The information was accessed 
through a graph which inadvertently retained a link to the underlying data set.  
 
Relevant areas within the department, are currently working on how this occurred. A full review by the 
department’s Secretary will take place.  
 
At this stage, the department believes that if a person has downloaded or saved the report, they can still 
access the personal information, even though it has now been removed.  The department is unable to identify 
how many people may have downloaded the information. However, there have been 398 views of the page 
that included a link to the report.  
 
A person with a solid understanding of Microsoft Office theoretically may have been able to access the 
personal information. The size of the Word file may have attracted interest as it was listed at a much larger 
size than the statistics report. 
 
The department has ensured all possible channels to access this information are closed, including Google and 
other search engines. It appears the personal information underlying the report cannot be accessed through 
search engines. 
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In order to meet whole-of-government web accessibility guidelines, the department has been publishing Word 
and PDF documents for information that isn’t available as a web page since 2013. 
 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 3:24 PM 
To: Kerri GRIFFITHS 
Cc: National Comms; Mardi STEWART 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
As discussed, I think the minister’s statement and the TPs sent earlier today answer  question, except for 
perhaps question 5 on whether any asylum seekers have been put at risk. 
 
Please let me know if you would like a specific response to this question. 
 
Kind regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms; Kerri GRIFFITHS 
Subject: FW: [SEC=UNCLASSIFIED] 

s. 
47F(1)

s. 47F(1)

s. 47F(1)
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Answers to questions please… 

From: Julian LEEMBRUGGEN [mailto:Julian.LEEMBRUGGEN@IMMI.gov.au]  
Sent: Wednesday, 19 February 2014 11:32 AM 
To: BRANDON‐BAKER Ann 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 
 

UNCLASSIFIED 
s. 22(1)(a)(ii)

s. 22(1)(a)(ii)
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This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  

  

s. 22(1)(a)(ii)
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From: National Comms  
Sent: Wednesday, 19 February 2014 4:04 PM 
To: Kerri GRIFFITHS 
Cc: Julian LEEMBRUGGEN; Mardi STEWART; National Comms 
Subject: RE: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
Please see below updated talking points, including a suggested response to the question on whether this places asylum 
seekers at risk. This should answer   questions, which Ann was seeking a response to. 
 
 

 This information was never intended to be in the public domain. 
 

 The department acknowledges that the file was vulnerable to unauthorised access. The file has been 
removed and the department is investigating how this occurred to ensure that it does not happen 
again. 

 
If asked: 
 
How did this happen? 
 

 A statistics report was released on the department’s website in early February 2014. A part of this 
document inadvertently included access to the underlying data source, which was used to collate the 

s. 22(1)(a)(ii)

s. 47F(1)
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report content. The information is sourced from departmental systems and the information is generally 
not available to the public. The information was never intended to be in the public domain. 

 
How many files were vulnerable in this way? 
 

 This was the only file vulnerable in this way. 
 
What steps have been taken to remove the data? 
 

 Access to the data source was removed from the department’s website, as soon as the department 
was made aware that access was available. Steps are being taken to ensure this does not happen with 
future statistic releases. 

 
Will people involved be informed of this situation? 
 

 The department is currently examining the impact of this incident. Further decisions will be made in due 
course. 

 
Has the department breached anyone’s privacy? 
 

 The department never intended to disclose these details. The details were extracted from departmental 
systems by a third party in a way the department never intended to occur.  

Has this placed any asylum seekers or detainees at risk? 

 It has been longstanding departmental policy that the publication of personal information of those 
seeking protection or who have been offered Australia’s protection can put those people and their 
families at risk. It is for this reason that those media organisations who have these documents in their 
possession are being asked not to disseminate or publish them. 

 
BACKGROUND (not for release to media): 
 
The Immigration Detention and Community Statistics 31 January 2014 report was released on 11 February 
2014. At about 9.30am on February 19, the department was made aware that two journalists from The 
Guardian, Paul Farrell and Oliver Laughland had in their possession documents which appeared to list current 
and former detainees’ personal information.  
 
Immediate steps were taken to remove the documents from the department’s website. The Immigration 
Detention and Community Statistics 31 January 2014 report was live on the website for eight days before the 
department was aware that the journalists had accessed this information. The information was accessed 
through a graph which inadvertently retained a link to the underlying data set.  
 
Relevant areas within the department, are currently working on how this occurred. A full review by the 
department’s Secretary will take place.  
 
At this stage, the department believes that if a person has downloaded or saved the report, they can still 
access the personal information, even though it has now been removed.  The department is unable to identify 
how many people may have downloaded the information. However, there have been 398 views of the page 
that included a link to the report.  
 
A person with a solid understanding of Microsoft Office theoretically may have been able to access the 
personal information. The size of the Word file may have attracted interest as it was listed at a much larger 
size than the statistics report. 
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The department has ensured all possible channels to access this information are closed, including Google and 
other search engines. It appears the personal information underlying the report cannot be accessed through 
search engines. 
 
In order to meet whole-of-government web accessibility guidelines, the department has been publishing Word 
and PDF documents for information that isn’t available as a web page since 2013. 
 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 3:24 PM 
To: Kerri GRIFFITHS 
Cc: National Comms; Mardi STEWART 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
As discussed, I think the minister’s statement and the TPs sent earlier today answer   question, except for 
perhaps question 5 on whether any asylum seekers have been put at risk. 
 
Please let me know if you would like a specific response to this question. 
 
Kind regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

s. 
47F(1)

s. 47F(1)

s. 47F(1)
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From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms; Kerri GRIFFITHS 
Subject: FW: [SEC=UNCLASSIFIED] 
 
Answers to questions please… 

From: Julian LEEMBRUGGEN [mailto:Julian.LEEMBRUGGEN@IMMI.gov.au]  
Sent: Wednesday, 19 February 2014 11:32 AM 
To: BRANDON‐BAKER Ann 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 
 

UNCLASSIFIED 

 

s. 22(1)(a)(ii)
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This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  

  

s. 22(1)(a)(ii)
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From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 2:11 PM 
To: Liane PETTITT; Charles WANN 
Cc: Kerri GRIFFITHS; Julian LEEMBRUGGEN; National Comms; Leah TUCKWELL; Mardi STEWART; Martin BOWLES; Liz 
COSSON 
Subject: RE: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
 
NOTED – ASSUME THAT WE WILL ALSO GET A COPY OF THE REPORT. 
 
STILL AWAITING TECHNICAL INFORMATION AS TO HOW SOMEONE WOULD GO ABOUT ACCESSING THE EMBEDDED 
DATA FROM A WORD DOCUMENT. 
THANKS 
A 
 

From: Liane PETTITT [mailto:liane.pettitt@immi.gov.au]  
Sent: Wednesday, 19 February 2014 2:03 PM 
To: BRANDON‐BAKER Ann; Charles WANN 
Cc: Kerri GRIFFITHS; LEEMBRUGGEN Julian (IMMI); Nat Comms Immigration [IMMI]; Leah TUCKWELL; Mardi STEWART; 
BOWLES Martin (IMMI); COSSON Liz (IMMI) 
Subject: FW: [media statement] Personal information of asylum seekers ‐ data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

Ann,  

s. 22(1)(a)(ii)
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Please see below.  
 
Kind regards,  
Liane 
 
Liane Pettitt 
Executive Officer to the Secretary, Martin Bowles PSM 
Department of Immigration and Border Protection 
PO Box 25, Belconnen, ACT, 2616 
 
Phone: +61 2 6264 1744 

 
Email: Liane.Pettitt@immi.gov.au 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 1:46 PM 
To: Liane PETTITT 
Cc: Mardi STEWART 
Subject: FW: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

Any issues with this? It seems pretty matter‐of‐fact to me 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

s. 22(1)(a)(ii)

s. 47F(1)

s. 47F(1)
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********************************************************************** 
WARNING: The information contained in this email may be confidential. 
If you are not the intended recipient, any use or copying of any part 
of this information is unauthorised. If you have received this email 
in error, we apologise for any inconvenience and request that you  
notify the sender immediately and delete all copies of this email,  
together with any attachments. 
********************************************************************** 

s. 22(1)(a)(ii)
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This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  
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From: Liane PETTITT  
Sent: Wednesday, 19 February 2014 2:03 PM 
To: Ann Brandon-Baker; Charles WANN 
Cc: Kerri GRIFFITHS; Julian LEEMBRUGGEN; National Comms; Leah TUCKWELL; Mardi STEWART; Martin BOWLES; Liz 
COSSON 
Subject: FW: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

Ann,  
 
Please see below.  
 
Kind regards,  
Liane 
 
Liane Pettitt 
Executive Officer to the Secretary, Martin Bowles PSM 
Department of Immigration and Border Protection 
PO Box 25, Belconnen, ACT, 2616 
 
Phone: +61 2 6264 1744 

 
Email: Liane.Pettitt@immi.gov.au 

s. 22(1)(a)(ii)

s. 47F(1)



2

 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 1:46 PM 
To: Liane PETTITT 
Cc: Mardi STEWART 
Subject: FW: [media statement] Personal information of asylum seekers - data breach [SEC=UNCLASSIFIED] 
Importance: High 
 

UNCLASSIFIED 

Any issues with this? It seems pretty matter‐of‐fact to me 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 
s. 22(1)(a)(ii)

s. 47F(1)
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********************************************************************** 
WARNING: The information contained in this email may be confidential. 
If you are not the intended recipient, any use or copying of any part 
of this information is unauthorised. If you have received this email 
in error, we apologise for any inconvenience and request that you  
notify the sender immediately and delete all copies of this email,  
together with any attachments. 
********************************************************************** 

s. 22(1)(a)(ii)
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From: National Comms  
Sent: Wednesday, 19 February 2014 4:04 PM 
To: Kerri GRIFFITHS 
Cc: Julian LEEMBRUGGEN; Mardi STEWART; National Comms 
Subject: RE: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
Please see below updated talking points, including a suggested response to the question on whether this places asylum 
seekers at risk. This should answer   questions, which Ann was seeking a response to. 
 
 

 This information was never intended to be in the public domain. 
 

 The department acknowledges that the file was vulnerable to unauthorised access. The file has been 
removed and the department is investigating how this occurred to ensure that it does not happen 
again. 

 
If asked: 
 
How did this happen? 
 

 A statistics report was released on the department’s website in early February 2014. A part of this 
document inadvertently included access to the underlying data source, which was used to collate the 

s. 22(1)(a)(ii)

s. 47F(1)
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report content. The information is sourced from departmental systems and the information is generally 
not available to the public. The information was never intended to be in the public domain. 

 
How many files were vulnerable in this way? 
 

 This was the only file vulnerable in this way. 
 
What steps have been taken to remove the data? 
 

 Access to the data source was removed from the department’s website, as soon as the department 
was made aware that access was available. Steps are being taken to ensure this does not happen with 
future statistic releases. 

 
Will people involved be informed of this situation? 
 

 The department is currently examining the impact of this incident. Further decisions will be made in due 
course. 

 
Has the department breached anyone’s privacy? 
 

 The department never intended to disclose these details. The details were extracted from departmental 
systems by a third party in a way the department never intended to occur.  

Has this placed any asylum seekers or detainees at risk? 

 It has been longstanding departmental policy that the publication of personal information of those 
seeking protection or who have been offered Australia’s protection can put those people and their 
families at risk. It is for this reason that those media organisations who have these documents in their 
possession are being asked not to disseminate or publish them. 

 
BACKGROUND (not for release to media): 
 
The Immigration Detention and Community Statistics 31 January 2014 report was released on 11 February 
2014. At about 9.30am on February 19, the department was made aware that two journalists from The 
Guardian, Paul Farrell and Oliver Laughland had in their possession documents which appeared to list current 
and former detainees’ personal information.  
 
Immediate steps were taken to remove the documents from the department’s website. The Immigration 
Detention and Community Statistics 31 January 2014 report was live on the website for eight days before the 
department was aware that the journalists had accessed this information. The information was accessed 
through a graph which inadvertently retained a link to the underlying data set.  
 
Relevant areas within the department, are currently working on how this occurred. A full review by the 
department’s Secretary will take place.  
 
At this stage, the department believes that if a person has downloaded or saved the report, they can still 
access the personal information, even though it has now been removed.  The department is unable to identify 
how many people may have downloaded the information. However, there have been 398 views of the page 
that included a link to the report.  
 
A person with a solid understanding of Microsoft Office theoretically may have been able to access the 
personal information. The size of the Word file may have attracted interest as it was listed at a much larger 
size than the statistics report. 
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The department has ensured all possible channels to access this information are closed, including Google and 
other search engines. It appears the personal information underlying the report cannot be accessed through 
search engines. 
 
In order to meet whole-of-government web accessibility guidelines, the department has been publishing Word 
and PDF documents for information that isn’t available as a web page since 2013. 
 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

From: National Comms  
Sent: Wednesday, 19 February 2014 3:24 PM 
To: Kerri GRIFFITHS 
Cc: National Comms; Mardi STEWART 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

Hi Kerri, 
 
As discussed, I think the minister’s statement and the TPs sent earlier today answer  question, except for 
perhaps question 5 on whether any asylum seekers have been put at risk. 
 
Please let me know if you would like a specific response to this question. 
 
Kind regards, 
 
Leah 
 
Leah Tuckwell (Goodman) |  Acting Director  |  Media 
National Communications Branch  |  Department of Immigration and Border Protection  
T:  02 6264 1569  |    
Facebook: facebook.com/DIBPAustralia  |  Twitter: twitter.com/DIBPAustralia 
YouTube: youtube.com/user/ImmiTV  |  Flickr: flickr.com/photos/diacimages   
Instagram: instagram.com/dibpaustralia | Storify: storify.com/ImmigrationAUST   
Website: immi.gov.au | Newsroom: newsroom.immi.gov.au 
 
 

UNCLASSIFIED 

s. 
47F(1)

s. 47F(1)

s. 47F(1)
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From: Ann Brandon-Baker  
Sent: Wednesday, 19 February 2014 2:54 PM 
To: National Comms; Kerri GRIFFITHS 
Subject: FW: [SEC=UNCLASSIFIED] 
 
Answers to questions please… 

From: Julian LEEMBRUGGEN [mailto:Julian.LEEMBRUGGEN@IMMI.gov.au]  
Sent: Wednesday, 19 February 2014 11:32 AM 
To: BRANDON‐BAKER Ann 
Subject: FW: [SEC=UNCLASSIFIED] 
 

UNCLASSIFIED 

 
 

UNCLASSIFIED 

 

s. 22(1)(a)(ii)
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This email message and any attached files may be protected information under section 16 of the Customs 
Administration Act 1985 (CA Act) and may also contain information that is confidential, and/or subject to legal 
professional privilege.   

The content of this email is intended only for use by the individual or entity to whom it is addressed.   

If you ARE the intended recipient, and are subject to an undertaking provided under section 16 of the CA Act, you must 
not use or further disclose the information within this email except for the purpose for which it was provided to you or 
otherwise as required or authorised by law.   

If you are NOT the intended recipient, you must not use, copy, disseminate, forward, retain or reproduce this email. If 
you receive this email in error, please notify the Customs Incident Response Centre immediately on 1800 303 387 (24hrs) 
and delete all copies of this email and any attachments.   

Unsolicited commercial emails MUST NOT be sent to the originator of this email.  

  

s. 22(1)(a)(ii)



The Hon. Scott Morrison MP 

Minister for Immigration and Border Protection 

 
MEDIA STATEMENT 
 
Wednesday 19 February 2014 
 

STATEMENT – UNACCEPTABLE BREACH OF PRIVACY 
 
I am advised that an immigration detention statistics report released on the Department of Immigration 
and Border Protection’s website on 11 February 2014 inadvertently provided access to the underlying 
data source used to collate the report content which included private information on detainees. 
 
This is an unacceptable incident.  I have asked the department Secretary to keep me informed of the 
actions that have been initiated, including any disciplinary measures that may be taken, as appropriate.  
 
Immediate steps were taken to remove the documents from the department’s website immediately 
after the department became aware of the breach from the media. 
 
The information was never intended to be in the public domain, nor was it in an easily accessible format 
within the public domain. 
 
The department Secretary has engaged KPMG to review how this occurred and an interim report is 
expected to be provided next week. 
 
As part of that investigation the department has tasked KPMG to review all data publications and to 
ensure that proper mechanisms will be in place to make sure it doesn’t happen again. 
 
I am advised the department has ensured all possible channels to access this information are closed, 
including Google and other search engines. It appears the personal information underlying the report 
cannot be accessed through search engines. 
 
This is a serious breach of privacy by the Department of Immigration and Border Protection. 
 
I have received a brief on this matter and have sought assurances that this will not occur again. 
 
I also welcome the privacy commissioner’s investigation into this breach. 
 



My department will also be requesting that the media organisation that published this data advise if 
they have disseminated the information to any other parties and to return all copies of the information 
to the department. 
 
Further information: Julian Leembruggen , Kerri Griffiths  s. 47F(1) s. 47F(1)
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