Joint Statement of the United Kingdom and
Australia on the Release of Australia’s App Store
and App Developer Code of Practice

Statement on our shared approach to apps and app stores security

1.

Apps are increasingly an essential part of our citizens' lives - from banking to fitness and
entertainment to smart home appliances. Improving the security of apps is vital to protect users from
malicious and insecure apps.

We recognise the continued strength and breadth of the economic and strategic relationship
between the United Kingdom and Australia. Both our nations are committed to increasing our
collaboration given our shared understanding of baseline security expectations of app store
operators and app developers to protect users from cyber attacks.

In 2022 the UK Government published a voluntary Code of Practice for app stores operators and
app developers. The UK Code of Practice, which sets out eight internationally recognised baseline
security and privacy requirements, was developed in collaboration with industry and cyber security
and privacy experts.

Under the 2023-2030 Australian Cyber Security Strategy, the Australian Government committed to
co-designing a voluntary cyber security Code of Practice for app stores and app developers. The
Australian Code has been developed to closely align with the principles set out in the UK Code of
Practice, while noting the differences in our respective privacy and data protection approaches.

The Codes set out key steps to embed baseline security requirements into international app
development practices and provide guidance on actions that app stores and developers can take to
protect consumers and businesses from cyber attacks.

The United Kingdom and Australia have already demonstrated the benefits that comes with shared
policy approaches and principles regarding consumer safety and security, such as for smart devices.

The Australian Code of Practice for app stores and app developers is another example of our
collaborative approach to providing industry with shared baseline security expectations.

This will support the development of more secure and resilient technology while reducing uncertainty
and undue burdens to protect users from malicious and insecure apps. Both Australia and the UK
have the autonomy and flexibility to update our respective Codes as the technology environment
evolves and remain tailored to local industries and markets.

Over the coming months we will explore further opportunities to engage with other international
partners to promote our shared understanding of baseline security requirements for app store
operators and app developers.
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https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-consumer-iot-security
https://www.homeaffairs.gov.au/reports-and-publications/submissions-and-discussion-papers/code-of-practice
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