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15b. Whole-of-government zero trust culture
Lead agency: Department of Home Affairs

Contributing: Australian Signals Directorate, Digital Transformation Agency,
whole of government

Embedding a zero-trust culture allows opportunities to better combat the current and emergent
risks stemming from a rapidly evolving threat landscape. It represents a shift from a traditional
strong perimeter protection to a zero-trust architecture, rooted in the core principle of 'never trust,
always verify".

Following government and industry consultation from November 2024 to February 2025,

Home Affairs has developed and released 5 Guiding Principles to Embed a Zero Trust Culture

in July 2025, to help entities plan for the organisational transformations needed to adopt a Zero
Trust approach. These are:

+ ldentify and manage cyber security risk at an enterprise level

+ Understand accountabilities and responsibilities at all levels

+ Know and understand your most critical and sensitive technology assets
Maintain resiliency through a comprehensive cyber strategy and uplift plans
Go Beyond Incident Planning

In parallel, the Australian Signals Directorate’s
Australian Cyber Security Centre released the
Foundations for a Modern Defensible Architecture

in February 2025. These Foundations provide a
baseline of secure design and architectural activities
to help organisations prepare and plan for adopting
technologies based on Zero Trust principles.
Together, these foundations and the Guiding
Principles offer Commonwealth entities the
governance and technical guidance needed

to begin their Zero Trust architecture journey.

Using evidence for
continuous improvement:

The next step is to design and
implement the Protective Security
Policy Framework Zero Trust

Culture Maturity Survey, enabling
entities to accurately assess their
current cyber security posture
and identify priority areas
forimprovement.

Protective Security Policy Framework—Release 2025

mandates Zero Trust Guiding Principles through Requirement 0098 “6. The next step is to build on
this baseline by designing and implementing the Protective Security Policy Framework Zero Trust
Culture Maturity Survey, enabling entities to accurately assess their current cyber security posture
and identify priority areas forimprovement.

48. Australian Government Department of Home Affairs (2025) Australian Government Protective Security Policy Framework
—Release 2025 (p.73).

56 | 2025 Review | Transition from Horizon 1to Horizon 2 | 2023-2030 Australian Cyber Security Strategy
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